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A SHORT OPENING REMARK - THE ROLE OF FIUS 
IN THE FIGHT AGAINST ML 

AND THE INTRINSIC STRANGENESS OF ML OFFENCE

1. I described the sense and the direction of F.I.N.A.N.C.E.
during our kick-off meeting: a project aiming to explore the func-
tioning of Financial Intelligence Units in five Member States and
the rules concerning their cooperation and information exchange,
especially at horizontal level. And – as I added – this project aims
to focus on the prevention of transnational ML: in particular, on
the placement-step and, at most, on the layering-step of that phe-
nomenon1. In other words, I believe that FIUs can be a sort of
‘laundering risk managers’ (pursuant a risk-based approach and
implementing a prudential monitoring activities)2 only playing a
role of supervision of financial system and flows, in combination
with other actors. Indeed, as well known, banks, financial inter-
mediaries, DNFPB etc. have to carry out a careful check (on the
identity of customers and beneficial owners, and the economic
function of the transaction) and to suspend, in the event of suspi-
cious transactions, their execution, reporting it to the appropriate
financial intelligence unit. For its part, the latter has the task of
analyzing those ‘red flags reports’ in a more comprehensive way3,
and to alert, in case of serious suspects, LEAs for a ‘real’ investi-
gation and prosecution4.

1.1. Briefly, the analysis of FIUs seems to have no direct im-
pact on the criminal-repression-phase of ML. It seems strictly con-

1 RIGHETTI and COSTANZO, CP 2022, 3569; Salvini, RIDPC 2016, 147.
2 BORRELLO, Argomenti 2017, 5.
3 PIETROLUNGO, Iusinitinere.it 2019.
4 Troyer and Zancan, RDC 2018, 521; BALSAMO, CP 2008, 803.
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fined to a pure preventive phase. In fact, FIUs reports only con-
tain a catalogue of red flags, i.e. simple indicators of a suspected
ML5, and therefore, mere clues – not authentic proofs – of that
criminal offence: simple ‘working hypothesis’ that should be in-
vestigated, verified, enriched and completed by LEAs. Formally,
FIUs reports only contain data and circumstances denoting a fu-
mus of laundering: as such, they could not support a criminal con-
viction. That’s the reason why, during other seminars, I affirmed
that F.I.N.A.N.C.E. has been created by criminal lawyers, but it
aims to investigate, first and foremost, an area that differs and
precedes the criminal one.

2. Are FIUs simple ML-risk managers? Are FIUs simple
‘hubs of connection’ between the preventive phase and the re-
pressive action? Yes, they are, but only in theory.

2.1. It is undoubtedly true, on the books, that a Unit focuses
on the placement-layering step with the aim to prevent ML. How-
ever, anomalies reported by FIUs de facto serve as proof of the
ML predicate offence in the criminal justice system in action, i.e.
the basic-fundamental element of the crime.

2.1.1. Indeed, with few exceptions6, the crime of ML suffers
from a sort of ‘dissociative identity disorder’. On the one hand, the
conduct of laundering is considered to be autonomous and inde-
pendent from the predicate harm, i.e. an actus having an au-
tonomous disvalue7. On the other hand, the ‘derivation from a pred-
icate crime’ of the goods laundered constitutes the core element of
crime, given that the ‘laundering activity’ is carried out by per se
licit-neutral transactions (such as deposits, money transfers, financial

5 Cash deposits, vague or ambiguous reasons for transfers, large amount of
money flows, incomplete or false data and information, contacts with criminal milieu,
inconsistency between transaction and economic-financial profile of costumers, and
so on.

6 The list-option with regard to predicate offences establishes a link-connection
between the predicate crime and the ML conduct, showing that the ‘laundering’ is
considered to be a sort of aggravation/worsening of the predicate harm.

7 The catch-all provision with regard to predicate offences emphasizes that au-
tonomy-disconnection: ANGELINI 2008, 123 ff.; DALL’OSSO 2017, 62 ff.; REINOTTI, ED
1999, 915 ff.
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investments, and so on)8. In other words, when the conducts de-
scribed by the criminal provision do not concern illicit proceeds,
they constitute an exercise of commercial-economic freedoms.

2.2. Why do indicators reported by FIUs end up being au-
thentic evidences of the predicate offence? Because the proof of
that offence – in the same way as the proof of its knowledge
(criminal intent) – has always been based on logic and inductive
reasoning. According to the constant and established case-law, it
is not required to precisely identify the predicate crime (its legal
classification, its perpetrator/s, the tempus and locus delicti)9; on
the contrary, there are sufficient anomalies-flags-indicators denot-
ing a generic derivation from criminal activities of the proceeds
laundered (such as cash deposits, vague or ambiguous reasons for
transfers, large amount of money flows et sim.), especially where
those ‘suspicious’ transactions have been carried out by ‘suspi-
cious’ persons10. The b.a.r.d. proof of predicate offence(s), there-
fore, is regularly converted in the circumstantial evidences that
money/goods derive from undefined criminal activities.

2.2.1. In short: ‘clues of illicit derivation’ are sufficient to
prove the predicate offence, and therefore, ultimately, ML of-
fence, when the defendant is unable to provide reasonable, plau-
sible and adequate alternative justifications/explanations with re-
gard to those ‘suspicious clues’. And this one causes an unavoid-
able reversal of the burden of proof. Otherwise, it would be
substantially impossible to detect and prosecute ML phenomena.

2.3. In conclusion, FIUs reports – more often than not – de
facto constitute the main evidence of the ML offence, indepen-
dently of the formal value of those reports according to the crim-
inal procedural law. For these reasons, my previous statement is
not completely correct: in the real criminal justice system, FIUs
play a key role in the repressive step as well.

8 BARBIERI, CP 2014, 2520; CIVELLO 2022, 176; ZANCHETTI 1997, 425.
9 Ex multis Cass., V, 21.5.2008, n. 36940; Cass., VI, 15.10.2008, n. 495; Cass.,

VI, 15.2.2013, n. 28715; Cass., II, 13.7.2018, n. 39006; MARZUCCO, D&G 2021, 16, 7;
MELCHIONDA, AP 2022, 1; RAZZANTE, AP 2017, 1.

10 With police-criminal record and/or having contact with a criminal milieu:
Cass., II, 1.12.2019, n. 49011.
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3. F.I.N.A.N.C.E., therefore, is not only a project that has
been created by criminal lawyers, but a project that surely has to
do with criminal law in action.

4. Did we achieve our prefixed goals? Did we investigate
critical aspects in the functioning of FIUs, i.e. legal obstacles un-
dermining a complete and useful flow of financial information
among Units, and the dialogue between these Units and criminal/
administrative investigators? Did we draw a possible shared/com-
mon standard? Yes, we did. We certainly tried, in primis asking
five legal experts to reconstruct and explain – as far as possible –
features and ‘rules of engagement’ of their Financial Intelligence
Unit.

4.1. In particular, we asked them to describe domestic crimi-
nal law provisions that punish ML, also in relation to the imple-
mentation of EU Law and with special regard to the eligible pred-
icate offence and the criminal policy option adopted in this re-
gard. Also, we required them to describe the national AML legal
framework as a whole, with special regard to competent authori-
ties charged with monitoring and guaranteeing compliance to the
AML provisions (first item). Again, we asked them to illustrate
the ‘Institutional setting’ of the FIU, its legal status, and its access
powers on data and information, both from the obliged entities
and databases (second and third item). Finally, we asked them to
describe the cooperation with other FIUs, with special regard to
conditions and limits to the dissemination of information, and the
interaction with LEAs and judicial authorities (fourth and fifth
item)11. On the basis of this complex and multilevel survey, we
tried to draft guidelines intended to improve the efficiency of the
fight against transnational of ML12.

Have a good reading!

VICO VALENTINI

Project Leader

11 See Final Questionnaire.
12 See Transational investigation on ML: guidelines to deal with the current legal

gap.
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FIGHTING TRANSNATIONAL MONEY 
LAUNDERING THROUGH FIUS COOPERATION: 

AN INTRODUCTION

SUMMARY: 1. FIUS COOPERATION: INTRODUCTION. – 1.1. Investigation supported
by FIU: Eu legal framework. – 1.2. EU relevant act: AML Directive and
standards. – 2. FIU COOPERATION SCOPE: PROSECUTION SUPPORT. – 2.1.
Transnational ML prosecution: common trust. – 2.1.1. Transnational
ML prosecution: common rules. – 2.1.1.1. ML legal definition. – 2.1.1.2.
ML legal definition and Self-laundering. – 2.1.1.3. ML legal definition and
kind of predicate offences. – 2.1.1.4. Legal definition of predicate offence. –
2.1.1.5. Double jeopardy. – 3. FIUS COOPERATION PREREQUISITE: INFORMATION

GATHERING. – 3.1. FIUs information gathering: common trust. – 3.1.1. Co-
operation with market players. – 3.1.2. FIU task and features. – 3.1.3. FIU
analysis, access and investigative power. – 4. FIUS COOPERATION: LEGAL

OBLIGATION AND OBSTACLES. – 4.1. FIU OBLIGATION: ML LEGAL DEFINITION AND

PREDICATE OFFENCES. – 4.2. FIU obligation first prerequisite: exchanging
channels. – 4.3. FIU information exchange on request. – 4.4. FIU spon-
taneous information exchange: a special focus. – 4.5. FIU information
exchange: joint analysis. – 4.6. Information exchange common issue. –
5. Further dissemination and prior consent.

1. FIUS COOPERATION: INTRODUCTION

Once upon a time Mr. Smith receives a huge amount of
money from a foreign State. It is discovered by national investiga-
tive authorities that money comes from a tax evasion committed
abroad by a Mr. Smith company with headquarters abroad. It is
revealed, therefore, that Mr. Smith with that operation is hiding in
another State the profit of its crime, which is commonly called
ML (Money Laundering).
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What allowed to discover the trick, is special tool of law en-
forcement, which is the “FIU” (Financial Intelligence Units). FIU
carries out a deep check of Mr. Smith company banks account,
and money transfer, matching that banking records with other
data. In this way it discovers that the huge amount money actually
comes from a company of Mr. Smith, so arising the suspect that
Mr. Smith is carrying out a suspicious operation. Thanks to this
analysis the national law enforcement contact, the foreign law en-
forcement asking for a control of Mr. Smith company, which dis-
cover the tax evasion. Then, a further match between the amount
of the evasion and the sum of money transferred helps both the
law enforcement to reach a conclusion: that Mr. Smith has com-
mitted a ML by transferring abroad money coming from a tax
evasion, which is its predicate offence. On this basis, the national
law enforcement will carry out both criminal and administrative
prosecution in its own State.

The central point is that the FIU is able to check Mr. Smith
company bank account, which is a foreign bank account, because
somebody provides it those data: and that somebody is another
FIU, which cooperate, despite the differences connected to work
in another State, with other rules and culture.

The example shows the relevance of FIUs cooperation: it
helps authorities to investigate on transnational ML, analyzing the
s.c. paper trail of a suspicious operation on money1, in order to

1 The money trail built by collecting material sheets, record of banking opera-
tion, which is today the central element of ML investigation, useful as far as money
flow within banking system, since they show how many times that money has been
transferred or managed, by how many persons, financial relationships linking them. It
has been clearly explained in J. VANEMPTEN, L. VERDUYN, Le Blanchiment en Belgique.
L’Argent criminel dans la haute finance, Bruxelles 1994 “Cash transactions continue to
play a significant role in a large number of cases. Evidently, offenders are aware and con-
tinue to deliberately exploit the advantage of “interruption of the paper trail” afforded by
cash transactions. Particularly significant in this context are the very large amounts in-
volved in some of these cash transactions”, 42. See also, A. BIAGIOLI, M. NARDO, A cross-
road in combating and preventing financial crime: Looking for synergetic instruments for
attack and prevention, Journal of Financial Crime, 2007, 127; P. GLEASON, G.
GOTTSELIG, Financial Intelligence Units: An overview, IMF and World Bank, 2004, 32
ff; A. AMICELLE and K. CHAUDIEU, ‘In search of Transnational Financial Intelligence:
Questioning Cooperation Between Financial intelligence Units’, in C. KING, The Palgrave
Handbook of Criminal and Terrorism Financing Law, Palgrave Macmillan, 2018, 649 ff.
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trigger investigation and prosecution of both the ML and its
predicate offence, even if committed in different States. It ex-
plains why FIU cooperation is considered today a turning point
for the protection of EU Member State interests, and, indirectly,
even of EU, since it helps not only to discover ML but also its
predicate offences, affecting national interests, and, when they are
VAT or a procurement, or not procurement fraud, covered by art.
3 of Directive 1371/2017, or even EU interests2.

This chapter aims to build a common understanding of the
legal issues currently connected to transnational investigation on
ML, by analyzing the current legal gap affecting the FIU cooper-
ation. For this reason, it will be taken into account the rules
adopted at supranational level for investigation based on FIU co-
operation, so showing the perspective of EU law, with regard to
this investigative tool. In this way, furthermore, it will be also laid
the basis for a further analysis, comparing this perspective with
the state of the art in the national legal systems, described by the
following national legal reports.

1.1. Investigation supported by FIU: Eu legal framework

With regard to the legal framework about ML transnational
investigation based of FIU cooperation, it seems useful to briefly
remind that this framework is thought at EU level like tools with
a practical purpose.

It is a tool ensuring that foreign FIUs cooperate to build the
analysis of a certain financial operation, taking place through sev-
eral Member State. If a FIU asks information to another FIU for
financial information, that FIU could refuse: indeed, under the
sovereignty principle, every authority follow only its national law,
with consequence that that refuse would be compliant with inter-
national law. For this reason, the EU legal framework forces MS
to change their national law to oblige their FIU to cooperate. In
this sense, that EU legal framework ensures a “privilege” to the

2 FIU crossroad job is efficiently described as a “trigger” and support for law
enforcement action against ML and predicate offences by A.J. MARCUS, Financial in-
telligence units: effective institutional design, mandate and powers, Transparency Inter-
national, 2019, 10 July.
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first FIU since, overwhelming the sovereignty principle, it obliges
second FIU, to provide the cooperation needed: a cooperation
which otherwise would be not due by a foreign authority, because
of sovereignty principle3.

The purpose of these rules, instead, is to remove the social
damages produced by ML, within a single Member State. Who
helps others to hide dirty profit brings money abroad, taking ad-
vantage of the limitation of investigative authority power, due
again to limitation of sovereignty principle. This limitation pre-
vents authorities to investigate, and, sometimes, if they had not
started investigation before, even to have knowledge about the
dirty money existence. In this way, the perspective to save money
encourages new crimes, and among them VAT or procurement
fraud affecting EU financial interest; the possibility to employ ex-
tra money of illicit sources empowers company to make lower
prices, with a distortion of internal market and free competition;
and, eventually, even trust in financial intermediaries managing
dirty money, whose activity is continuously exposed at risk of a
prosecution4. But, if Member States cooperates, adopting a legal
framework, providing a national law enforcement an aid, allowing
to discover and prosecute ML and its predicate offence, despite
of limitation connected to sovereignty principle, then those effect
can be efficiently prevented.

This purpose furthermore emerges clearly from acts, declara-
tions, and rules, which distinguishes the historical development of

3 Refusal of the foreign authority is commonly seen like the essential issue of co-
operation among national authorities, which is even a critical point in perspective of
the protection of individual rights. See, J. VERVAELE, The Transnational ne bis in idem
Principle in the EU: Mutual Recognition and Equivalent Protection of Human Rights,
2005, 1 Utrecht Law Review, 100. With regard to the basical issues affecting coopera-
tion J. VERVAELE, A. KLIP, European cooperation between tax, customs and judicial au-
thorities: The Netherlands, England, and Wales, France and Germany, Kluwer Acade-
mic Publishers, The Hague, 2002, p. 4; S. TESORIERO, La cooperazione transnazionale
nelle indagini in materia di frodi IVA e doganali: strumenti tradizionali e nuove oppor-
tunità, in M. CAIANIELLO, A. DI PIETRO (eds), Indagini penali e amministrative in mate-
ria di frodi IVA e doganali. L’impatto dell’European Investigation Order sulla cooper-
azione transnazionale, Cacucci, Bari, 2016, 44 ff.

4 For these considerations G.M. FLICK, La repressione del riciclaggio ed il con-
trollo dell’intermediazione finanziaria. Problemi attuali e prospettive, Riv. it. dir. proc.
pen., 1990, 4, 1255-1273.
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FIU cooperation within the EU territory. It was exposed by first
recommendations of FATF and Egmont Group: the international
organizations, built as intergovernmental bodies and composed
by FIU representatives and entitled of the task to catch transna-
tional ML5. But it also possible to notice that this purpose
emerges also from EU legislation, which, gradually empowered
FIU cooperation, keeping as “proportionated” answer to the
transnational ML: sometimes criminal law measures whose justifi-
cation is covered by art. 83 TUE6 and other times measure to pro-
tect the internal market, covered under justification of the art. 114
TFUE, fifth AML Directives7. This coincidence between those
studies and recommendation and supranational legislation can be
explained, just thinking that these group are composed by expert

5 Here it is reported the definition by the FATF itself on its website: “The Fi-
nancial Action Task Force (FATF) is the global money laundering and terrorist financing
watchdog. The inter-governmental body sets international standards that aim to prevent
these illegal activities and the harm they cause to society. As a policy-making body, the
FATF works to generate the necessary political will to bring about national legislative
and regulatory reforms in these areas. With more than 200 countries and jurisdictions
committed to implementing them. The FATF has developed the FATF Recommenda-
tions, or FATF Standards, which ensure a co-ordinated global response to prevent organ-
ised crime, corruption and terrorism. They help authorities go after the money of crimi-
nals dealing in illegal drugs, human trafficking and other crimes. The FATF also works
to stop funding for weapons of mass destruction. The FATF reviews money laundering
and terrorist financing techniques and continuously strengthens its standards to address
new risks, such as the regulation of virtual assets, which have spread as cryptocurrencies
gain popularity. The FATF monitors countries to ensure they implement the FATF Stan-
dards fully and effectively, and holds countries to account that do not comply.” This de-
finition is available on https://www.fatf-gafi.org/about/. It is reported also the defini-
tion given by the Egmont Group itself on its website: “The Egmont Group is a united
body of 166 Financial Intelligence Units (FIUs): FIUs are uniquely positioned to support
national and international efforts to counter-terrorist financing. FIUs are also trusted
gateways for sharing financial information domestically and internationally per global
anti-money laundering and counter-financing of terrorism (AML/CFT) standards. The
Egmont Group provides FIUs with a platform to securely exchange expertise and fi-
nancial intelligence to combat money laundering, terrorist financing (ML/TF), and
associated predicate offences”. The definition comes from Egmont group web site
https://egmontgroup.org/about/.

6 Directive (EU) 2018/1673 of the European Parliament and of the council of 23
October 2018 on combating money laundering by criminal law.

7 Directive (EU) 2015/849 on the prevention of the use of the financial system
for the purposes of money laundering or terrorist financing, and amending Directives
2009/138/EC and 2013/36/EU.
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often coming from FIU or a country government, who worked
like a link between the two spheres. Indeed, during a long path,
started from ’80 years of last century, the mentioned studies and
recommendation put in evidence that the need to empower FIU
international cooperation could be satisfied only at supranational
level, so acting like a guide for the future legislation of European
institutions8.

1.2. EU relevant act: AML Directive and standards

On this basis, furthermore, have been adopted the most rele-
vant act of the EU AML legal framework:

– Egmont Group and FATF standards. Besides AML directive
there are international standards from international organization
monitoring FIU activity. These standards are result of statistic
study and they are thought to encourage the largest cooperation
among FIU, by considering cases in which they should provide
information, and providing a detailed catalogue of hypothesis.
For this reason, furthermore, these standards forerun EU legisla-
tion, which is often influenced by that indication and sometimes
it has directly included them within the Directive. But those orga-
nizations are not entitled of the power to oblige Member States,
with consequence that they can address “soft law” acts, recom-
mendation, and standards, with no coercive power and that could
be even ignored by FIU9.

– The consolidated AML Directive10. It is the most relevant
act at EU level obliging Member States to adopt its norms, with

8 This connection is efficiently shown within the historical reconstruction of F.
MOUZAKITI, Cooperation between Financial Intelligence Units in the European Union:
Stuck in the middle between the General Data Protection Regulation and the Police
Data Protection Directive, New journal of European Criminal Law, online, pp. 1-7.

9 V. MITSILEGAS, N. VAVOULA, ‘The Evolving EU Anti-Money Laundering Regime.
Challenges for fundamental Rights and the Rule of Law’ (2016) 2 Maastricht J. Eur &
Comp Law, 266-67.

10 Directive (EU) 2015/849 of the European Parliament and of the Council of
20 May 2015 on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing, amending Regulation (EU) No 648/2012 of
the European Parliament and of the Council, and repealing Directive 2005/60/EC of
the European Parliament and of the Council and Commission Directive 2006/70/EC.
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the aim to harmonize national laws on the above mentioned min-
imum common standard. It contains rules for the whole FIU co-
operation and further dissemination to law enforcement. These
steps are described as part of the whole FIU activity. Here it is rel-
evant to consider that its application covers: obligation on market
players to report to FIU about suspicious operation after an ade-
quate evaluation of customers and operation (art. 32-39); FIU
data and information management (art. 40-44); FIU international
cooperation (art. 52-57); further dissemination to law enforce-
ment mechanism to prosecute ML (art. 58-62). It outlines there-
fore a complex investigation, which starts from market players,
“gatekeepers” of the financial world, providing their records about
operation suspected to conceal a ML. Then, it considers the next
step, when FIU receives, collects, analyzes and, sometimes, re-
search for information. In this phase, it comes into light the inter-
national cooperation which is a “tool” to gather information miss-
ing for the analysis. Finally, the financial analysis is further dissem-
inated to law enforcement, with the goal to prosecute the ML.

2. FIU COOPERATION SCOPE: PROSECUTION SUPPORT

As seen above, the FIUs cooperation is felt like a tool for sin-
gle national law enforcement. Law enforcement investigates, gath-
ers proofs, even cooperating with foreign law enforcement, and,
with regard to FIU financial analysis and information exchange, it
employs them as a tool to gather information. But the scope of all
this activity, and therefore even of FIUs activity, is to support a le-
gal action.

It emerges even thinking to the legal description of FIU job,
contained within art. 32 par. 1 of AML Directive where it is stated
that “Each Member State shall establish an FIU in order to prevent,
detect and effectively combat money laundering…”. But ML is
combated with sanctions and confiscations, which are inflicted at
the end of a prosecution, or, better, after the prosecution carried
out by a prosecutor or an administrative authority succeeds. In-
deed, after only few sentences, art. 32 par. 5 states also “The FIU
shall be responsible for disseminating the results of its analyses and
any additional relevant information to the competent authorities
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where there are grounds to suspect money laundering…”. Then, if
cooperation is only a way to gather financial information to carry
out that job, so even cooperation must be considered like a part
of a complex activity with the aim to prosecute ML.

After all, FIU cooperation could not carry out the task to
prevent the social effect of ML. New predicate offences, internal
market and free competition distortion arise even if the FIU are
perfectly aware about a transnational ML thanks to an efficient
cooperation. What, instead, prevents those effects is penalty or
confiscation by public prosecutors or administrative authorities,
promptly informed of the suspicious operation, thanks to infor-
mation from the FIU which gathered it from abroad.

The FIU cooperation reveals useful, briefly, when the finan-
cial information is employed with the aim to carry out a prosecu-
tion or, in other words, when a national law enforcement would
react to ML with a prosecution: when an administrative authority
will employ a banking record to calculate the amount of money to
be confiscated; when a public prosecutor employs it to prove a
ML; or even when that suspicious enrichment is taken as starting
point for further investigation on its source, suspecting a crime.

2.1. Transnational ML prosecution: common trust

The strict connection between prosecution and FIU cooper-
ation has another implication: that Member State must build a
common trust11 that ML will be prosecuted, as underlined even by
one old fashioned report provided by the Egmont Group12.

11 This role has several times underlined by the EU Courts, for example in
Opinion 2/13 EU, C:2014, 2454 and Case C-284/16 Slowakische Republik v Achmea
BV EU, C:2018, 158. Besides, that this relation regards EU is a prerequisite of the aris-
ing of a relation among foreign institutions, Minister for Justice and Equality (n. 3)
par. 35; or Case C-163/17 Abubacarr Jawo v Bundesrepublik Deutschland
EU:C:2019:218, par 80; Achmea (n. 1) para 34. At this regard, see also N. CAMBIEN,
“Mutual Recognition and Mutual Trust in the Internal Market”, European Papers, 2,
2017, 93; A.WILLEMS, “The Court of Justice of the European Union’s Mutual Trust Jour-
ney in EU Criminal Law: From a Presumption to (Room for) Rebuttal”, German Law
Journal, 2019, 468.

12 For this opinion, Egmont Group of Financial Intelligence Units Principles for
Information Exchange between Financial Intelligence Units 28 October 2013, p. 7.
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What the need of “trust” consists of can be shown with an
example. When a launderer conceals money, by transferring it in
another Member State, that employment should be prosecuted
under the foreign law; instead, the law enforcement of the other
Member State, from where the money has been sent, cannot carry
out legal actions against the launderer or dirty money, due to re-
spect of sovereignty principle. Let’s figure out now, that the ML is
not considered a criminal offence in the other State where money
is brought, with consequence that no prosecution or investigation
will be carried on neither in that State: so, showing that the laun-
derer meets an “unpunishment zone”. It is apparent, in this case,
that a FIU cooperation would be useless, since the financial in-
formation eventually provided would not be employed to carry
out any prosecution against the ML. It implies that also the Mem-
ber State of that FIU notices how that cooperation would be
nothing but a waste of energies13, with consequence that it does
not changes its law to oblige its FIU to cooperate. In other words,
that State does not spend energies, because it would not trust in
the efficiency of cooperation14.

It explains why the attribution to the EU of a rule-making
competence seemed the best answer, accordingly with the sub-

13 The concept of mutual adopted in academic speech, with regard to EU law, is
borrowed by social science where interpersonal (or inter-institutional) trust is consid-
ered a three- element relation, in which ‘A trusts B to do X’, and this reconstruction
should be appliable event to the EU institutions trust for M. SCHWARZ, “Let’s Talk
about Trust, Baby! Theorizing Trust and Mutual Recognition in the EU’s Area of Free-
dom, Security and Justice”, European Law Journal, 2018, pp. 124, 130.

14 It seems implied even by the general dissertation on mutual trust of L. BO-
HAČEK, Mutual trust in EU law: trust ‘in what’ and ‘between whom’?, European journal
of legal studies, 2022, vol. 14, no. 1, pp. 122, who notices that the essence of the mu-
tual trust consists of “1. The essence of the legal principle is the presumption that other
Member States fulfil the object of trust - generally, the recognition of values common to
the EU and its Member States and compliance with EU law (the ‘presumption of com-
pliance’). 2. The presumption of compliance is justified by two fundamental premises: a)
all Member States share values on which the EU is based; and b) the law of the EU im-
plements these values. As a result, the actual fulfilment of the presumption of compliance
is in principle very likely, because all the Member States are not only obliged to respect
the values stated in Article 2 TEU,35 but they are also bound by other specific provisions
of the EU legal order implementing those values.36 3. The principle then imposes a duty
on the Member States to rely on other Member States to fulfil the object of trust - in
other words, to place confidence in the presumption of compliance.”



14 FOLCO GIANFELICI

sidiarity and proportionality principles15. A Member State, alone,
could not ensure that transnational ML would be prosecuted
even in another Member State, due to the sovereignty limitation,
so being forced to give up if that State does not prosecute that
laundering. Instead, if Member States cooperate, entrusting the
competence to a supranational institution ensuring, thanks to a
rule making power, that every Member State is obliged to punish
that ML in its own territory, then, this situation ensures that the
transnational ML would not escape the prosecution, so justifying
the effort of every Member State to cooperate. In this way, com-
mon rules ensuring ML punishment become increases the trust of
a State in another, the s.c. mutual trust, and encourage them to
spend energies and build structures to facilitate cooperation
among national authorities.

2.1.1. Transnational ML prosecution: common rules

The prerequisite of common trust with regard FIU coopera-
tion is therefore the adoption og common rules for ML prosecu-
tion, or, in other words, an harmonization of rules concerning na-
tional law enforcement action.

Today the action against ML falls in rich supranational
framework, developed with regard criminal and administrative
law, providing measure to counteract transnational crimes, and
praxis kept as dangerous by EU Member State. Here it is only to
remind that the development of the European Union institutions
and, moreover, the internal market it was felt the need of common
answer to those behaviors, as proved by the presence of rules like
art. 83 TUE, which foresees expressively transnational criminal
matters entrusted to the EU competence, art. 114 or 325 TFUE
entrusting that competence to the EU to adopt all measures, to
ensure safety of internal market or EU financial interests, a s.c.
functional competence. It explains why, with regard to a matter
like ML, which affects, as seen above, several kinds of interests

15 About connection between trust and harmonization politics in the EU V. MIT-
SILEGAS, “The Symbiotic Relationship between Mutual Trust and Fundamental Rights in
Europe’s Area of Criminal Justice”, in New journal of European criminal law, 2015,
passim.
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connected to EU competence, it is possible to meet several rules
adopted to ensure safety of those interests, adopted one on basis
of one norm and once on basis of another one.

With regard to transnational ML the EU Union provides two
family of common rules for ML prosecution, that is useful to dis-
tinguish:

– General rules. These rules can be applied mainly to crimi-
nal prosecution regarding all kind of offences, and which only oc-
casionally concern ML. Here it is useful to remind the most rele-
vant like: the regulation n. 2014/42 UE on dirty money confisca-
tion is appliable in every criminal or administrative procedure to
seizure money generating from every kind of offences, even ML
but also frauds, rubbery and so on; the EAW (European Arrest
Worrant) can be used by a public prosecutor, after discovering
that crime, to catch the launderer living abroad, but it can be em-
ployed even authors of other crimes; the EIO (European Investi-
gation Order), as well, is appliable to ML to carry out investiga-
tion abroad on that behavior or on its predicate offence, but at
the same time can be employed also with regard to every other
criminal offence16.

– Particular rules. They concern only ML, and are not appli-
able to crimes. They are rules mainly of criminal law, adopted at
EU level on basis 83 TUE, which expressly includes ML among
the transnational matters of EU legislator competence. In particu-
lar, these rules are today contained within Directive 1673/201817,
the s.c. sixth AML Directive, aimed to harmonize the ML crimi-
nal prosecution. These rules represent a characteristic feature of
ML prosecution system, thought especially to build a common
prosecution system for this crime. For this reason, they are also
the most relevant rules in perspective to build a common trust for
ML prosecution among MS and, therefore, to be taken into ac-

16 See A. KLIP, “Eroding Mutual Trust in an European Criminal Justice Area with-
out Added Value”, European journal of crime, criminal law and criminal justice, 2020,
pp. 109-119.

17 Directive (EU) 2018/1673 of the European Parliament and of the council of
23 October 2018 on combating money laundering by criminal law.
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count with regard to the goal of this chapter. Then, to these rules
it will be reserved a special focus, showing before the prosecution
legal gap affecting common trust, that they aim to solve, so show-
ing the “sense” of those rules in the legal framework.

2.1.1.1. ML legal definition

The most relevant step to build a common prosecution sys-
tem is to make sure that the transfer of money will be considered
a crime of ML even abroad, as it considered a crime “at home” or,
in other words, that when an employment of money is considered
ML in one country, it considered ML even in the foreign where
money is transferred. To answer to this need, Member States em-
ploy the same legal definition of ML.

The ML definition currently adopted is part of a legal har-
monization, even older than the European Union, as known after
Lisbon Treaty. It comes from a supranational definition provided
by Geneva Convention 1948, which has been furtherly developed
and clarified by later F.A.T.F. recommendation n. 3 and by Stras-
bourg Convention n. 141, 8 November 1990. Today, it is com-
monly adopted by all EU Member States, since every one of them
joint to Strasbourg Convention18.

In particular, it identifies ML as the conscious concealment of
origin of money coming from a crime. At this regard, after a long
evolution from an idea of ML like an accessory of drug smuggling
and extorsion and rubbery, it was noticed, that core of ML as a
crime consists of concealing money or goods to the authority. As
seen above, indeed, all ML bad effects like encouraging new
crimes, and distortion of free market have origin when the laun-

18 The uniformities of EU incrimination of ML started from UN Vienna 1988
Convention Article 3.1 describing Money Laundering as: “the conversion or transfer
of property, knowing that such property is derived from any offense(s), for the purpose
of concealing or disguising the illicit origin of the property or of assisting any person
who is involved in such offense(s) to evade the legal consequences of his actions.”. The
same ideas are repeated even in further EU directive: see note 18. EC Directive
91/308/EEC of 1991, expanded in 2001 by Directive 2005/60/EC, which was again
derogated in turn by Directive 2015/849/ EU (OJ L 141 of 5 June 2015, 73) expand-
ing the punishable conduct even further, about this development see H. SCHIMANSKY,
J. BUNTE, J. LWOWSKI, Bankrechts-Handbuch, 2017, p. 42, par. 23.
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derer succeeds to hide dirty profit to the authority, independently
on the kind of predicate offence formerly committed. So, Mr.
Smith hides dirty money on a foreign bank account, so hiding it
to national investigative authorities, and, after years, he transfers
them to the author of the crime (excepted his wager), he ensures
him a fast enrichment, encouraging him to commit another one.
For this reason, the concealment is to punish: since it prevents au-
thorities to start a prosecution.

On this basis the ML definition seems to consists of two ele-
ments, which can be found today in all the above-mentioned leg-
islations:

– Concealment. With this word it is meant the result to hide
money criminal origin from law enforcement investigation. It is to
add that this result is produced by a behavior capable to conceal
money origin.

The most common example is the employment. Every mer-
chant or business owner do not doubt of the origin of money (pe-
cunia non olet) or other goods received, so allowing that money to
circulate in the market. Furthermore, consideration is worth even
for the financial system, where transfer, payment, investment, or,
in one word, financial operations are “per se” able to conceal
money origin19. An example can be taken from the Italian crimi-
nal code which defines ML under art. 648-bis like “substitution,
transfer, or operation on money able to obstacle identification of its
origin”.

The concealment must, furthermore, be conscious, so imply-
ing that the launderer must be aware that money or goods come
from a crime and that his behavior actually hides their true origin.

19 Organization for economic co-operation and development, Money Laundering
Awareness Handbook for Tax Examiners and Tax Auditors, https://www.oecd.org/
ctp/crime/money-laundering-awareness-handbook-for-tax-examiners-and-tax-
auditors.pdf, p. 11 ff, where it is put in evidence that all control system of ML is built
since potentially every spent of money could hide a ML. This feature of the behavior
is also well put in evidence by M. ANGELINI, Riciclaggio, in Dig. disc. pen., II, Agg.,
2005, p. 1401 ff., who underlines how the typical conduct consists of an operation on
money different from one coming from the predicate offence, able to lay an obstacle
the recognizing of money origin, and at the same time, notice that all conduct of sub-
stitution, transfer and other operation are able to build a false appearance that money
are nothing else than a licit profit.
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– Predicate offence. ML regards only money coming from a
crime, like profit from frauds, extorsion, rubbery and so on This
crime is therefore a prerequisite of the employment, which de-
fines when that employment is ML, or in other words, it is a nec-
essary “predicate” to call that employment ML. For this reason,
sometimes, the ML was seen not like an autonomous crime, but
only like an accessory of this crime, with consequence that if the
predicate offence is not punished for every reason, neither the
ML should be punished like an extension of the first one20.

Accordingly with this development, art. 3 Directive 1673/
2018 provided a definition of “Money laundering offences”, which
ensures that it will be considered ML, every concealment of money
or goods coming from a crime, even carried out by the simple em-
ployment, as it proved by the text where it is stated that: “Member
States shall take the necessary measures to ensure that the following
conduct, when committed intentionally, is punishable as a criminal
offence: (a) the conversion or transfer of property, knowing that such
property is derived from criminal activity, for the purpose of conceal-
ing or disguising the illicit origin of the property or of assisting any
person who is involved in the commission of such an activity to
evade the legal consequences of that person’s action; (b) the conceal-
ment or disguise of the true nature, source, location, disposition,
movement, rights with respect to, or ownership of, property, know-
ing that such property is derived from criminal activity; (c) the
acquisition, possession or use of property, knowing at the time of
receipt, that such property was derived from”.

2.1.1.2. ML legal definition and Self-laundering

Sometimes the attempt to build a criss-cross prosecution,
working in every EU country, fails, when one of the Member State

20 For opinions in international literature sustaining ML like an accessory of-
fence R. DURRIEU, The Physical Element or actus reus of Money Laundering, Rethinking
Money Laundering & Financing of Terrorism in International Law, 2013, 239-337 See
also U. LIGUORI, L’ampliamento dei reati presupposto e delle condotte principali, in Rici-
claggio e reati connessi all’intermediazione mobiliare, a cura di A. MANNA, Torino, 2000,
p. 85, P. COSTANZO, Il riciclaggio di disponibilità di provenienza illecita. La disciplina pe-
nale italiana alla luce delle regole internazionali e comunitarie, Trattato di diritto penale
dell’impresa, vol. IX, I reati del mercato finanziario, A. DI AMATO, Padova, 2007, p. 562.
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does not punish the same form of ML of others, as it proved by
the s.c. self-laundering.

In several countries the self-laundering is not covered by the
ML legal definition, which is supposed to cover only the aid of a
third person to conceal the origin of profit of a crime committed
by someone else: but not the behavior of whom employs money of
his own predicate offence. So, if Mr. Smith launders the money of
his fraud in Netherland, he does not commit ML, since it launders
money of its own predicate offence; he commits only self-launder-
ing but it is not covered by criminal law and, therefore, not prose-
cuted. Neither ML definition could cover even this case, without
violation the rule of law, which in criminal law obliges to punish
only behaviors expressly covered by the national legal description.

But, on this basis, if country does not expressively punish
self-laundering, it can arise an “unpunishment zone”. If Mr.
Smith employs money of his fraud in Netherland, where self-laun-
dering is punished since 2017, he will be prosecuted but, if, be-
fore prosecution, he transfers his money to another country where
self-laundering is not punished, he will escape prosecution and
keep money. However, today Member States are obliged to pun-
ish self-laundering under the Directive 1673/201821 that with the
above-mentioned art. 3 punish every kind of laundering, without
any difference regarding the identity of the launderer, eventually
even the author of the predicate offence.

2.1.1.3. ML legal definition and kind of predicate offences

Another gap of the common prosecution system, is repre-
sented by the differences of legal definition of ML regarding
predicate offences.

21 This intention is clear at Par. 11 of the preamble “Member States should en-
sure that certain types of money laundering activities are also punishable when commit-
ted by the perpetrator of the criminal activity that generated the property (‘self-launder-
ing’). In such cases, where, the money laundering activity does not simply amount to the
mere possession or use of property, but also involves the transfer, conversion, conceal-
ment or disguise of property and results in further damage than that already caused by
the criminal activity, for instance by putting the property derived from criminal activity
into circulation and, by doing so, concealing its unlawful origin, that money laundering
activity should be punishable”.
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Often Member States, adds to the adopted legal definition of
ML that it can be committed only if money comes from certain
“kind” of offence, with regard to the kind of their penalty or to
the psychological attitude of their author. For example, until 2021
the Italian criminal code considered ML only concealment of
money coming from offences committed intentionally or with a
certain kind of penalty – often called “delicts” under national law
– and excluding other criminal offences with different penalty:
with consequence that it was not considered ML the employment
of money coming from criminal offences with other penalty or
committed by negligence. So, if Mr. Smith spends money earned
by its company by transport wastes ignoring regulations, which in
Italy is considered and offence with a penalty different from what
considered by ML legal definition, he does not commit ML.

But this situation generates the risk of another unpunishment
zone. If Mr. Smith had brought profit of that economical saving in
Italy from another Member State, where that transfer is consid-
ered ML, he would have been not prosecuted, since that behavior
was not considered ML. It explains why the art. 2 of the sixth
AML Directive obliges Member State to consider ML even the
employment of the profit coming from a “broad number” of
predicate offences, increasing the list in order to include, besides
delicts, both offences with different penalty, and either, offences
committed by negligence, foreseen by national law (s.c. all crimes
approach)22. Indeed, the European legislator, obliging MS to in-
crease the list of predicated offences, provides a tool to make sure
that the prosecution of transnational ML does not meet obstacles
due to the limitation connected to the nature of predicate offence.
It can however appear weird that, if the intention was to enlarge
ML punishment, the Directive expressively excludes offences
with a penalty deprivation of liberty or a detention order for a min-

22 “Here it is reported the text of art. 2 where: ‘criminal activity’ means any kind
of criminal involvement in the commission of any offence punishable, in accordance with
national law, by deprivation of liberty or a detention order for a maximum of more than
one year or, as regards Member States that have a minimum threshold for offences in
their legal systems, any offence punishable by deprivation of liberty or a detention order
for a minimum of more than six months.”
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imum of more than six months, even if they are also capable to
generate dirty money23.

2.1.1.4. Legal definition of predicate offence

A further gap connected to prosecution of ML is connected
to predicate offences, as well, but in a meaning different than one
seen above.

To commit ML it is necessary that money come from a pred-
icate offence, even independently of kind of penalty or psycho-
logical attitude, but, nevertheless, from a behavior that is consid-
ered an offence under the criminal law. Let’s take the usual exam-
ple: Mr. Smith spends money from evading VAT, he commits ML,
since that fraud is considered a criminal offence, but if, instead, it
is discovered that to evade that tax is not considered and offence,
he does not commit any crime, and, on contrary, that spent is
completely licit.

Here it arises maybe the central issue of ML transnational
prosecution. If Mr. Smith transfers the profit abroad, where the
VAT fraud is not considered a crime, he does not commit ML,
since by perspective of the state, where he brought the money,
that money is not consider as the result of a crime, so escaping the
prosecution. The example does not work only for VAT fraud but
every time countries do not agree on consideration of a certain
behavior, which is considered a predicate offence in one territory
and a licit source of wealth in another one. Therefore, to over-
come this obstacle Member State should adopt the same consid-
eration about every behavior capable to generate money, evaluat-
ing when it must be considered a predicate offence.

But Member State reach this agreement only when they en-
trust the competence to the EU to harmonize criminal law only
with regard to certain matters, on basis of art. 83 or the functional
competence provided by art. 325 TFUE. An example in this sense
is the harmonization of criminal law with regard to VAT, procure-
ment fraud and other crimes24. But, except these matters, Mem-

23 D. BRUNELLI. Del diritto penale percepito e dei suoi più recenti exploit, Arch.
Pen. Online, 2021, p. 5.

24 Let’s take as prove the par. 13 of the preamble of Directive 19831/2017 where
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ber States are still free to decide when a behavior must be con-
sidered a crime and when not, with consequence that, with regard
to every other matter, legal differences regarding predicate of-
fences cannot be avoided.

2.1.1.5. Double jeopardy

There is also a last issue, concerning prosecution, which is
again connected to the predicate offences.

The understanding of ML like a mere accessory of the pred-
icate offence prevails in the approach to this crime. The conduct
of laundering money, after all, is nothing else than a concealment,
but money must be concealed, because they come from a crime.
Mr. Smith would transfer his money aborad, if it was considered
licit profit in the state where it is originated. In this sense, the
strict connection between ML and its predicate offence, could
even lead to think that if the predicate offence is punished even
the need to punish the later ML is reduced, and, in some cases
even annihilated.

This conception has revealed even with regard to criminal
prosecution of transnational ML. Sometimes, the criminal law en-
forcement of the State, where money is transferred, denies its ju-
risdiction, by opposing a violation of double jeopardy principle,
since the predicate offence was already to be punished under the
jurisdiction law of the State of the predicate offence. It seems
meaningful that the legal basement of the refusal is the prohibi-
tion of double jeopardy, which takes place when the same behav-
ior is punished a second time: it implies, indeed, that the judg-
ment on ML would have had the same object of the judgment of
predicate offence, to be held abroad. So, our Mr. Smith escapes
prosecution in the State where he transferred money, only oppos-
ing that the predicate offence is considered an offence to be pros-
ecuted in the State where it was committed. That it would not be

it is stated “Some criminal offences against the Union’s financial interests are in practice
often closely related to the criminal offences covered by Article 83(1) of the Treaty on the
Functioning of the European Union (TFEU) and Union legislative acts that are based on
that provision. Coherence between such legislative acts and this Directive should there-
fore be ensured in the wording of this Directive.”
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different to say that the transnational laundering can be never
prosecuted, since money is hallways brought in a country differ-
ent from the one where the predicate offence was committed.

Maybe, this prosecution gap could be solved just by observ-
ing that ML and predicate offence are “different offences”, with
consequence that they could be judged separately in different
member State, so avoiding the prohibition of double jeopardy.
But the solution was provided by art. 10 of the Directive 1673/
2018 address Member State a disposition to punish ML even
when the predicate offence is committed in another EU country,
by providing, under art. 2, para. 4 the exclusion of dual criminal-
ity principle with regard to several kind of predicate offences af-
fecting EU interests: “Member States may further require that the
relevant act constitutes a criminal offence under the national law of
the other Member State or of the third country where that conduct
was committed, except where that conduct constitutes one of the
offences referred to in points (a) to (e) and (h) of point (1) of Arti-
cle 2”.

3. FIUS COOPERATION PREREQUISITE: INFORMATION GATHERING

As seen above, FIUs cooperation is a tool for law enforce-
ment, since it helps to provide a financial analysis of movement of
a certain sum of money and the connected financial information.
But this analysis is possible thanks to a previous situation: that the
FIU is able to gather the financial information.

This ability is strictly connected to the role, played by the
FIU, to supervise the financial system. Let’s take an example: if an
entrepreneur transfers a suspicious sum of money from its Italian
bank account to another one in Germany, its bank its obliged to
gather information about that operation and to report it to its na-
tional FIU, which analyzes it, to verify if the operation reveals
truly “suspicious” and, eventually, to disseminate its analysis to its
law enforcement. As we will see, this is the physiology of FIU su-
pervisory and, furthermore, the reason that makes it an efficient
investigative tool for law enforcement. Let’s figure out now that
the German FIU, because of a report from the German bank,
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wants to build analysis of that operation to disseminate to its law
enforcement, but it notices that it needs information about the
part of operation carried out in Italy: then it asks for that infor-
mation to the Italian FIU, then the Italian FIU can provide that
information, because it has already gathered it from its financial
system. In this sense, the activity to gather financial information is
a prerequisite to both FIU activity, to build the financial analysis
addressed to its national law enforcement, and either, to cooper-
ate with a foreign FIU to do the same thing within its country.

It explains why this activity is expressively considered even
with regard to FIU cooperation under art. 53 of the AML Direc-
tive, where: “Member States to (shall) ensure that the FIU to whom
the request is made is required to use the whole range of its avail-
able powers which it would normally use domestically for receiving
and analyzing information when it replies to a request for informa-
tion referred to in paragraph 1 from another FIU.”

3.1. FIUs information gathering: common trust

The key role of FIU information gathering puts in evidence
another issue relevant at supranational level: that even in this field
Member States aiming to build an efficient FIUs cooperation
must enstablish before a common trust.

Even this time the need of trust can be easily understood
with an example. If the launder transfers money with a suspicious
operation from a country A to a country B, the FIU of country B
could look for information gathered by the FIU of the country A
to build an analysis; but this gathering can take place only with
the cooperation of FIU of country A, because of the limitation of
the sovereignty principle. Let’s figure out now that the country A
has no mechanism to allow FIU to gather information, or, even, it
has never set up a FIU, with consequence that no information will
be provided to the FIU of country B, which will be prevented
from building an analysis to disseminate to its law enforcement. It
is apparent that a FIU cooperation is useless, due to a lack of in-
formation gathering. Therefore, the Member State institutions,
whose law enforcement needs the information, notices the ineffi-
ciency of FIU cooperation system, so being discouraged to con-
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sider it an effective investigation tool and, therefore, being even
prevented from spending effort for its improvement. In other
words, the inefficiency connected to information gathering under-
mines the trust in FIU cooperation25.

It explains why, even in this field, to attribute to EU a rule-
making competence seemed the best answer, accordingly with the
subsidiarity and proportionality principles. A Member State,
alone, could not ensure that the foreign FIU was able to gather in-
formation within its national border, due to the sovereignty limi-
tation, so being forced to give up to prosecute ML. Instead, if
Member States cooperate, entrusting the competence to a supra-
national institution ensuring, thanks to a rule making power, that
every Member State is obliged to provide to its FIU the power to
gather financial information, then this situation ensures that the
information will be provided to the national FIU, so justifying the
employment FIU cooperation ad investigation tool. In this way,
common rules on information gathering ensure the mutual trust
of Member States in the efficiency of FIU cooperation as a tool to
facilitate law enforcement action26.

25 The connection between information gathering and cooperation efficiency is
put in evidence clearly by the preamble of the proposal 20.7.2021 for a Directive of
the European Parliament and the Council on the mechanisms to be put in place by the
Member States for the prevention of the use of the financial system for the purposes
of money laundering or terrorist financing and repealing Directive (EU) 2015/849,
where, with regard to a 2019 EC report concerning the lack of common approach to
FIU supervisory on market player it is said: “These reports identified a lack of consis-
tent approaches to supervision of obliged entities, with divergent outcomes for operators
providing services across the internal market. They also highlight that uneven access to
information by FIUs which limits their capacity to cooperate with one another and
that FIUs lacked common tools. All these elements limited the detection of cross-border
ML/TF cases. Finally, due to a lack of a legal basis it has not been possible so far to in-
terconnect bank account registers and data retrieval systems, key tools for FIUs and com-
petent authorities.”

26 The best example is offered again by the preamble of the above mentioned
proposal, 20.7.2021 for a Directive of the European Parliament and the Council on
the mechanisms to be put in place by the Member States for the prevention of the use
of the financial system for the purposes of money laundering or terrorist financing and
repealing Directive (EU) 2015/849, where the EU competence – which shows that the
Member States feel common need to empowering FIU information gathering to take
advantage from it – is based on “The need for the combination of harmonised rules via
an AML/CFT Regulation and stronger rules on the national AML/CFT systems through
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In particular, the common rules provided by the EU in this
field are contained today within the consolidated AML Directive,
above mentioned27, which will be taken as reference point for the
further treatise, with regard to the most relevant step distinguish-
ing the information gathering system.

3.1.1. Cooperation with market players

The first step of the FIU information gathering required un-
der the current AML directive is the s.c. cooperation with market
players, which consists of their obligation to report to the FIU
about operation suspected to hide a ML.

When the launderer deposits his money within the banking
system, that money disappears physically and become only a sheet
reporting its value, and, this is the point, that sheets is included in
a system where it is impossible to check every single bank account
due to their number, so providing a solid shield against investiga-
tion, consisting of anonymity ensured by this system28. But, if
banks and other intermediaries, the “gatekeepers of the financial
world”, are obliged to control who deposit money and the opera-
tion, that he is going to carry out, and to report to an authority
about that operation if it hides a ML, the possibilities to catch
that launderer promptly increase. That reporting obligation,

an AML/CFT Directive is corroborated by the evidence provided in the 2019 reports
issued by the Commission. These reports identified a lack of consistent approaches to su-
pervision of obliged entities, with divergent outcomes for operators providing services
across the internal market. They also highlight that uneven access to information by
FIUs which limits their capacity to cooperate with one another and that FIUs lacked
common tools. All these elements limited the detection of cross-border ML/TF cases. Fi-
nally, due to a lack of a legal basis it has not been possible so far to interconnect bank ac-
count registers and data retrieval systems, key tools for FIUs and competent authorities.”.

27 See par. 1.3.
28 About this issue it is to address to P. BERNASCONI, Money Laundering And

Banking Secrecy, XVth International Congress of Comparative Law, Boston, 1995, pp. 1
ff. Where the research stars properly by the constatation that the banking community
is now obliged to report suspicious transactions, which they often regard as going be-
yond their role as bankers. The issue of bank secrecy has played an important role in
the discussion between law enforcement agencies and the banking community. Both
the Council of Europe Convention on Laundering Search, Seizure and Confiscation of
the Proceeds from Crime and the UN Drugs Convention require that bank secrecy
should not be an obstacle to international cooperation.
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therefore, amount to a tool that, forcing those gatekeepers to con-
trol their costumers, threats the launderer by removing that
shield: by showing him that he can be catched as soon as he in-
troduces dirty money within the financial system. For this reason,
these rules are commonly associated to discouraging the laun-
derer, so being often qualifies as norm for the “prevention” of
ML29.

The report obligation has been disciplined under several EU
Directives, 849/2015 and 843/2018, today flowing into the con-
solidated AML Directive, where the obligation is built “per step”
by the EU legislator. It consists, essentially, of an evaluation of the
financial operation of the customer: under art. 2, it is established
who are the “obliged subjects” (banks, professionals and other in-
termediaries), which have the duty to supervise on financial oper-
ation and customers identity. In particular, they are obliged to
make the first check consists of an adequate evaluation of cus-
tomers when they come into contact with them (art. 6 ff.)30; to
make this evaluation, under art. 13 of the AML Directive, the
market player must take into account several index, like: amount
of money, kind of operation, social role of operation maker (so-
cially exposed person), true beneficiary identity (s.c. effective
beneficiary). Then, if the operation looks suspicious, it arises the
obligation of the market player to report to the FIU. After the
check, the FIU provides feedback to the obliged entities about
the quality of the report.

The reporting obligation is enforced by administrative and,
sometimes, even criminal sanctions, which brings market player
to keep the due diligence to fulfill the reporting obligation. Nev-
ertheless, it is hard to say when the operation is truly suspicious,

29 About this point, with regard to the “know your costumer approach” M.
GILL, G. TAYLOR, Preventing Money Laundering or Obstructing Business? Financial
Companies’ Perspectives on ‘Know Your Customer’ Procedures, The British Journal of
Criminology, July 2004, pp. 582-594.

30 Relevance of the evaluation of customer as the key role of the AML system,
since it is the most efficient tool to catch ML see B. RENNY, A. MIRU, S. MUHADAR, H.
PASERANGI, Know Your Customer (KYC) Principles Relates to Bank Confidentiality as
an Effort to Prevent Money Laundering Crimes, Journal of Law, Policy and Globaliza-
tion, vol. 81, 2019, 104 ff.
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since often it shows only some of those index ex. a huge amount
of money with beneficiary a politician, but nothing else to sustain
the suspicious. Often, indeed, market players avoid sanctions re-
porting about every operation even if it is not properly suspicious
generating two different bad effects: on the one hand, it charges
FIU with an excessive number of reports, so reducing the effi-
ciency of its control, and, on the other hand it sacrifices the con-
fidentiality and the right to the privacy of the customers. It ex-
plains why the definition of suspicious operation and the index to
be considered are both still discussed at national and suprana-
tional level31.

3.1.2. FIU task and features

Task of the FIU is to control suspicious transaction records
and other information relevant to money laundering, associated
predicate offences32. It implies that every MS must provide means,
money, persons to establish the financial intelligence unit, as, after
all, request under art. 32 AML Directive obliging “Each Member
State shall establish an FIU in order to prevent, detect and effec-
tively combat money laundering”.

We have seen that FIU supports law enforcement, dissemi-
nating its financial analysis, now it is possible to add something
regarding the nature of FIU activity. When the FIU builds its fi-
nancial analysis, it takes information only by reports formerly pro-

31 See EC report “Assessing the framework for cooperation between Financial In-
telligence Units”, p. 5, where it is stated that “the 2016 mapping report highlighted cases
where the lack of IT tools – a number of FIUs maintaining paper-based working proce-
dures – presented a difficulty for FIUs to effectively process and analyze information, due
to the recent high volume of Suspicious Transaction Reports received. Few FIUs use stan-
dardized templates for reporting, and those are usually “bank” focused, and are not fit for
use by other obliged entities. There has been a low level of reporting by obliged entities
to FIUs, although in the last years the volume of reporting has increased. Most of these
reports are filed by credit institutions and only a low percentage filed by other obliged en-
tities. The EU FIUs’ Platform is working on a project with Europol, which started in
2016, to develop a common template for Suspicious Transaction Reports to be used on a
uniform basis throughout the EU. A uniform template would facilitate reporting by
obliged entities and the dissemination of reports from one FIU to another.”

32 This definition is provided by, ‘The FATF Recommendations’, 2012-2021, Rec
29 (FATF) and also by the The Egmont Group Charter and its Interpretative, note 37
Egmont Group, Egmont Group of FIUs Charter, September 2018, 5.
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vided by the obliged market players; these reports represent
therefore the only source of knowledge, that the FIU takes into
account to analyze if a certain financial operation could hide a
ML or not. From this feature it emerges that, even if FIU sup-
ports law enforcement prosecution and investigation, it does not
carry out a true investigation on ML or its predicate offence, it
has no investigative tools, police, to gather proofs, but its activity
is narrowed only to the analysis of suspicious data shown by
banking reports. In other words, its contribution consists only of
an explanation of “why” a financial operation could come from a
criminal activity looking only at features of the financial operation
provided by the obliged market players.

After all, the first analysis is carried out by the obliged sub-
jects coming into contact with money: if a politician, during its
mandate, send or receives a lot of money form a foreign country,
like Russia or Qatar, he could be hiding his money, or be paid for
a corruption, with consequence that those money transfer amount
to a ML. Not accidentally, it has been also noticed, the first mo-
ment, where it is possible, to catch ML is not the FIU analysis,
but the customer evaluation carried out by the obliged subjects33.

At this regard, it is to add another issue. Sometimes FIU fol-
lows directives, which imply to not make the analysis on a suspi-
cious operation, so distracting it from its tasks. For this reason,
FATF recommendations underline that FIU must be autonomous
with regard to its job. Under this light, a central issue is repre-
sented by the attribution of the budget for the intelligence activ-
ity and the procedures to evaluate its amount. Indeed, the FIU
autonomy could be reduced, if the need of money would push
FIU manager to encourage only analysis on some suspicious op-
eration, ignoring the others34.

There is, furthermore, another profile connected to FIU job,
to pay attention. The efficiency of FIU activity depends often on
tools and resources connected to its governance. Sometimes FIU
is part of a police or a public prosecutor office. In EU territory, 11

33 This step is efficiently explained in M. GILL, G. TAYLOR, Preventing Money
Laundering or Obstructing Business?, pp. 586-594.

34 So, the FATF Recommendations’, 2012-2021, Rec 29, FATF E8-E10.
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FIUs are governed in this way, and other 3 under the close model
of the judiciary FIU. They take orders from investigative authori-
ties or by public prosecutors and, sometimes, they have special in-
vestigative powers and even coercive ones to gather information
most efficiently from national market players35. Other times, in-
stead, they have an administrative governance. The administrative
FIU are 11 in the EU territory and work are financial analysist
and, even if they can support an investigation, their expertise is
employed even in other fields of society. Other times, further-
more, FIUs are set toward Authorities supervising banks, or mar-
ket players, or, furthermore, they are also at dependance of tax
offices. besides these FIU, others 3 have a mixed governance, de-
pending partly on public prosecutors’ office, other from adminis-
trative authorities.

3.1.3. FIU analysis, access and investigative power

When FIU carries out the analysis, it checks records and per-
sonal data of customer and operation each other. In this way, it re-
constructs the paper trail: how many bank accounts the money
has crossed, how many intermediaries managed it, what kind of
operation have been done. Then FIU evaluates if the report really

35 This situation has been already reported by the study funded by EU parlia-
ment A. SCHERRER, Fighting tax crimes: ex-post evaluation of the cooperation between
Financial Intelligence Units, 2017, available online, https://www.europarl.europa.eu/
RegData/etudes/STUD/2017/598603/EPRS_STU%282017%29598603_EN.pdf, p. 20,
where it is underlined as “An additional and overarching challenge detailed in the EU
FIU Platform report is the blurred distinction between intelligence and investigation.
The report states ‘FIU-to-FIU cooperation is exclusively aimed at facilitating the FIUs’
typical function of analysis of suspicions, an activity which is well distinct and separate
from investigation and prosecution on the same facts (performed by law enforcement
bodies and prosecutors). Information exchanged between FIUs, therefore, is not destined
to be used in the context of investigations, prosecutions or legal proceedings’. However,
as the report further notes, ‘the distinction between analysis and investigation is not al-
ways neatly drawn and these two tasks may not be separated in a sufficiently clear-cut
manner in all cases, both as regards domestic FIUs’ functions and in the course of FIU-
to-FIU cooperation’. As a result, ‘in some cases the capacity to provide cooperation to
other FIUs in support of analytical tasks is impaired by the existence of investigations or
prosecutions in the country of the requested FIU and by the need to obtain prior autho-
risations from competent prosecutors (importantly, these limitations may apply equally to
police and other types of FIUs)’.”
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concerns a suspicious operation. The evaluation FIU has three
possible results choice: 1) the operation is in the average, then fi-
nancial information is stored and then destroyed, after the time
indicated by privacy protection rules 2) the operation looks truly
anomalous the FIU provide its analysis to criminal or administra-
tive authorities, in order to warn them about a possible ML 3) the
operation must be examined together with other data in order to
discover if it is truly suspicious, like identity of persons involved
in financial operation someway connected, or data about previous
crime of those persons and their connection with possible predi-
cate offences.

With regard to this last case FIU need the power to access to
other information. A first remedy was provided by Directive
849/2015 the fourth AML Directive, mentioning a central register
or retrieval systems of the bank accounts owners under art. 32a
par. 4, a central register of the beneficial owners under art. 30,
par. 4, and a Central register of the real estate owners under art.
32b and police registers. These tools have been implemented un-
der the consolidated version of AML Directive which foreseen
under art. 30-33 a data banking system collecting information of
national market players and agencies and, if the paper trail crosses
more country, another system of foreign FIU about foreign mar-
ket players. The vantage of an automatic system is a fast recover-
ing of information, which helps to contextualize the financial op-
eration, looking even to data of its author and of other persons
someway connected to him. But its efficiency depends on re-
sources and means provided by each EU country. Under this light
the risk is that information is gathered in a patchworked way
country by country, so reducing efficiency of data gathering and,
consequently even efficiency of cooperation in perspective to
promptly provide a technical support to law enforcement36.

Sometimes, when FIU has no direct access to information it
is entitled even of investigative powers. Here, the FIU can directly

36 About this issue EC, ‘Report from the Commission to the European Parliament
and the Council - On the interconnection of national centralised automated mechanisms
(central registries or central electronic data retrieval systems) of the Member States on
bank accounts’ COM(2019) 372.
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investigate on bank account, as stated under Directive 1153/2019,
which provides FIU a coercive power to access bank account and
to gather financial records, without cooperation of the bank. Fur-
thermore, if the operation investigated looks suspicious the AML
Directive under art. 32 par 7 stated that “Member States shall en-
sure that the FIU is empowered to take urgent action, directly or in-
directly, where there is a suspicion that a transaction is related to
money laundering or terrorist financing, to suspend or withhold
consent to a transaction that is proceeding, in order to analyse the
transaction, confirm the suspicion and disseminate the results of the
analysis to the competent authorities”.

4. FIUS COOPERATION: LEGAL OBLIGATION AND OBSTACLES

When the analysis can be completed only by recovering fi-
nancial information from abroad, then it arises the need of coop-
eration from the foreign FIU. As seen above, Member States are
forced by supranational law to oblige their FIU to cooperate,
changing their own national law in compliance with the AML Di-
rective37. So, by the perspective of the FIU of every Member
State, cooperation has become a legal obligation38.

The obligation is the tool which obliges that FIU to provide
its information so helping another foreign FIU to complete its
analysis of the money flow, to be further disseminated to its law
enforcement.

Let’s take an example: if a German entrepreneur transfers a
suspicious amount of money to Italy, the German FIU is obliged

37 See par.1.1.3.
38 That is furthermore the definition provided by the Report from the Commis-

sion to the European Parliament and the Council “Assessing the framework for coop-
eration between Financial Intelligence Units” COM (2019). Here it is labelled as “Ex-
change of information” that “According to Article 53(1) of the Anti-Money Laundering
Directive, FIUs have the obligation to: (i) ‘promptly forward’ reports ‘which concern an-
other Member State’ to the FIU of that Member State, which is usually used when a re-
port, because of the territorial principle, is filed at the FIU of a Member State which is
not concerned by the report, (ii) disseminate spontaneously, upon the discretionary deci-
sion of the FIU information or analysis that is relevant for another Member State, which
is usually used in reports having a cross-border element, and (iii) to reply to requests for
information from another FIU. This obligation is repeated in the new Cash Controls
Regulation.” 6.
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to provide to the Italian FIU information about the operation con-
nected to that sum and carried out in German financial system; so,
the Italian FIU is capable to make an analysis including even that
information to further disseminate to law enforcement. Thanks to
the obligation, therefore, the German FIU cooperates with the
Italian one “like if” it worked on behalf of that foreign FIU.

The logical justification of this obligation depends on the
play role of the obliged FIU: if the entrepreneur manages dirty
money on its German bank account, the German FIU has the
best position to gather banking records or other information
about that account. We have seen several times that only the
obliged FIU can gather that information, since only that FIU su-
pervises those national market players39.

Briefly: the obligation of the FIU consists of the duty to ex-
change information gathered from the internal market. Further-
more, this interaction can get more complicated. This time, the
entrepreneur transfers money from Germany to the Italian bank
account of a middle-man, and this middleman sends back part of
that money to Germany after the laundering. On the one hand,
the German FIU is obliged to exchange banking records with the
Italian FIU looking for the origin of the money. But, on the other
hand, Italian FIU is obliged to exchange with the German FIU
for the same reason. In this way, the analysis of a unique ML is
built through a continuous exchange between FIU, of more coun-
tries. This is the case of the “joint analysis”, to be meet talking
about the information exchange40.

However, this is the physiology of the FIU obligation. But,
sometimes the legal organization of the single Member State can
prevent the FIU from providing its cooperation, so generating a
legal obstacle.

We are going to meet several examples of legal obstacles: a
relevant one depends on difference of ML legal definition, but
other examples are also the need to protect investigation secret or
privacy right or banking secret, when covering financial informa-
tion. In these cases, a Member State can prevent money tracking

39 See par. 3.1.3.
40 See par. 4.3.
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(and consequent investigations) for reasons connected to its orga-
nization. But that prevention can be also a politic choice: to ob-
stacle ML tracking means also to leave national market players
free of control, encouraging them to manage and invest foreign
money independently on its origin, with meaningful vantages for
national economy (s.c. off shore countries)41.

Indeed, FIU cooperation works as far as EU legal frame-
works can force Member State to oblige its FIU. If a Member
State refuses to establish the legal obligation it can be forced with
recommendation and sanctions, foreseen by international law,
but, if that State keeps refusing, it cannot be forced anymore. Af-
ter all, that refuse to set up the obligation is the will of a sovereign
country.

This remark explains even why the AML Directive leaves,
sometimes, the FIU free to refuse, when the obligation would sac-
rifice essential values of the MS. So, art. 53 par. 3 of AML Direc-
tive says “An FIU may refuse to exchange information only in ex-
ceptional circumstances where the exchange could be contrary to
fundamental principles of its national law. Those exceptions shall
be specified in a way which prevents misuse of, and undue limita-
tions on, the free exchange of information for analytical purposes”.

41 This profile is underpinned by European Parliament, Directorate general for
internal policies, policy departement: economic and scientific policy, Offshore activities
and money laundering: recent findings and challenges “The country itself does not bear
the burden, or it might even profit from the through flow (for example jobs for the fi-
nancial service sector, tax receipts from the through flow money). One problem in the
money laundering debate is that many countries (EU Member States) think that the
harms of money laundering are small and that the through flow of criminal money does
not bring harm to them.”, 2017, 14. The report is currently available on EU parliament
website www.europarl.europa.eu/RegData/etudes/STUD/2017/595371/IPOL_STU
(2017)595371_EN.pdf. About the risk of ML connected to the offshore countries like
States organized to encourage the dirty financial flow import C. KOLIGKIONIS, Money
laundering and the role of offshore financial centres, C.D. SPINELLIS, AL. (a cura di), Eu-
rope in crisis: Crime, Criminal Justice, and the way forward. Essays in honour of Nestor
Courakis, vol II, Atens, 2017, pp. 1351-1363, ivi, pp. 1357-1360; furthermore look at
statistical data provided by O. BALAKINA, A. D’ANDREA, D. MASCIANDARO, Bank Secrecy
in Offshore Centres and Capital Flows: Does Blacklisting Matter?, B. CAREFIN Centre
Research Paper No. 2016-20 D. MASCIANDARO, Panama Papers? Just One More Round
of the Never-Ending Banking Secrecy Tango, in Oxford BLB, 1.6.2016; N. EVERTSSON,
Corporate Tax Avoidance and Neutralization Techniques: A Case Study on the Panama
Papers, in Critical Criminology, 2019.
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4.1. FIU obligation: ML legal definition and predicate offences

Sometimes, the scope of obligation is not correctly meant,
bringing to consider the foreign FIU obligation like a true form of
investigative or judiciary cooperation. It is proved, by the fact that
the FIU needing information was required, even to prove that the
information needed would have been employed to investigate on
a ML: showing, therefore, the existence of a behavior of ML and
its predicate offence.

It implied that the exchanging obligation must arise, when
money come from a behavior considered a predicate offence by
the foreign criminal law. If our German entrepreneur transfers
money of VAT fraud to his Italian bank account, the German FIU
would be obliged to exchange information only if that fraud falls
under Italian definition of VAT fraud, concerning who falsifies in-
voice in order to show inexistent spent42; then if the entrepreneur
transfers that money from Italy to Netherland, the Italian FIU is
obliged only if that fraud falls under the Netherlandish legal def-
inition of criminal law, which considers VAT fraud only the be-
havior of anyone who deliberately fails to fill out his or her tax re-
turn or to do so on time43. And, on contrary, that obligation must
not arise if money do not come from a behavior falling under the
foreign legal definition of predicate offence. So, if an Italian en-
trepreneur does not pay taxes on his employee retribution (that is
an offence under Italian criminal law s.c. “omesso versamento
delle ritenute” art. 10 bis L. 74/2000)44 and spends that money to
buy an house in Netherland, the Italian FIU does not exchange
information, since that omission is not considered an offence un-

42 Art. 2 d.lgs. 74 del 2000 “È punito con la reclusione da quattro a otto anni
chiunque, al fine di evadere le imposte sui redditi o sul valore aggiunto, avvalendosi di
fatture o altri documenti per operazioni inesistenti, indica in una delle dichiarazioni [an-
nuali] relative a dette imposte elementi passivi fittizi.”

43 Section 69: Anyone who deliberately fails to fill out his or her tax return or to
do so on time - the same applies to individuals who fill out their tax return incorrectly or
incompletely.

44 D.L. 463 del 1983, Art. 2 comma 1-bis. “L’omesso versamento delle ritenute di
cui al comma 1, per un importo superiore a euro 10.000 annui, e’ punito con la reclusione
fino a tre anni e con la multa fino a euro 1.032”.
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der Netherlandish national law, and the spent of money is not
considered ML.

After all, to investigate on ML, means to investigate on the
concealment money coming from a predicate offence, accordingly
with the commonly employed ML legal definition. It is also
proved, by the art. 3 AML Directive, requires to consider ML, for
the scope of AML Directive, every employment of money coming
from a crime currently included within the s.c. criminal activity: a
list of predicate offences, gathered by families like crimes against
assets, economic order, terrorism and so on45.

Nevertheless, this conception does not “match” with the na-
ture FIU exchanging obligation. Let’s take an example: if the na-
tional FIU, after receiving a report about the suspicious operation
needs still other banking records from abroad it asks to the for-
eign FIU, which is obliged to gather and provide the information.
But that request is done properly because FIU does not know if
money is dirty: it checks only banking report and financial opera-
tion to discover if the operation looks “suspicious” or, in other
words, if it “potentially” hides a ML. As seen above46, FIUs analy-
sis is thought to provide law enforcement a support to discover
ML, looking only at money flow within the financial system, with
consequence that every FIU investigative power is narrowed to
research in that system. It implies that, it would be not only hard,
but impossible to FIU to discover information about fact com-

45 Under art. 3 of AML Directive ‘criminal activity’ means any kind of criminal
involvement in the commission of the following serious crimes: (a) terrorist offences,
offences related to a terrorist group and offences related to terrorist activities as set out in
Titles II and III of Directive (EU) 2017/541 (3); (b) any of the offences referred in Arti-
cle 3(1)(a) of the 1988 United Nations Convention against Illicit Traffic in Narcotic
Drugs and Psychotropic Substances; (c) the activities of criminal organizations as defined
in Article 1(1) of Council Framework Decision 2008/841/JHA (4); (d) fraud affecting
the Union’s financial interests, where it is at least serious, as defined in Article 1(1) and
Article 2(1) of the Convention on the protection of the European Communities’ financial
interests (1); (e) corruption; (f) all offences, including tax crimes relating to direct taxes
and indirect taxes and as defined in the national law of the Member States, which are
punishable by deprivation of liberty or a detention order for a maximum of more than
one year or, as regards Member States that have a minimum threshold for offences in
their legal system, all offences punishable by deprivation of liberty or a detention order
for a minimum of more than six months.

46 See 3.1.1.
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mitted outside the financial system, like the predicate offence
which generated that money.

It explains why, today the art. 57 AML Directive “Differences
between national law definitions of predicate offences as referred to
in point 4 of Article 3 shall not impede the ability of FIUs to pro-
vide assistance to another FIU and shall not limit the exchange, dis-
semination and the use of information pursuant to Articles 53, 54
and 55.”. And it is also forwarded before under art. 53 says that
the information exchange takes place “regardless of the type of as-
sociated predicate offences and even if the type of associated predi-
cate offences is not identified at the time of the exchange”.

Therefore, FIU exchanging obligation now arises, even FIU
does ignore the true origin of money involved by financial opera-
tions.

4.2. FIU obligation first prerequisite: exchanging channels

A prerequisite of the FIU obligation is an exchanging chan-
nel. To support ML investigation, FIUs must be efficiently able to
exchange financial information. It is stated even under art. 52
AML Directive recommends that FIUs should cooperate “to the
greatest extent possible, regardless of their organizational status”.

Today the exchange of financial information to be employed
for investigation takes place mainly through police and judiciary
channels47. Here, only criminal authorities are entitled of the right
to use police channels set up by Interpol or Europol, within the
EU territory. Therefore, FIU employs these exchanging channels
when its governance is part of a police or a public prosecutor of-
fice48. In this sense, it has been built an official exchanging chan-

47 I. DELEANU, FIUS in the EU. Facts and figures, functions and facilities’, in
BRIGITTE UNGER et al., The Economic and Legal Effectiveness of Anti-Money Launder-
ing and Combating Terrorist Financing Policy, Elgar, 2014, 97 ff.

48 This situation has been already reported by the study funded by EU parlia-
ment A. SCHERRER, Fighting tax crimes: ex-post evaluation of the cooperation between
Financial Intelligence Units, 2017, available online, https://www.europarl.europa.eu/
RegData/etudes/STUD/2017/598603/EPRS_STU%282017%29598603_EN.pdf, p. 20,
where it is underlined as “An additional and overarching challenge detailed in the EU
FIU Platform report is the blurred distinction between intelligence and investigation.
The report states ‘FIU-to-FIU cooperation is exclusively aimed at facilitating the FIUs’
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nel thought to be employed by, at least, two FIUs with the same
power to join, and it happens when they have the same judiciary
or police governance.

Nevertheless, we have seen before that FIUs can have an ad-
ministrative and hybrid governance49, being employed for super-
vising banks, or market players, or, furthermore, at dependance of
independent authorities. Therefore, it happens several times that
FIU does not exchange because its governance its different for
counterpart governance. So, this difference amounts to negative
limit preventing the exchanging obligation50.

typical function of analysis of suspicions, an activity which is well distinct and separate
from investigation and prosecution on the same facts (performed by law enforcement
bodies and prosecutors). Information exchanged between FIUs, therefore, is not destined
to be used in the context of investigations, prosecutions or legal proceedings’. However,
as the report further notes, ‘the distinction between analysis and investigation is not al-
ways neatly drawn and these two tasks may not be separated in a sufficiently clear-cut
manner in all cases, both as regards domestic FIUs’ functions and in the course of FIU-
to-FIU cooperation’. As a result, ‘in some cases the capacity to provide cooperation to
other FIUs in support of analytical tasks is impaired by the existence of investigations or
prosecutions in the country of the requested FIU and by the need to obtain prior autho-
risations from competent prosecutors (importantly, these limitations may apply equally to
police and other types of FIUs)’.”

49 See 3.1.2.
50 EU FIUs’ Platform, Mapping exercise and gap analysis on FIUs’ powers and ob-

stacles for obtaining and exchanging information, 15.12.2016, p. 140 “Based on the pur-
pose limitation which defines the scope of FIUs’ operations, FIU-to-FIU cooperation is
exclusively aimed at facilitating the FIUs’ typical function of analysis of suspicions, an ac-
tivity which is well distinct and separate from investigation and prosecution on the same
facts (performed by law enforcement bodies and prosecutors). Information exchanged be-
tween FIUs, therefore, is not destined to be used in the context of investigations, prose-
cutions or legal proceedings. This remains true also when the FIU, having a police or ju-
dicial status, is also in charge of law enforcement activities, in addition to the functions
associated with receipt and analysis of STRs/SARs. In fact, the purpose limitation of
FIUs’ cooperation as a tool in support of FIUs’ analytical activities applies regardless of
the nature or status of the FIUs, be they administrative, law enforcement, judicial or hy-
brid. Due to the purpose limitation, the receiving FIU can neither use the information
exchanged for law enforcement purposes not forward it to police agencies or prosecutors
for the same purposes, at least not without the prior consent of the foreign counterpart.
It is important to recall that, based on EU provisions in the fourth Directive, all FIUs
perform analysis on suspicious money laundering or terrorist financing cases, different
from investigations or prosecutions, and cooperate among themselves by exchanging in-
formation for this purpose, regardless of their nature or status. Equally, information ex-
changed between FIUs for analytical purposes cannot be used for pursuing other activi-
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For this reason, different FIUs tries to exchange information
by “unofficial channels”. But the foreign FIU is able refuse. In-
deed, it is not obliged under its national law to answer unofficial
requests. And, furthermore, the information are hallways covered
by secret connected to intermediary activity, like banking secret,
or, at least, by privacy right of the customer, whose operation has
been recorded.

4.3. FIU information exchange on request

In the average, the obligation arises when a FIU receives a re-
quest. The request must contain the information needed and, ac-
cordingly with art. 53 AML Directive “A request shall contain the
relevant facts, background information, reasons for the request and
how the information sought will be used.”

When the obliged FIU receives the request to exchange in-
formation, it carries make a check on its content, with particular
regard to its justification, looking if it complies with the needs to
verify a if an operation is suspicious. However, as noticed by
Egmont Group, if the check consisted of a deep evaluation of the
content of the request like the background reconstruction and the
reasons of the foreign FIU, the obliged FIU would carry out a
double evaluation, capable to reduce the efficiency of the infor-
mation exchange51.

4.4. FIU spontaneous information exchange: a special focus

A special focus deserves the s.c. spontaneous dissemination.
Sometimes, it is possible to be aware that a foreign FIU would
employ an information, even if that does not forward any request.
Let’s take an example: the Italian FIU gets a report from a na-
tional bank about a suspicious operation about a huge amount
formerly transferred from Germany and then sent back to a
politician in that country. In this case, a request from the German

ties of which the receiving FIU may be in charge, such as supervisory tasks on the
compliance with AML/CFT obligations.”

51 See EU FIUs Platform, Mapping Exercise and Gap Analysis on FIUs’ Powers,
170-171.
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FIU is absent, but it is apparent that it would be interested to ac-
quire that financial information in the same way “like if” it had
forwarded a request. For this reason, the AML directive under
art. 53 states “Member States shall ensure that FIUs exchange,
spontaneously or upon request, any information that may be rele-
vant for the processing or analysis of information by the FIU related
to money laundering or terrorist financing and the natural or legal
person involved…”.

Main feature of this exchange is that the obliged FIU pro-
vides an information without knowing if it is “relevant for the pro-
cessing or analysis”. In this sense, the obliged FIU must forward
an evaluation considering possible relevance to be explained at
the moment of the dissemination. It should figure out, in other
words, if the foreign FIU would consider suspicious the operation
taking place within its country and, consequently, even if it would
employ the information provided to carry out this evaluation. It is
a matter of a double provision which often implies an high risk to
provide useless information or, often, huge amount of data, whose
processing risks to hinder the foreign FIU activity.

For this reason, a recent EC report stressed the need of cri-
teria to distinguish whether the financial information can be con-
sidered relevant for the foreign FIU analysis52.

4.5. FIU information exchange: joint analysis

Sometimes, more FIUs share the goal to build a unique rep-
resentation of the same money flow crossing their financial sys-
tem. In this case, every FIU has only some information, a “piece”
of the whole picture, owning only information about the move-
ment of the money flow taken place within its territory, then they
start exchanging information, spontaneously or on request, so
building a stable network. This is the s.c. joint analysis of cross-
border cases which is described by art. 51 of the AML Directive,
where the EU legislator aims to facilitate cooperation among FIUs,
exchange views and provide advice on implementation issues rele-

52 EC, ‘Assessing the Framework for Cooperation Between Financial Intelligence
Units’ COM (2019) 371 final.
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vant for FIUs and reporting entities as well as on cooperation-re-
lated issues such as effective FIU cooperation, the identification of
suspicious transactions with a cross-border dimension, the standard-
ization of reporting formats through the FIU.net or its successor.

4.6. Information exchange common issue

However, all information exchanges deal with a common is-
sue. Sometimes the amount of banking records and other finan-
cial operation data provided exceeds the need of the foreign FIU
called to build the analysis. The bad effect of this case is to slow
the work of analysis, since the FIU process more information than
necessary, and to sacrifice the privacy right of whom is concerned
by the information. In other words, that exchange is not propor-
tionated to the real need that it should satisfy53.

Indeed, the obliged FIU has no way to know the true need of
the foreign one. When the exchange is on request, it knows only
the content of the request, without power to check if it corre-
sponds to a true need; when it is spontaneous it does not know
the need of the foreign FIU which is only figured out.

The risk of disproportion is however reduced by the feed-
back released by the foreign FIU after the information is pro-
vided, where that FIU states if and to what extent the exchange
has been useful for its analysis54.

5. FURTHER DISSEMINATION AND PRIOR CONSENT

The exchange is thought with the final goal to help foreign
authorities to investigate and prosecute the ML. A banking
record can be employed, indeed, to prove the enrichment of a
person to be investigated by a public prosecutor or a tax office or
other authorities which noticed the suspicious money flow.

53 E. MOUZAKITI, Cooperation between Financial Intelligence Units: Stuck in the
middle between the General Data Protection Regulation and the Police Data Protection
Directive, in New Journal of European Criminal Law, 2020, 3, pp. 351-374.

54 EC, ‘Assessing the Framework for Cooperation Between Financial Intelligence
Units’ COM (2019) 371 final.
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It implies that the obliged FIU could be requested to dis-
seminate its information, not only to help the foreign FIU to com-
plete its analysis, but also to further disseminate that information
to foreign law enforcement.

Under art. 55 par. 1 of AML Directive it is stated “Member
States shall ensure that the information exchanged pursuant to Ar-
ticles 52 and 53 is used only for the purpose for which it was sought
or provided and that any dissemination of that information by the
receiving FIU to any other authority, agency or department, or any
use of this information for purposes beyond those originally ap-
proved, is made subject to the prior consent by the FIU providing
the information.” The investigative authorities are therefore pre-
vented from employing information not covered by the obliged
FIU consent. In this way, the EU legislator ensures that the infor-
mation will not be employed beyond the scope for which it is pro-
vided, so providing a proportionate protection to the privacy
right of customers.

On this basis, the obliged FIU is called to provide a prior
consent when the need to support an AML investigation makes
necessary to sacrifice privacy and secret of the information. It
must make an evaluation about the true subsistence of that need,
so avoiding useless exchange. So that consent becomes a defense
for the right of customers and intermediaries against unjustified
disseminations of their data.

However, a recurrent refusal to further dissemination would
paralyze the action against transnational ML. For this reason, un-
der art. 55 par. 2 is said “Member States shall ensure that the re-
quested FIU’s prior consent to disseminate the information to com-
petent authorities is granted promptly and to the largest extent pos-
sible, regardless of the type of associated predicate offences” and, in
particular “The requested FIU shall not refuse its consent to such
dissemination unless this would fall beyond the scope of application
of its AML/CFT provisions or could lead to impairment of an in-
vestigation, or would otherwise not be in accordance with funda-
mental principles of national law of that Member State”. The
above-mentioned limits to FIU refusal to the exchange on basis of
differences of predicate offences worth even with regard to fur-
ther dissemination to foreign authorities.
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Indeed, the obliged FIU could not check if the information is
employed to support an AML action, since it does not check the
origin of money coming from predicate offences, as it happens
with the information exchange.

This is the dissemination mechanism outlined by the AML
Directive. Nevertheless, the obliged FIU is free to refuse in three
cases: dissemination beyond scope, against investigative secret
and against fundamental principle of national law. The first limit
seems, after a first look, useless since the FIU is obliged to pro-
vide that consent only for AML scope. The second can be ex-
plained with the aim to favorite the AML action within the state
of the obliged FIU. The third one, instead, allow the FIU to
refuse after a check to the legal principles of its State. In this case,
at least, it arises the issue to identify these legal principles pre-
venting from providing the consent, but the answer it simple.
When the FIU gathers the information from market players or
other offices, they warn the FIU about the legal limitation cover-
ing its information, and, furthermore of their relevance under the
national law. Let’s take the example of an information relevant for
a ministry concerning an economical operation of the country.

This legal difference can amount to a legal obstacle since it
prevents the dissemination. But it has been seen above how in
these cases the EU law does not force Member State to act against
their fundamental principles.

The only issue concerns, instead, that the foreign authorities
which could not be able to understand the legal basis of the re-
fusal under a foreign law. For this reason under art. 55 par.3 it is
stated that “Any such refusal to grant consent shall be appropriately
explained. Those exceptions shall be specified in a way which pre-
vents misuse of, and undue limitations to, the dissemination of in-
formation to competent authorities”.





FABIO ANTONIO SIENA

THE FINAL QUESTIONNAIRE

Summary: 1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW. – 2. STATUS,
FUNCTIONS AND GOVERNANCE OF THE FIU. – 3. FIU’S ACCESS POWERS ON

DATA AND INFORMATION. – 4. COOPERATION WITH OTHER FIUS. – 5. COOP-
ERATION WITH LAW ENFORCEMENT AND JUDICAL AUTHORITIES.

1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW

(i) Short and concise description of the domestic criminal
law provisions that punish money laundering, also in relation to
the state of implementation of the Directive 1673/2018, includ-
ing:

– Really brief explanation of the structure of the offence/s of
money laundering and self-laundering;

– Relevant predicate crimes. It should be explained, (a) really
briefly, how they are selected by law and whether criminal of-
fences affecting the Union’s financial interests are included (with
a special focus on procurement and non-procurement related
frauds and VAT frauds, covered by art. 3 of Directive 1371/2017),
(b) whether not intentional offences are included, (c) whether it is
relevant that the predicate offense is committed abroad, i.e. the
extent of the dual criminality principle (see art. 3, par. 4, Directive
1673/2018 and FATF Recommendation n. 3), (d) and dividing
line between administrative and criminal sanctions.

(ii) Short and concise description of the national anti-money
laundering legal framework, also in relation to the state of the
Implementation of the Directives 849/2015 and 843/2018, in-
cluding:
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– The identification of the transposition laws of the afore-
mentioned EU Directives;

– A brief overview of the national coordination authority or
mechanism in the fight against money laundering (art. 7, Directive
849/2015) and of the competent authorities to monitor and guar-
antee compliance to the AML provisions by the obliged entities
(ar. 48, Directive 849/2015);

– A brief overview of the obliged entities included in the na-
tional provisions, including a reference to the main national pro-
visions aimed at limiting or extending the obliged entities (art. 2,
par. 3 and art. 4, Directive 849/2015).

2. STATUS, FUNCTIONS AND GOVERNANCE OF THE FIU

(i) An overview of the Institutional setting of the FIU, in-
cluding provisions aimed at guaranteeing the organizational and
operational autonomy and the independence of the governance of
the FIU.

3. FIU’S ACCESS POWERS ON DATA AND INFORMATION

(i) FIUs’ access power to information from the obliged enti-
ties, including:

– An overview of national provisions and/or soft laws, if any,
regulating the structure and content of STRs/SARs/UTRs and the
reporting procedures (such as standard templates);

– Rules concerning data and information that can be re-
quested from obliged entities;

– Reference to conditions and limits, such as (a) prior
STR/SAR or court orders (b) category or type of suspected pred-
icate crime of money laundering.

(ii) FIUs’ access power in accordance with art. 32, par. 4, Di-
rective 849/2015, including a brief explanation of methods of ac-
cess (direct or indirect) and the relevant discipline, with reference
to:

– Central register or retrieval systems of the bank accounts
owners requested by art. 32a, Directive 849/2015, with reference,
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if any, to facultative additional information provided by domestic
implementation laws (art. 32a, par. 4);

– Central register of the beneficial owners (art. 30, par. 4, Di-
rective 849/2015);

– Central register of the real estate owners (art. 32b, Direc-
tive 849/2015);

– Other financial and administrative information accessible
by the FIU according to domestic law (e.g. Social security data-
bases; Tax and revenue databases; Credit exposures registers;
other information mentioned in the art. 18, par. 1, let. a) of the
EC proposal for a VI AML Directive);

– Other police information accessible by the FIU (e.g. Crim-
inal judicial decisions, Criminal investigations or prosecutions or
other police databases), including those provided for in imple-
mentation of Art. 8, Directive 1153/2019.

4. COOPERATION WITH OTHER FIUS

(i) Domestic rules and, if any, soft laws (including, for exam-
ple, indexes, guidelines and codified practices) on (a) au-
tonomous (cross-border report, XBR and cross-border dissemina-
tion, XBD) and (b) on request dissemination of information from
the domestic FIU to other European FIUs (art. 53, Directive
849/2015)

(ii) Conditions and limits to the dissemination of information
to other European FIUs, such as limits concerning:

– Structure and content of the request;
– Nature or status of the requesting FIU;
– Differences between national law definitions of predicate

crimes;
– Domestic provisions on secrecy or confidentiality;
– Inquiry, investigation or proceeding underway in the re-

quested Member State;
– Other limits and conditions that may not comply with art.

50a, Directive 849/2015 and/or the “Principles for Information
Exchange Between Financial Intelligence Units” of the EGMONT
Group.
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5. COOPERATION WITH LAW ENFORCEMENT AND JUDICAL AUTHORI-
TIES

(i) Domestic rules and, if any, soft laws on dissemination of
information to National investigative authorities (law enforce-
ment, public prosecutors), also taking into account rules trans-
posing Directive 1153/2019. In particular should be considered:

(a) Data and analysis developed by the national FIU;
(b) Information received by the national FIU from other Eu-

ropean FIUs.
(ii) If existing, domestic rules and soft laws on dissemination

of information to supranational EPPO (see art. 43 of Regulation
1939/2017), OLAF (see art. 7, par. 3-bis of Regulation 883/2013),
Europol and/or Europol National Units (see art. 12, Directive
1153/2019)

(iii) Admissibility of the information and analyzes of the
FIUs in criminal proceedings, taking into account possible re-
strictions and conditions provided by national rules according to
art. 54, Directive 849/2015, in particular as regards:

– notitia criminis value of FIU data and analyzes for starting
a new criminal investigation;

– admissibility of data and analyzes of the FIUs to support
the adoption of measures that restrict personal freedom or other
fundamental rights, such as personal and home searches, autho-
rization for the interception of telephone / telematics communi-
cations, preventive seizures of proceeds of crime, personal pre-
cautionary measures (preventive custody in prison, house arrest,
etc.);

– other hypotheses.
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from the domestic FIU to other European FIUs (art. 53). – b. On the
conditions and limits to the dissemination of information to other Euro-
pean FIUs. – i. Structure and content of the request. – ii. Nature or sta-
tus of the requesting FIU. – iii. Differences between national law defin-
itions of predicate crimes. – iv. National provisions on secrecy or confi-
dentiality. – v. Inquiry, investigation or proceeding underway in the
requested Member State. – vi. Other limits and conditions. – 5. COOP-
ERATION WITH LAW ENFORCEMENT AND JUDICAL AUTHORITIES. – a. The dis-
semination of information to National investigative authorities accord-
ing to national rules. – b. The dissemination of information to suprana-
tional authorities: the case of EPPO, Europol and OLAF. – c.
Admissibility of the information and analyses of the CRF in criminal
proceedings.

1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW

a. Overview of the Luxembourgish criminal legislation on money
laundering

Criminal law enforcement against money laundering is com-
posed by many provisions describing the criminal offence, the re-
lated confiscation of proceeds of crime and is governed by spe-
cific procedural rules extending the competence ratione personae
and ratione loci of Luxembourg criminal authorities. Domestic
criminal law on anti-money laundering (AML) has been amended
by the Law of the 17th December 20211 implementing Directive
2018/1673. Many articles of the national criminal code and of the
code of criminal procedure have been amended accordingly.

Money laundering is defined as a criminal offence by Article
506-1 of the Luxembourg Criminal Code (CC) which consists of
knowingly facilitating, by any means whatsoever, the misleading

1 Loi du 17 décembre 2021 portant modification: 1° du Code pénal; 2° du Code
de procédure pénale; 3° de la loi modifiée du 17 mars 1992 portant approbation de la
Convention des Nations Unies contre le trafic illicite de stupéfiants et de substances
psychotropes, faite à Vienne, le 20 décembre 1988; 2. modifiant et complétant la loi du
19 février 1973 concernant la vente de substances médicamenteuses et la lutte contre
la toxicomanie; 3. modifiant et complétant certaines dispositions du Code d’instruc-
tion criminelle aux fins de transposition de la directive (UE) 2018/1673 du Parlement
européen et du Conseil du 23 octobre 2018 visant à lutter contre le blanchiment de
capitaux au moyen du droit pénal.



51THE ANTI-MONEY LAUNDERING REGULATION

justification of the origin, the placement, the disposition or the
movement of properties constituting the direct or indirect object
of one or more of the predicate offences (see below).

Moreover, the offence includes knowingly participating in an
investment, dissimulation, disguise, transfer or conversion trans-
action of property constituting the object or the direct or indirect
proceeds of a predicate offence or constituting a pecuniary bene-
fit of any nature whatsoever from one or several of these offences
(Article 506-1(2) CC).

Anyone having acquired, held or used the property consti-
tuting the object or the direct or indirect proceeds of a predicate
offence or constituting a pecuniary benefit of any nature whatso-
ever from such predicate offence, knowing, at the time s/he re-
ceived them, that they originated from one or several of the pred-
icate offences or from the participation in one or several of these
offences, shall be punishable for money laundering (Article 506-
1(3) CC).

One special criminal offence outside the Criminal Code is
provided for by Article 8 of the Law of the 19th February 1973 that
sanctions all the aforementioned criminal conducts of laundering
money whenever they derive from drug trafficking. This includes
its production, manufacture, extraction, sale, transport, importa-
tion and exportation. Possession and purchase with a view to en-
gage in activities linked with drug trafficking are also considered,
as are the manufacture, transport and distribution of precursors.
Incitement to drug trafficking, aiding and abetting such activity,
and attempting to traffic in drugs are also regarded as offences.2

2 Art. 8-1 loi 19 février 1973 concernant la vente de substances médica-
menteuses et la lutte contre la toxicomanie: «Sont punis d’un emprisonnement d’un à
cinq ans et d’une amende de 1.250 à 1.250.000 euros, ou de l’une de ces peines seule-
ment:

1) ceux qui ont sciemment facilité par tout moyen, la justification mensongère
de la nature, de l’origine, de l’emplacement, de la disposition, du mouvement ou de la
propriété des biens ou revenus tirés de l’une des infractions mentionnées à l’article 8,
paragraphe 1., a) et b);

2) ceux qui ont sciemment apporté leur concours à une opération de placement,
de dissimulation, de déguisement, de transfert ou de conversion de l’objet ou du pro-
duit direct ou indirect de l’une des infractions mentionnées à l’article 8, paragraphe 1.,
a) et b);
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It is important to mention that the Luxembourgish law pun-
ishes self-laundering as a criminal offence. Indeed, the criminal
offences foreseen by Article 506-1 CC are punishable “when com-
mitted by persons who committed, or were involved in, the crim-
inal activity from which the property was derived”.3

The penalty can go from one to five years of imprisonment
and from 1.250 euros to 1.250.000 euros of pecuniary penalty, ap-
plied jointly or separated. The same penalties apply to the attempt
to commit money laundering (Article 506-1(4) CC). Conse-
quently, the non-aggravated criminal offence of money laundering
represents a délit and not a crime, according to the traditional dis-
tinction between crimes, délits and contraventions of the systems
influenced by the French tradition.

In addition to the conviction, interdiction from public offices
can be applied4.

3) ceux qui ont acquis, détenu ou utilisé l’objet ou le produit direct ou indirect
de l’une des infractions mentionnées à l’article 8, paragraphe 1., a) et b), sachant au
moment où ils le recevaient, qu’il provenait de l’une de ces infractions ou de la partic-
ipation à l’une de ces infractions;

4) Les infractions visées aux points 1) à 3) sont également punissables:
– lorsque l’infraction primaire a été commise à l’étranger,
– lorsque l’auteur est aussi l’auteur ou le complice de l’infraction primaire.
5) Les infractions visées aux points 1) à 3) sont punissables indépendamment de

toutes poursuites ou condamnations pour l’une des infractions mentionnées à l’article
8, paragraphe 1., a) et b).

Seront punis des mêmes peines ceux qui auront acquis, détenu ou utilisé des bi-
ens, sachant, au moment ou ils les recevaient, qu’ils provenaient de l’une des infrac-
tions mentionnées à l’article 8 sous a) et b) ou de la participation à l’une de ces in-
fractions.

Article 8, paragraphe 1., a) et b) inclus 1. a) ceux qui auront, de manière illicite,
cultivé, produit, fabriqué, extrait, préparé, expédié, importé, exporté, vendu ou offert
en vente ou de quelque autre façon offert ou mis en circulation l’une ou l’autre des
substances visées à l’article 7;

b) ceux qui auront, en vue de l’usage par autrui, de manière illicite, transporté,
expédié, détenu ou acquis à titre onéreux ou à titre gratuit l’une ou plusieurs de ces
substances, ou qui auront agi, ne fût-ce qu’à titre occasionnel, comme courtier ou
comme intermédiaire en vue de l’acquisition de ces substances.

3 Article 506-4 CC.
4 Article 506-2 CC. Art. 24. (L. 13 juin 1994) Les cours et tribunaux peuvent,

dans les cas prévus par la loi, interdire en tout ou en partie aux condamnés à une
peine correctionnelle l’exercice des droits énumérés à l’article 11, pour un terme de
cinq à dix ans.
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As for the aggravating circumstances, the penalty is increased
from a minimum term of 15 years to a maximum term of 20 years
of imprisonment and a pecuniary penalty from 1.250 euros to
1.250.000 euros when the offence was committed within the
framework of a criminal organisation as a main or ancillary activ-
ity.5

In order to adapt the national system to Article 6(1) of Di-
rective 2018/1673, the Law of the 17th December 2021 added an
additional aggravating circumstance when the offender is an
obliged entity within the meaning of Article 2 of the Law of the
12th November 2004 (referring to Article 2 Directive (EU)
2015/849) and the offence has been committed in the exercise of
their professional activities.6

As for the concept of ‘property’, the rules on money laun-
dering refer to the rules on confiscation, adopting a very large de-
finition of ‘property’, including assets of any kind, whether cor-
poreal or incorporeal, movable or immovable, tangible or intangi-
ble, and legal documents or instruments in any form, including
electronic or digital, evidencing title to, or an interest in, such as-
sets.7

The criminal offence of money laundering in the Grand-
Duchy is an intentional crime. To this aim, all the aforementioned
conducts are punishable only when committed ‘knowing’ the il-
licit origin of the property implied. As for the intent to be proved,
the case law is very prone to accept a low standard of evidence:
«La preuve de l’élément moral de l’infraction de blanchiment
résulte de toutes les circonstances de fait qui doivent nécessairement
éveiller la méfiance de celui qui prend possession des choses et qui

5 Article 506-5(2) CC: «2. Les infractions visées à l’article 506-1 sont punies d’un
emprisonnement de quinze à vingt ans et d’une amende de 1.250 euros à 1.250.000 eu-
ros ou de l’une de ces peines seulement, si elles constituent des actes de participation
à l’activité principale ou accessoire d’une association ou organisation».

6 Article 506-5(1) CC: «(L. 11 août 1998) 1. Les infractions visées à l’article 506-
1 sont punies d’un emprisonnement de trois à cinq ans et d’une amende de 1.250 eu-
ros à 1.250.000 euros ou de l’une de ces peines seulement, si elles ont été commises,
dans l’exercice de son activité professionnelle, par un professionnel visé à l’article 2 de
la loi modifiée du 12 novembre 2004 relative à la lutte contre le blanchiment et contre
le financement du terrorisme».

7 Article 31 CC.



54 SILVIA ALLEGREZZA - GRAZIA BRUZZESE

constituent des présomptions suffisamment graves, précises et con-
cordantes pour conclure à l’existence de l’élément de connais-
sance».8

More specifically, «pour que l’infraction de l’article 506-1
point 3 du Code pénal soit constituée, il suffit que l’agent sache ou
ait conscience que le bien acquis, détenu ou utilisé provenait d’un
crime ou d’un délit et décide de participer néanmoins à leur blan-
chiment, sans qu’il soit nécessaire que le blanchisseur ait eu la
connaissance précise ni de la nature, des circonstances de temps, de
lieu, d’exécution, ou de la qualification exacte de l’infraction princi-
pale, ni de la personne de la victime ou de celle de son auteur, d’au-
tant moins que souvent les biens blanchis peuvent provenir de mul-
tiples infractions. La preuve de la conscience de l’origine fraudu-
leuse des fonds est déduite d’un faisceau d’indices permettant de
retenir que le prévenu ne pouvait ignorer l’existence frauduleuse,
respectivement devait nécessairement connaître l’origine fraudu-
leuse».9

Hence, Luxembourg did not implement the optional exten-
sion of criminal liability for money laundering provided for by Ar-
ticle 2 of Directive 2018/1673 according to which “Member
States may take the necessary measures to ensure that the conduct
referred to in paragraph 1 is punishable as a criminal offence
where the offender suspected or ought to have known that the
property was derived from criminal activity”.

As for legal entities, Article 34 CC10 provides for a specific
criminal liability of legal entities that also covers money launder-

8 Trib. Arr. Diekirch, déc. 340/2020, 30 July 2020, no. 100082440 with reference
to Cour de cassation belge, (2e ch.), 29/09/2010, Pas., 2010/9, p. 2438-2443.

9 CSJ, crim., 29 mars 2017, n° 14/17.
10 Art. 34 CC (L. du 12 mars 2020).
(L. 3 mars 2010) Lorsqu’un crime ou un délit est commis au nom et dans l’in-

térêt d’une personne morale par un de ses organes légaux, par un ou plusieurs de ses
dirigeants de droit ou de fait ou par toute personne, agissant soit individuellement soit
en tant que membre d’un organe de la personne morale, qui exerce un pouvoir de di-
rection en son sein, sur la base d’un pouvoir de représentation de la personne morale
ou d’un pouvoir de prendre des décisions au nom de la personne morale ou d’un pou-
voir d’exercer un contrôle au sein de la personne morale, la personne morale peut être
déclarée pénalement responsable et encourir les peines prévues par les articles 35 à 38.

La personne morale peut également être déclarée pénalement responsable et en-
courir les peines prévues par les articles 35 à 38 lorsqu’un défaut de surveillance ou de
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ing offences. The Grand-Duchy had been pressured by the EU
and several international organizations (the Council of Europe,
the Organization for Economic Cooperation and Development,
and the United Nations) to provide for a criminal liability regime
for legal entities. The new Law introduced in 2010 (Law of the 3rd

March 2010) was necessary to implement several international
treaties signed by Luxembourg that include such liability. Until its
adoption, only members of a legal entity’s board of directors
could be found criminally liable. The provisions of the Law have
been incorporated into the Criminal Code and the Code of Crim-
inal Procedure (CCP).

The current legal framework applies to almost all types of le-
gal entities, except for the State of Luxembourg and Luxem-
bourg’s municipalities which are expressly excluded.11 Criminal li-
ability of the legal entity will arise whenever a felony or a lesser of-
fence12 is committed by one or more of the entity’s legal
representatives or one or more of its legal or de facto directors on
behalf of and for the benefit of the entity.13 The law further pro-
vides that the criminal liability of the legal entity does not pre-
clude the criminal liability of the natural persons, authors, or ac-
complices who committed the relevant offences.14

The following penalties may be imposed:
– Fines: the minimum fine applicable to a legal entity is

€ 500, while the maximum rate in felony cases is € 750,000.15

This maximum rate may be multiplied by five for certain offences,
including offences against the security of the state, terrorism, fi-
nancing of terrorism, trafficking in human beings, and money
laundering16;

contrôle de la part d’une personne visée à l’alinéa 1er du présent article a rendu pos-
sible la commission d’un crime ou d’un délit, dans l’intérêt de ladite personne morale,
par une personne soumise à son autorité.

La responsabilité pénale des personnes morales n’exclut pas celle des personnes
physiques auteurs ou complices des mêmes infractions.

Les alinéas précédents ne sont pas applicables à l’État et aux communes.
11 Article 34(4) CC.
12 Article 34(1) CC.
13 Article 34 CC.
14 Article 34(4) CC.
15 Article 36 CC.
16 Article 37 CC.
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– Confiscation of assets17;
– Exclusion from participating in public contracts18; or
– Dissolution of the legal entity if it was created for the pur-

pose of committing the offence (id. at art. 35). This penalty is not
imposed in the case of public law entities.19

As for money laundering, Article 37 CC provides that the
minimum pecuniary penalty can be quintuplicated20.

Articles 66 and 66-1 CCP, related to the freezing of assets,
and Articles 31, 32 and 35 CC, related to their confiscation, are
effectively implementing Article 9 of Directive 2018/1673. Fur-
ther developments related to Regulation (EU) 2018/1805 of the
14th November 2018 on the mutual recognition of freezing orders
and confiscation orders should be considered as a tool to foster
judicial cooperation for EU transnational cases.

b. The Luxembourgish approach on relevant predicate offences:
The list-model

Crimes or offences which generate the funds to be laundered
are commonly referred to as money laundering predicate of-
fences. The list provided for by Article 506-1 CC has increased
over the years according to the duty for the Grand-Duchy to com-
ply with international and European obligations. Until 1998,
money laundering as a criminal offence was only related to prop-
erties derived by drug trafficking. At the time, the only relevant
provisions were articles 8-1 and 8-2 of the Law of the 19th Febru-
ary 1973, introduced by the Law of the 7th July 1989 and com-
pleted by the Law of the 17th March 1992 implementing the 1988
UN Vienna Convention on drug trafficking.

The Law of the 11th August 1998 first introduced Article
506-1 CC with a first and very limited list of predicate crimes (or-
ganised crime, corruption, arms and explosives, kidnapping or
sexual exploitation of minors). In the following years, the list in-

17 Article 35 CC.
18 Article 35 CC.
19 Article 38 CC and Article 36 CC.
20 Art. 37 CC.
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creased progressively following the development of EU law and
of the FATF Recommendation no. 1 (version 2003). In particular,
the Law of the 17th July 2008 added many predicate offences as
well as a general clause according to which every other crime pun-
ished with more than 6 months of imprisonment as a minimum
term shall be considered as a valid predicate offence. This amend-
ment was already criticised as excessively wide and potentially
breaching the link between the nature of the predicate offence
and the goal to pursue an illicit economic advantage of the of-
fender.21 In 2016 and in 2020 the list has been increased following
a tax reform extending the concept of ‘fiscal fraud’ and including
VAT frauds (see infra).

Lastly, the Law of the 17th December 2021 increased the list
of predicate offences in order to comply with obligations stem-
ming from Directive 2018/1673. A long debate intervened be-
tween the government and the Conseil d’État, also involving the
opinions of the Prosecutorial offices, the Court judges and the
Bar association, to find out whether to abandon the list-model in
favour of a general provision considering all criminal offences as
predicate offences, in line with the French and the Belgian sys-
tems. Consequently, Article 506-1 CC would have been redrafted
without any list but with a general reference to money laundering
as any conduct involving property derived from a crime or a
délit.22 Because of the strong opposition of some stakeholders,
mainly the Bar association, the list-option was finally confirmed.
The main argument to retain the current format has been the lack
of any duty to abolish such a list for Member States stemming
from the Directive. Furthermore, a general definition of predicate
offences as any criminal offence would have deviated from the se-
riousness of the crime as a criterion indicated by the FATF Rec-
ommendation no. 3. Thirdly, and more importantly, extending
money laundering to profits generated by every criminal conduct
would have led to an enormous increase of the cases of self-laun-

21 Catherine BOURIN-DION, La course à la législation antiblanchiment ou «Qui
peut montrer patte blanche?», in Journal des Tribunaux Luxembourg, No 3 du 12 juin
2009, p. 75.

22 Projet de loi no. 7533 du 18 mars 2022. All the preparatory documents are
available at https://www.chd.lu/fr/dossier/7533.
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dering, including those where the offender risks a very low
penalty for the main conduct and up to five years for laundering
the profits of a minor crime.23

As a result of this strong opposition, Article 506-1 CC has
not been amended and currently contains a few cases in which the
penalty foreseen by Luxembourg does not satisfy the requirement
of six months of imprisonment. This is the case for some minor
cases of passport falsification and use of a false passport24, coun-
terfeiting of electronic storage devices25 and, more importantly, ra-
dioactive waste, all criminal offences mentioned in Article 2(1) of
Directive 2018/1673.

Article 506-1 CC also provides for four references to laws
that have been repealed and replaced by new ones.26 They still
represent valid predicate offences as their minimum term of im-
prisonment is more than six months. However, it would have
been a better option to amend those provisions while implement-
ing Directive 2018/1973.

As a reaction to the current Ukrainian invasion, the Law of
the 20th July 2022 added the case of breach of economic sanctions
imposed by the EU to the list of predicate offences.

The list of predicate offences in Luxembourg includes the
following crimes:

– Terrorism or terrorism financing and crimes against inter-
national or foreign officials,

23 Avis de l’Ordre des Avocats du Barreau, 9th September 2020, at https://wdoc-
spub.chd.lu/docs/exped/0112/056/224568.pdf.

24 Article 198 CC.
25 Article 488 CC.
26 4 renvois vers des lois abrogées:
– la loi du 9 mai 2006 relative aux abus de marché a été abrogée par une loi du

23 décembre 2016 relative aux abus de marché;
– la loi modifiée du 19 janvier 2004 concernant la protection de la nature et des

ressources naturelles a été abrogée par une loi du 18 juillet 2018 concernant la pro-
tection de la nature et des ressources naturelles;

– la loi modifiée du 17 juin 1994 concernant la prévention et la gestion des
déchets a été abrogée par une loi du 21 mars 2012 relative à la gestion des déchets;

– loi modifiée du 29 juillet 1993 concernant la protection et la gestion de l’eau a
déjà été abrogée en 2008 par une loi du 19 décembre 2008 relative à l’eau.
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– Participation in a criminal organisation or in a criminal as-
sociation,

– Trafficking in human beings, sexual exploitation, including
of children, kidnapping, illegal detention and hostage-taking,

– Pornography including child pornography,
– Fraud and scam (including procurement and non-procure-

ment frauds),27

– Corruption,
– Illegal use of weapons and weapons trafficking,
– Illegal revelation of business or industrial secrets and coun-

terfeiting,
– Theft,
– Insider trading,
– Cybercrimes,
– Criminal offences related to electronic commerce,
– Offences related to data protection,
– Art crimes including crimes to the historical heritage,
– Illicit trafficking of narcotic drugs,
– Organ and human substances trafficking,
– Copyright crimes,
– Environmental crimes (air, water, waste…),
– Customs offences,
– Market abuse,
– Tax crimes (aggravated fiscal frauds, including VAT frauds),
– Breach of restrictive measures imposed by the EU,
– Counterfeiting of money,
– Every other crime punished with a minimum term of more

than 6 months of imprisonment.

In order to fully implement Article 3(3)(a) and (b) of Direc-
tive 2018/1673, Luxembourg amended Article 506-8 CC in order
to make money laundering offences punishable even in the ab-
sence of a previous conviction related to the predicate offence.
Additionally, it provides that, where it is established that the
property was derived from a criminal activity, it is not necessary to

27 For procurement frauds, they are sanctioned by Articles 491-1 CC, 492(1) CC
and 493s CC.
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establish all the factual elements or all the circumstances relating
to that criminal activity, including the identity of the perpetrator
of the predicate offence.28

These amendments are in line with the previous case law of
the Luxembourg criminal courts, according to which: «Il importe
peu que cette infraction originelle ait été commise hors du territoire
luxembourgeois et il est même indifférent qu’en fin de compte l’au-
teur principal n’a pas été poursuivi ni condamné parce que mort, en
fuite ou inconnu. Il faut cependant que soit établie de manière pré-
cise l’existence d’une action qualifiée crime ou délit et qu’ils en
soient relevés les éléments constitutifs. Les juges du fond, saisis
d’une poursuite du chef du délit de blanchiment, doivent constater,
à tout le moins de manière implicite, mais certaine, l’existence des
éléments constitutifs de l’infraction de base, notamment l’origine
délictueuse des fonds ainsi que la circonstance que le prévenu avait
connaissance de cette origine délictueuse. Les juges peuvent asseoir
leur conviction sur un ensemble de présomptions précises et concor-
dantes, puisant leur conviction dans n’importe quel élément de
preuve direct ou indirect, à condition qu’il soit versé aux débats et
soumis à la libre discussion des parties. Il n’est toutefois pas requis
que l’auteur de l’infraction primaire ait fait l’objet de poursuites ou
qu’il ait fait l’objet d’une condamnation identifiant le crime ou le
délit à l’aide duquel les avantages patrimoniaux ont été obtenus».29

As for VAT offences, they represent a valid predicate of-
fences for the crime of money laundering. In 2020 Luxembourg
amended tax fraud provisions in order to comply with Directive
2017/1371 on the protection of the EU financial interests.30 Arti-

28 Art. 506-8 CC (L. 17 décembre 2021) (L. 27 octobre 2010) Les infractions
visées à l’article 506-1 sont punissables indépendamment de toutes poursuites ou con-
damnations pour une des infractions primaires de l’article 506-1 et sans qu’il soit
nécessaire d’établir tous les éléments factuels ou toutes les circonstances propres à
cette infraction primaire, en ce compris l’identité de l’auteur.

29 Trib. Arr. Diekirch, déc. 340/2020, 30 July 2020, no. 100082440, referring to
Conseil Supérieur de la Justice, 10 July 2001, no. 270/01.

30 Loi du 12 mars 2020 portant modification: du Code pénal; du Code de procé-
dure pénale; de la loi modifiée du 12 février 1979 concernant la taxe sur la valeur
ajoutée; aux fins de transposition de la directive (UE) 2017/1371 du Parlement eu-
ropéen et du Conseil du 5 juillet 2017 relative à la lutte contre la fraude portant at-
teinte aux intérêts financiers de l’Union au moyen du droit pénal.
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cle 80 of the Law of the 12th February 1979 provides for specific
criminal sanctions related to VAT aggravated fraud.31 These pro-
visions represent a solid legal basis for the EPPO competence.

c. On predicate offences committed abroad and the requirement
of dual criminality

In order to comply with the duty to increase the territorial
competence stemming from Directive 2018/1673, the Law of the
17th December 2021 rewrote Article 5-1 CCP and Article 506-3

31 Art. 80. Le paragraphe 1er est modifié de manière à lui donner la teneur suiv-
ante:

«1. Si l’infraction visée à l’article 77, paragraphe 3, commise ou tentée, porte,
par période déclarative, sur un montant supérieur au quart de la taxe sur la valeur
ajoutée due sans être inférieur à 10.000 euros ou sur un remboursement indu
supérieur au quart du remboursement effectivement dû sans être inférieur à 10.000
euros, ou si la taxe sur la valeur ajoutée éludée ou le remboursement indûment obtenu
est supérieur à la somme de 200.000 euros par période déclarative, l’auteur sera puni,
pour fraude fiscale aggravée, d’un emprisonnement de un mois à trois ans et d’une
amende de 25.000 euros à un montant représentant le sextuple de la taxe sur la valeur
ajoutée éludée ou du remboursement indûment obtenu.

S’il a de façon systématique employé des manœuvres frauduleuses dans l’inten-
tion de dissimuler des faits pertinents à l’administration ou à la persuader des faits in-
exacts, ou s’il est membre d’une bande organisée, et que la fraude ainsi commise ou
tentée porte, par période déclarative, sur un montant significatif de taxe sur la valeur
ajoutée éludée ou de remboursement indûment obtenu soit en montant absolu soit en
rapport avec la taxe sur la valeur ajoutée due par période déclarative ou de rem-
boursement effectivement dû par période déclarative, l’auteur sera puni, pour escro-
querie fiscale, d’un emprisonnement de un mois à cinq ans et d’une amende de 25.000
euros à un montant représentant le décuple de la taxe sur la valeur ajoutée éludée ou
du remboursement indûment obtenu.

Il pourra, en outre, être privé en tout ou en partie, pendant cinq ans au moins
et dix ans au plus, des droits énumérés par l’article 11 du Code pénal. Toutes les dis-
positions du livre premier du Code pénal et les dispositions du Code d’instruction
criminelle sont applicables à ces infractions.

Les autorités judiciaires sont seules compétentes dans les cas visés aux alinéas 1
et 2.

La prescription de l’action publique est interrompue lorsqu’une réclamation est
faite contre les bulletins portant rectification ou taxation d’office. La prescription
commence à courir de nouveau à partir de la date de notification indiquée dans la dé-
cision directoriale portant sur la réclamation.

La prescription de l’action publique est interrompue lorsqu’un recours judici-
aire est introduit contre la décision directoriale ou, en l’absence de décision directori-
ale, contre le bulletin qui fait l’objet de la réclamation. La prescription commence à
courir de nouveau à partir d’une décision de justice passée en force de chose jugée».
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CC to allow Luxembourg’s criminal law enforcement authorities
to prosecute money laundering offences committed in Luxem-
bourg even if the primary offence was committed abroad.

As for the existence of the crime, Article 506-3 CC provides
for a double-track system of prosecution when the predicate of-
fence has been committed abroad.

A first case concerns a list of crimes for which no double
criminality is required. Accordingly, Luxembourg authorities can
prosecute money laundering even when the related predicate of-
fences do not constitute a crime in the country in which they have
been committed. These crimes are:

(a) participation in an organised criminal group and racke-
teering, including any offence set out in Framework Decision
2008/841/JHA;

(b) terrorism, including any offence set out in Directive (EU)
2017/541 of the European Parliament and of the Council;

(c) trafficking in human beings and migrant smuggling, in-
cluding any offence set out in Directive 2011/36/EU of the Euro-
pean Parliament and of the Council (10) and Council Framework
Decision 2002/946/JHA;

(d) sexual exploitation, including any offence set out in Di-
rective 2011/93/EU of the European Parliament and of the Coun-
cil;

(e) illicit trafficking in narcotic drugs and psychotropic sub-
stances, including any offence set out in Council Framework De-
cision 2004/757/JHA;

(f ) corruption, including any offence set out in the Conven-
tion on the fight against corruption involving officials of the Eu-
ropean Communities or officials of Member States of the Euro-
pean Union and in Council Framework Decision 2003/568/JHA.

It is of the utmost importance to signal that Luxembourg
courts were, in line with Belgian case law, very keen to admit as
predicate offence even conducts not considered as predicate of-
fences in the country where they had been committed: «Il est
d’autre part admis que la qualification de l’infraction primaire com-
mise à l’étranger dépend de la loi du juge saisi du délit de blanchi-
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ment et non pas de la loi de l’État où cette infraction a été com-
mise».32

For all the other cases, double criminality is mandatory, and
the predicate offence should be punishable in the country where
it has been committed.33

Once the existence of the criminal offence of money laun-
dering involving a predicate crime committed abroad has been es-
tablished, Articles 5 and 5-1 CCP foresee the territorial compe-
tence for the Luxembourg authorities to prosecute those crimes.

Territorial competence of Luxembourg authorities is gener-
ously foreseen by Articles 5 and 5-1 CCP. It includes all forms of
active and passive criteria to establish the territorial competence,
including some recently added cases of extraterritorial compe-
tence when the Luxembourg citizen, permanent resident or for-
eigner caught on the territory of the Grand-Duchy has committed
crimes abroad. In the latter case, no dual criminality is required
for crimes (over 5 years of imprisonment) whereas dual criminal-
ity is mandatory for délits. No extraterritorial jurisdiction is fore-
seen for contraventions. In both cases, no special referral or for-
mal request from the foreign jurisdiction is required.34 A special

32 CSJ, 3 juin 2009, no. 279/09 X. «Pour déclarer le prévenu coupable de
blanchiment, il suffit que soient établies la provenance ou l’origine illégale des choses
et la connaissance requise qu’il en avait ou devait en avoir, sans qu’il soit nécessaire
que le juge connaisse l’infraction précise, à la condition que, sur la base des données
de fait, il puisse exclure toute provenance ou origine légale». (Cour de cassation belge,
(2e ch.), 29/09/2010, Pas., 2010/9, p. 2438-2443).

33 Article 506-3 CC: «(L. 11 août 1998) Les infractions prévues à l’article 506-1
sont également punissables lorsque l’infraction primaire a été commise à l’étranger.
Toutefois, à l’exception des infractions pour lesquelles la loi permet la poursuite même
si elles ne sont pas punissables dans l’État où elles ont été commises, cette infraction
doit être punissable dans l’État où elle a été commise».

34 Article 5-1 CCP as modified by several laws. (L. du 20 juillet 2018) (L. du 17
décembre 2021) (L. 29 juillet 2022) (L. 29 juillet 2022) (1)Tout Luxembourgeois, toute
personne qui a sa résidence habituelle au Grand-Duché de Luxembourg, de même
que l’étranger trouvé au Grand-Duché de Luxembourg, qui aura commis à l’étranger
une des infractions prévues aux articles 112-1, 135-1 à 135-6, 135-9 et 135-11 à 135-
16, 162, 164, 165, 166, 178, 179, 198, 199, 199-bis, 210-1, 240, 245 à 252, 310, 310-1,
322 à 324-ter, 348, 368 à 384, 385-2, 389, 409-bis, 468 à 470, 496-1 à 496-4 et, dans les
conditions de l’article 506-3, à l’article 506-1 du Code pénal, pourra être poursuivi et
jugé au Grand-Duché de Luxembourg, bien que le fait ne soit pas puni par la législa-
tion du pays où il a été commis et que l’autorité luxembourgeoise n’ait pas reçu soit
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provision extends to money laundering offences that are qualified
as délits namely the same rule applicable to crimes: no need for
the predicate offence to be qualified as a crime in the foreign ju-
risdiction where it took place and no need for the foreign country
to send a formal denunciation or request35.

2. ADMINISTRATIVE ENFORCEMENTE AGAINST MONEY LAUNDERING

a. The national implementation of the EU Directives

Luxembourg has various laws and regulations to fight money
laundering and terrorist financing, implementing the various EU
Directives approved over the years. Known as Luxembourg’s pri-
mary AML and terrorist financing law, the first comprehensive
AML law was published on the 7th July 1989. It was also updated
twice, in 1998 and 2004 (the current Law dates from the 12th No-
vember 2004).

Luxembourg’s essential regulator is the ‘Commission de Sur-
veillance du Secteur Financier’ (CSSF). The CSSF is responsible
for overseeing lenders, investment companies, funders, and all
other financial professionals (see the list below at point 2).

From a criminal law point of view, the Luxembourg author-
ity which is mainly competent for AML/CTF is the Financial In-
telligence Unit (“FIU”) of the Public Prosecutor’s Office.

The FIU is in charge of receiving suspicious transaction re-
ports in respect of money laundering and/or terrorist financing
from professionals, and of analysing and using them, where ap-
propriate, in investigations or criminal proceedings.

une plainte de la partie offensée, soit une dénonciation de l’autorité du pays où
l’infraction a été commise.

35 Article 5-1 (2) CC: «Pourra être poursuivie et jugée au Grand-Duché de Lux-
embourg, toute personne qui aura commis un délit prévu à l’article 506-1 du Code pé-
nal, même lorsque l’infraction primaire prévue au paragraphe 1er aura été commise
l’étranger, par un étranger qui n’a pas sa résidence habituelle ou qui n’a pas été trouvé
au Grand-Duché de Luxembourg, bien que le fait ne soit pas puni par la législation du
pays où il a été commis et que l’autorité luxembourgeoise n’ait pas reçu soit une
plainte de la partie offensée, soit une dénonciation de l’autorité du pays où l’infraction
a été commise».
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As for Luxembourg’s AML legal framework, the following
regulations form the latter:

– Law of 12 November 2004 (coordinated version) Updated
on 12 August 2022 on the fight against money laundering and ter-
rorist financing (hereinafter the AML/CTF Law);

– Law of 10 July 2020 (coordinated version) Updated on 12
August 2022 establishing a Register of Fiduciaries and Trusts;

– Law of 25 March 2020 (coordinated version) Updated on 5
July 2022 establishing a central electronic data retrieval system re-
lated to IBAN accounts and safe-deposit boxes;

– Law of 27 October 2010 (coordinated version) Updated on
28 December 2020 enhancing the anti-money laundering and
counter terrorist financing legal framework; organising the con-
trols of physical transport of cash entering, transiting through or
leaving the Grand Duchy of Luxembourg;

– CSSF Regulation No 12-02 14 December 2012 - Updated
on 26 August 2020 (coordinated version) of 14 December 2012
on the fight against money laundering and terrorist financing;

– CSSF Regulation No 20-05 (only in French) of 14 August
2020 amending CSSF Regulation No 12-02 of 14 December 2012
on the fight against money laundering and terrorist financing;

– Grand-ducal Regulation of 1 February 2010 (coordinated
version) providing details on certain provisions of the amended
Law of 12 November 2004 on the fight against money laundering
and terrorist financing.

Luxembourg has implemented, in 2020, the 5th AML EU Di-
rective in its regulatory framework, which led to many changes to
be implemented into companies’ AML/CTF framework. Most re-
cent changes to key pieces of legislation occurred between March
2020 and August 2022, extending the duties related to the regis-
ter of beneficial owners.

In the areas of Asset and Wealth Management, the legislation
is driven by a sector risk analysis that the CSSF performed in
2020. This leads to Luxembourg having an AML/CTF framework
that has specific elements included to cover the specific risks
identified. As for example: AML/CTF measures on assets and
AML/CTF measures on Nominees, distributors, intermediaries
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(including potential look through). The Role of the AML Re-
sponsible for the AML Control (RC or MLRO) and Responsible
for the Respect (Conducting Officer in charge of AML/CTF com-
pliance for the ManCo and BoD for an investment fund) has been
clarified and responsibilities have been clearly defined.

b. Coordinating, monitoring and guaranteeing compliance to the
AML provisions: a brief overview of the involved national au-
thorities

The main national authority in charge of coordinating actions
in AML/CTF is the CSSF. Many other supervisory authorities are
in charge of specific sectors.

The Law of the 12th November 2004 offers a comprehensive
list of these several authorities36:

(1) The ‘CSSF’ is the supervisory authority in charge of en-
suring compliance by the credit institutions and by the profes-
sionals supervised, authorised or registered by it, including by
branches of the foreign professionals notified to the CSSF and by
the professionals incorporated under foreign law notified to the
CSSF which provide services in Luxembourg without establishing
a branch, with their professional obligations as regards the fight
against money laundering and terrorist financing provided for in
Articles 2-2 to 5 and their implementing measures.

“Moreover, the CSSF is the supervisory authority in charge
of ensuring compliance with the professional obligations as re-
gards the fight against money laundering and terrorist financing
provided for in Articles 2-2 to 5 and in their implementing mea-
sures by tied agents established in Luxembourg of credit institu-
tions or PFS licensed or authorised to carry out their activity in
Luxembourg pursuant to the Law of the 5th April 1993 on the fi-
nancial sector, as amended, as well as by agents established in
Luxembourg of payment institutions and electronic money insti-
tutions licensed or authorised to carry out their activity in Lux-
embourg pursuant to the Law of 10 November 2009 on payment
services, as amended.

36 Law 12 November 2004, Article 2-1 as modified by Law of 13 February 2018.
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The CSSF is the supervisory authority in charge of ensuring
compliance with the professional obligations as regards the fight
against money laundering and terrorist financing provided for in
Articles 2-2 to 5 and in their implementing measures by foreign
institutions for occupational retirement provision authorised pur-
suant to the Law of the 13th July 2005 concerning the activities
and supervision of the institutions for occupational retirement
provision, as amended, to provide services to sponsoring under-
takings in Luxembourg”.

(2) The ‘Commissariat aux assurances’ (CAA) is the supervi-
sory authority in charge of ensuring compliance by the natural
and legal persons including by branches of the foreign profes-
sionals notified to the CAA and by the professionals incorporated
under foreign law notified to the CAA which provide services in
Luxembourg without establishing a branch.

(3) The ‘Institut des réviseurs d’entreprises’ shall ensure
compliance with AML/CTF by its members who are natural and
legal persons as well as by branches of audit professionals incor-
porated under foreign law and by audit professionals incorpo-
rated under foreign law which provide services in Luxembourg
without establishing a branch.

(4) The ‘Ordre des experts-comptables’, shall ensure compli-
ance by its members who are natural and legal persons as well as
by branches of the professionals incorporated under foreign law
which carry out their activities in Luxembourg without establish-
ing a AML/CTF branch.

(5) The ‘Chambre des Notaires’, shall ensure compliance by
the notaries with their professional obligations as regards AML/
CTF.

(6) The ‘Ordre des avocats de Luxembourg’ shall ensure
compliance by lawyers who carry out in Luxembourg their activi-
ties.

By way of derogation from the first subparagraph, the ‘Ordre
des avocats de Diekirch’ shall ensure compliance by its members
with their professional obligations on AML/CTF.
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(7) The ‘Chambre des huissiers’ shall ensure compliance by
the bailiffs with their professional obligations as regards the fight
against money laundering and terrorist financing provided for in
Articles 2-2 to 5 and their implementing measures.

(8) The ‘Administration de l’Enregistrement’ (AED) is the
supervisory authority in charge of ensuring compliance by the
professionals not referred to in paragraphs 1 to 7 with their pro-
fessional obligations as regards the fight against money laundering
and terrorist financing.

Additionally, the Minister of Finance is specifically responsi-
ble for international financial sanctions, in particular with respect
to the fight against terrorist financing.

The AML/CTF approach taken to implement AML/CTF
compliance must be fully coherent, and every company (Manage-
ment Companies and investment funds) must have their own
AML framework. The key elements (i.e., AML risk appetite and
KPIs, AML risk assessment and risk scoring of investors, assets
and distributors, investor and investment KYC as well as a com-
mensurate risk-based approach) must be in place. It needs to be
supplemented by suspicious transaction monitoring and sanction
screening, staffing, training and cooperation with authorities.

Luxembourg ManCos further need to reply to an annual
AML/CTF questionnaire and submit a detailed AML report to
the CSSF on 31 May of each year.

c. Structure and power of the national coordination authority: Fo-
cus on the ‘Commission de sécurité du Secteur Financier’
(CSSF)

The CSSF is governed by the following organs:
– The Board
– The Executive Board
– The Resolution Board
– Council for the Protection of Depositors and Investors

(CPDI)
– External auditor
– Internal Audit
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– Information security
– Risk management
– Consultative Committees.

The governance structure is highly transparent and the many
boards of the CSSF are presented in detail at the following web-
site: https://www.cssf.lu/en/governance-cssf/

The CSSF is, in its capacity as financial sector supervisory au-
thority, responsible for the preventive part of the fight against
money laundering and terrorist financing, i.e., compliance with
the professional obligations with respect to AML/CTF by all the
persons subject to its supervision/licence/registration, as well as
to prevent the use of the financial sector by criminals.

Within the framework of its statutory mission37, the CSSF is
in charge of ensuring that all the persons subject to its supervi-
sion/licence or registration comply with the professional AML/
CTF obligations. The CSSF ensures that professionals implement
a risk-based approach in order to allocate the appropriate means
and resources to the customers and products which represent
higher risks. Moreover, the CSSF ensures that persons maintain-
ing relationships with organised crime, including, inter alia,
money laundering or terrorist financing offences, cannot take
control, in any form whatsoever, over persons subject to its su-
pervision. Professionals are required to fully cooperate with the
CSSF as well as the FIU with respect to AML/CTF.

The CSSF, in turn, cooperates closely with the FIU. These
two authorities are authorised to exchange information necessary
to perform their respective duties. Moreover, the CSSF can also
exchange information with other AML/CTF competent authori-
ties, on a national or on an international level.

The AML/CTF supervision (off-site and on-site supervision)
by the CSSF is organised pursuant to the principles of a risk-
based approach that takes into account the money laundering and
terrorist financing risks to which the supervised entities and the
sectors at large are exposed to.

37 See Law 12 November 2004.
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The CSSF has all the supervisory and investigatory powers
provided for in the AML/CTF Law of 2004 and in various sec-
toral laws for the purpose of carrying out its duties. For instance,
the CSSF is entitled to have access to any document it deems nec-
essary and to obtain a copy thereof. It may also request informa-
tion from any person subject to its supervision, notably by sum-
moning this person or by carrying out on-site inspections.

Where a person subject to the AML/CTF supervision of the
CSSF does not comply with the provisions relating to AML/CTF,
the CSSF has a power of injunction against this person. If after
expiry of the time limit set by the CSSF, the supervised person has
not fixed the situation, the CSSF may follow up with an adminis-
trative sanction against this person.

The CSSF has broad sanctioning powers. It may issue warn-
ings, reprimands, administrative fines or occupational prohibi-
tions against persons subject to its AML/CTF supervision. These
sanctions will, generally, be made public by the CSSF. Such ad-
ministrative or prudential sanctions are without prejudice to the
imposition of criminal sanctions (imprisonment and/or a fine) by
criminal courts against professionals which deliberately violated
the legal provisions which apply to them in this regard. These
sanctions will, generally, be made public by the CSSF.

d. A brief overview of the obliged entities

Article 2 of the Law of the 12th November 2004 provides for
a detailed list of the obliged entities. Some categories go beyond
the specific duties stemming from Directive 2015/849: based on a
risk approach, Luxembourg considered some peculiarities of the
financial hub and included special markets such as art dealing in
free ports or wealth management services. The list increased over
the years in order to include new professions or new sectors (such
as more recently the cryptoassets market):

1. credit institutions and professionals of the financial sector
(PFS) licensed or authorised to exercise their activities in Luxem-
bourg in accordance with the Law of 5 April 1993 on the finan-
cial sector, as amended; “payment institutions”, and “electronic
money institutions” licensed or authorised to exercise their activ-
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ities in Luxembourg (Law of the 10th November 2009) or the nat-
ural and legal persons benefiting from the waiver in accordance
with Article 48 or 48-1 of the Law of the 10th November 2009 on
payment services;

2. insurance undertakings licensed or authorised to exercise
their activities in Luxembourg in accordance with the “Law of 7
December 2015 on the insurance sector, as amended”, in connec-
tion with operations covered by “Annex II of the Law of 7 De-
cember 2015 on the insurance sector, as amended,” and insurance
intermediaries licensed or authorised to conduct business in Lux-
embourg in accordance with the “Law of 7 December 2015 on
the insurance sector, as amended,” when they act in respect of life
insurance and other investment related services; (Law of 12 July
2013 on professionals of the insurance sector) “2a. the profes-
sionals of the insurance sector authorised to carry out their busi-
ness in Luxembourg pursuant to the “Law of 7 December 2015
on the insurance sector, as amended”;

3. pension funds under the prudential supervision of the
Commissariat aux assurances;

4. undertakings for collective investment and investment
companies in risk capital (SICAR), which market their “units, se-
curities or partnership interests” and to which the Law of 17 De-
cember 2010 relating to undertakings for collective investment, as
amended, or the Law of 13 February 2007 relating to specialised
investment funds or the Law of 15 June 2004 relating to the In-
vestment company in risk capital (SICAR) applies;

5. management companies (ManCos) under the Law of 17
December 2010 relating to undertakings for collective investment,
as amended, and alternative investment fund managers governed
by the Law of 12 July 2013 on alternative investment fund man-
agers, as amended;

6. pension funds under the prudential supervision of the
CSSF; 6.a managers and advisors of undertakings for collective
investment, investment companies in risk capital (SICAR) and
pension funds; 6b. securitisation undertakings, when they per-
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form trust and company service provider activities; 6c. insurance
and reinsurance undertakings and their intermediaries whenever
they perform credit and surety operations; 6e. any person carrying
out the Family Office activity within the meaning of the Law of
21 December 2012 relating to the Family Office activity;

7. the other financial institutions carrying out their activities
in Luxembourg;

8. réviseurs d’entreprises (statutory auditors), réviseurs d’en-
treprises agréés (approved statutory auditors), cabinets de révision
(audit firms) and cabinets de révision agréés (approved audit
firms) within the meaning of the Law of 23 July 2016 concerning
the audit profession, as amended;

9. accountants, within the meaning of the Law of 10 June
1999 on the organisation of the accounting profession; (Law of 17
July 2008) 9a. accounting professionals, within the meaning of Ar-
ticle 2(2)(d) of the Law of 10 June 1999 on the organisation of the
accounting profession;

10. real estate agents within the meaning of the Law of 2 Sep-
tember 2011 regulating the access to the professions of craftsman,
salesman, industrial as well as to some liberal professions, as
amended, established or acting in Luxembourg, including when
acting as intermediaries in the letting of immovable property, but
only in relation to transactions for which the monthly rent
amounts to EUR 10,000 or more; (Law of 25 March 2020) 10a.
real estate developers within the meaning of the Law of 2 Sep-
tember 2011 regulating the access to the profession of craftsman,
salesman, industrial as well as to some liberal professions, as
amended, established or acting in Luxembourg, including when
they are, in their capacity as intermediary, involved in purchase
and sale transactions of immovable property;

11. notaries, within the meaning of the Law of 9 December
1976 on the organisation of the profession of notary, as amended;
(Law of 13 February 2018) 11a. bailiffs within the meaning of the
Law of 4 December 1990 on the organisation of bailiffs, as
amended, where they carry out valuation and public sales of fur-
niture, movables and harvests;
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12. lawyers, within the meaning of the Law of 10 August
1991 on the legal profession, as amended, when: (a) assisting in
the planning or execution of transactions for their customer con-
cerning the: (i) buying and selling of real property or business en-
tities, (ii) managing client money, securities or other assets, (iii)
opening or management of bank, savings or securities accounts,
(iv) organisation of contributions necessary for the creation, oper-
ation or management of companies, (v) creation, domiciliation,
operation or management of trusts, companies or other similar
structures, (b) or acting for and on behalf of their customer in any
financial or real estate transaction; (c) or providing a service of a
trust and company service provider; (d) or carrying out the activ-
ity of Family Office; (Law of 29 July 2022) (e) or acting as deposi-
taries of bearer shares;

13. persons other than those listed above who: (a) exercise in
Luxembourg by way of “a business relationship”, an activity of
tax advice; (b) exercise in Luxembourg, by way of “a business re-
lationship”, one of the activities described in point (12)(a) and
(b), or (c) undertake to provide, directly or by means of other per-
sons to which they are related, material aid, assistance or advice
on tax matters as principal business or professional activity; (Law
of 17 July 2008) 13a. persons other than those listed above who
exercise “by way of a business relationship” in Luxembourg a
trust and company service provider activity;

14. providers of gambling services governed by the Law of 20
April 1977 on gaming and betting on sporting events, as amended,
acting in the exercise of their professional activities; (Law of 24
July 2015) 14a. operators in a free zone authorised to carry out
their activity pursuant to an authorisation by the Administration
des douanes et accises (customs and excise) within the Community
control type 1 free zone located in the municipality of Niederan-
ven Section B Senningen called Parishaff L-2315 Senningerberg
(Hoehenhof);

15. (Law of 17 July 2008) persons trading in goods, only to
the extent that payments are made “or received” in cash in an
amount of EUR “10,000” or more, whether “the transactions or
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series of transactions are executed” in a single operation or in sev-
eral operations which appear to be linked;

16. (Law of 25 March 2020) virtual asset service providers;

17. safekeeping or administration service providers;

18. persons trading or acting as intermediaries in the trade of
works of art, including when this is carried out by art galleries
and auction houses, where the value of the transaction or a series
of linked transactions amounts to EUR 10,000 or more;

19. persons storing, trading or acting as intermediaries in the
trade of works of art when this is carried out by free ports, where
the value of the transaction or a series of linked transactions
amounts to EUR 10,000 or more.

The scope of application of this title and hence the notion of
professional also includes branches in Luxembourg of foreign
professionals as well as professionals established under the laws of
foreign countries who supply services in Luxembourg without es-
tablishing any branch in Luxembourg.

With regards to the limitations, as provided by Article 2(3)
Directive 2015/849, Article 1(15) of the Law of the 12th Novem-
ber 2004 states that:

“Persons engaging in a financial activity on an occasional or
very limited basis” shall mean natural or legal persons who engage
in a financial activity which fulfils the following criteria:

(a) the financial activity is limited in absolute terms and does
not exceed a sufficiently low threshold fixed by grand-ducal reg-
ulation depending on the type of financial activity;

(b) the financial activity is limited as regards transactions and
does not exceed a maximum threshold per customer and per
transaction, whether the transaction is carried out in a single op-
eration or in several operations which appear to be linked, this
threshold being fixed by grand-ducal regulation according to the
type of financial activity at a sufficiently low level in order to en-
sure that the types of transactions in question are an impractical
and inefficient method for laundering money or for terrorist fi-
nancing, and shall not exceed EUR 1,000;
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(c) the financial activity is not the main activity, the turnover
of the financial activity in question does not exceed 5% of the to-
tal turnover of the natural person or legal person concerned;

(d) the financial activity is ancillary and directly related to the
main activity;

(e) the main activity is not an activity exercised by the pro-
fessionals listed in Article 2(1), with the exception of activities of
such persons referred to in Article 2(1)(15);

(f ) the financial activity is provided only to the customers of
the main activity and is not generally offered to the public.”

3. STATUS, FUNCTIONS AND GOVERNANCE OF THE FIU

a. The institutional setting of the national FIU: the ‘Cellule de
renseignement financier’

In Luxembourg, the central authority for reporting is the Fi-
nancial Intelligence Unit (Cellule de renseignement financier) or
FIU, established under the direction of the deputy State Public
Prosecutor of the Luxembourg District Court (tribunal d’ar-
rondissement de Luxembourg). Its statute, composition and func-
tions are established by Article 74-1 and ff. of the Loi sur l’organi-
sation judiciaire38 as modified by the Law of the 10th August 2018.

38 Law 7 March 1980 as modified by Law 10 August 2018. 1) La CRF est l’au-
torité nationale qui a pour mission de recevoir et d’analyser les déclarations d’opéra-
tions suspectes et les autres informations concernant des faits suspects susceptibles de
relever du blanchiment, des infractions sous-jacentes associées ou du financement du
terrorisme.

(4) Les déclarations d’opérations suspectes et les autres informations visées au
paragraphe 1, comprennent celles qui sont transmises à la CRF:

1° par les professionnels soumis à la lutte contre le blanchiment et le finance-
ment du terrorisme, en application de l’article 5, paragraphe 1er, a) de la loi modifiée
du 12 novembre 2004 relative à la lutte contre le blanchiment et contre le financement
du terrorisme;

2° par toute autorité constituée, tout officier public ou fonctionnaire, ainsi que
tout salarié ou agent chargés d’une mission de service public, qu’il soit engagé ou man-
daté en vertu de dispositions de droit public ou de droit privé, qui est tenu d’informer
sans délai, de sa propre initiative, la CRF lorsqu’il sait, soupçonne ou a de bonnes
raisons de soupçonner qu’un blanchiment ou un financement du terrorisme est en
cours, a eu lieu, ou a été tenté, notamment en raison de la personne concernée, de son



76 SILVIA ALLEGREZZA - GRAZIA BRUZZESE

The CRF, the Luxembourg Financial Intelligence Unit, was
created in 2004 within the office of the Public Prosecutor of Lux-
embourg (the Parquet).

In line with the French roots of the Luxembourg criminal
justice system, the Parquet depends on the Ministry of Justice
which, hypothetically, could indicate which cases the parquet
should prosecute.39 As such, the Government might influence the
prosecutorial choices that are possible thanks to the principle of
opportunity (prosecutorial discretion). Conversely, the Govern-
ment has no power to stop an investigation or a prosecution once
the Parquet decides to act. However, the Government never exer-
cised such a power in the last decades. Luxembourg recognises a
wide de facto independence to the Prosecutorial Office, and a
large debate is currently ongoing, advocating in favour of modify-
ing the Luxembourgish Constitution to fully recognise the Par-
quet’s independence from the Ministry of Justice.

Furthermore, specific rules of the Loi sur l’organisation judi-
ciaire dedicated to the CRF indicate that the national FIU is com-
pletely operationally independent and autonomous from the Par-
quet, the latter being in charge of a mere “administrative surveil-
lance”.40 The CRF «a l’autorité et la capacité nécessaires d’exercer
librement ses fonctions, y compris celle de décider d’une manière
autonome d’analyser, de demander et de disséminer des informa-
tions spécifiques aux services et autorités compétents en matière de
lutte contre le blanchiment et le financement du terrorisme».41

The CRF is composed by a principal prosecutor (the Direc-
tor), two main substitutes and three substitutes. Financial analysts
and administrative support complete the office.

The FIU is the national authority with exclusive competence
to assess and evaluate all other suspicious transaction declarations.
The FIU ensures that the Luxembourg District Court dedicates

évolution, de l’origine des avoirs, de la nature, de la finalité ou des modalités de
l’opération, et de fournir promptement à la CRF tous les renseignements, procés-ver-
baux et actes qui y sont relatifs, et cela nonobstant toute régle de confidentialité ou de
secret professionnel lui étant applicable le cas échéant.

39 Cf. Article 19 CCP and Article 70 of the Loi du 7 mars 1980 sur l’organisation
judiciaire (Law 7 March 1980).

40 Article 74-1(1) Law 7 March 1980.
41 Article 74-1(1) Law 7 March 1980.
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magistrates to the full-time prosecution of money laundering and
terrorism financing cases, and provides professionals, as defined in
the Law of 12 November 2004, with current information on
money laundering and terrorism financing practices and signs to
identify suspicious transactions. The FIU works with other rele-
vant national supervisory authorities, authorities of self-regulating
professions and professional associations to ensure understanding
of anti-money laundering and terrorism financing laws, regulations
and recommendations to ensure their proper application and suf-
ficient cooperation with the authorities. All organizations obliged
to comply with the regulations must create a Suspicious Transac-
tion Report for any activity involving money laundering risk and
report it to the CRF. The FIU is not bound by any “speciality rule”
but has jurisdiction over all offences detected in STRs.

It has two main functions42:
1. Operational analysis of individual cases and specific ele-

ments or of specific information selected among the reports re-
ceived.

2. Strategic analysis on the trends and forms of money laun-
dering and terrorism financing.

The STR and other information communicated to the CRF
may come from the professionals listed above or from any other
authority, public official who has the duty according to public or
private law to transfer that information to the CRF when a suspi-
cion of money laundering or terrorism financing arises. Commu-
nication shall specify the origin, the modality and all the relevant
data of the operation, together with potential additional informa-
tion already collected by the authority.43 No confidentiality or
professional secrecy rules are applicable.44

Since the 27th October 2010 amendment to the Law of 12
November 2004, because of attorney-client confidentiality issues
with respect to disclosing suspicious transactions, lawyers must
address to the President of the Law Society (Bâtonnier de l’Ordre
des avocats, hereafter the ‘Bâtonnier’). The Bâtonnier may only as-

42 Article 74-2(5) Law 7 March 1980.
43 Article 74-2(4) Law 7 March 1980.
44 Article 74-2(4) Law 7 March 1980.
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sess the lawyer’s compliance with the rules and any derogation
therefrom and must then transmit the information as quickly as
possible to the FIU.

Moreover, the Bar Council (Conseil de l’Ordre) may issue in-
ternal regulations on anti-money laundering and terrorism financ-
ing obligations and attorney monitoring/inspection procedures,
particularly the procedures for inspecting the offices of bar mem-
bers. The Bar Council is vested with powers to inspect bar mem-
ber offices and demand any information it deems necessary to
verify a member’s compliance with his obligations in this area. If
a bar member does not comply with his anti-money laundering
and terrorism financing obligations or obstructs the Bar Council’s
exercise of powers related thereto, a bar member is subject to
sanctions such as a warning; a reprimand; temporary suspension
of his law license; permanent disbarment; and/ or a maximum
fine of 250,000 euros.

Despite the pandemic, the FIU reports a decrease in the
number of reports received from financial sector professionals.
While the number of reports had been rising steadily until 2018,
reaching a peak of 55,948, the trend was then slightly reversed
over the following two years. In 2020, the FIU counted 40,882 re-
ports received.

While the FIU received only four reports related to the covid
pandemic in March 2020, the number of similar reports exploded
in the following months to 94 in April and 219 in May. In total,
the FIU received 1,933 covid-related reports in 2020, out of
which 98% came from online providers and 2% from banks.
Covid-related reports represented 4.7% of the total notifications
sent to the FIU in 2020.

b. Information obtained from the obliged entities and reporting
procedures: overview of the structure and content of STRs,
SARs, UTRs

Pursuant to Article 5 of the AML/CFT law45 obliged persons
and entities falling under its scope (professionals, officers, etc.)

45 Loi du 12 novembre 2004 relative à la lutte contre le blanchiment et contre le
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must fully cooperate with the CRF (1st obligation) and inform it,
without delay and motu proprio, whenever they know, suspect or
have reasonable grounds to suspect that money laundering is or
has been committed (or even attempted) (2nd obligation).46

Nonetheless, Article 5 of the same law does not precise nor
foresee the modalities for such reports to be made.

To have an overview of the structure and the content of
STRs/ SARs / UTRs as well as the reporting procedures, refer-
ence should be made to goAML, a dedicated IT tool allowing
obliged entities to proceed to the reports.

When it comes to the modalities to make a suspicious report,
the CRF itself publicized several documents explaining the proce-
dure to be undertaken, among which the 2021 Suspicious reports
operations guideline. To summarize its point 4 on how to make a
suspicious transaction report, the first step to be undertaken is to
register as a reporting entity on the goAML website all while des-
ignating at least one compliance officer (1). Once the application
is validated by the CRF, the account information will be sent, in-
cluding an identification number (2). It is only after this registra-
tion that it will be possible to file reports, either as an online re-
port or by downloading XML files (3). To be noted that the
goAML web offers different forms, distinguishing between ML
and TF but also between STR and SAR.

Also, since Article 5 of the AML law imposes the duty to co-
operate upon obliged entities, the latter may be required to re-
spond to a request for information by the CRF. In such a case, the
procedure to be undertaken does not really differ from the one
for the reports. Indeed, obliged entities, which will need to be
registered in advance to the goAML web, will have to respond us-
ing the feedback forms available on the latter website.

financement du terrorisme portant transposition de la directive 2001/97/CE du Par-
lement européen et du Conseil du 4 décembre 2001 modifiant la directive
91/308/CEE du Conseil relative à la prévention de l’utilisation du système financier
aux fins du blanchiment de capitaux.

46 Cf. CRF “2021 Suspicious operations report - Guideline applicable from
1.4.2021”, p. 2.
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c. Requesting data and information from obliged entities

Under the already mentioned Article 5(1) (b) of the 2004
AML law obliged entities must provide the CRF with all the nec-
essary information (“fournir audit procureur d’État, à sa demande,
toutes les informations nécessaires conformément aux procedures
prévues par la legislation applicable”), very broad terms that seem
to suggest that there are no limits to the information that might be
requested by the CRF as long as it is relevant for AML purposes?47

An exception to the abovementioned obligation can be
found in Article 748 of the same law which lies down several ex-
ceptions when it comes to the information on clients that might

47 It is worth noting, for the interest of comparison, that when it comes to coun-
tering terrorism financing, a “Guide de bonne conduite” was put in place by the min-
istry of Finances, which specifies that “Les personnes physiques et morales qui doivent
appliquer les mesures restrictives financières sont obligées de coopérer avec les autorités
nationales responsables de la mise en œuvre de ces mesures. Il faudra fournir aux au-
torités nationales compétentes toute information pertinente sur, inter alia, les comptes
gelés, l’identité des personnes désignées, les crédits éventuels sur ces comptes, les tenta-
tives de contourner le régime des sanctions financières, les cas d’homonymie. Les infor-
mations transmises aux autorités nationales ne peuvent pas être utilisées à d’autres fins
que celles pour lesquelles elles ont été transmises, à savoir la mise en œuvre effective des
mesures restrictives.”

Cf. https://mfin.gouvernement.lu/dam-assets/dossiers/sanctions-financi%C3%
A8res-internationales/documentation/guidesheader2021/Guide-de-bonne-conduite-Sanc-
tions-financieres-TF-FR.pdf (p. 12s).

48 Pour les avocats visés à l’article 2 point 12 de la présente loi, les régles suiv-
antes sont d’application:

1) Les avocats ne sont pas soumis aux obligations prévues à l’article 5 para-
graphe (1) pour ce qui concerne les informations reçues d’un de leurs clients ou
obtenues sur un de leurs clients lors d’une consultation juridique, lors de l’évaluation
de la situation juridique de ce client ou dans l’exercice de leur mission de défense ou
de représentation de ce client dans une procédure judiciaire ou concernant une telle
procédure, y compris dans le cadre de conseils relatifs à la maniére d’engager ou
d’éviter une procédure, que ces informations soient reçues ou obtenues avant, pendant
ou aprés cette procédure.

2) En lieu et place d’une déclaration directe au procureur d’Etat auprés du tri-
bunal d’arrondissement de Luxembourg, les faits visés à l’article 5 paragraphe (1)
point a) doivent étre déclarés au bàtonnier de l’Ordre des Avocats au tableau duquel
l’avocat déclarant est inscrit conformément à la loi du 10 août 1991 sur la profession
d’avocat. Dans ce cas le bàtonnier de l’Ordre des Avocats vérifie le respect des condi-
tions prévues au paragraphe précédent et à l’article 2 point 12. Dans l’affirmative, il est
tenu de transmettre les informations reçues au procureur d’Etat auprés du tribunal
d’arrondissement de Luxembourg.
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be gathered by lawyers. Indeed, although paragraph 2 specifies
that reports under Article 5(1) a) on suspicious transaction etc.
need to be addressed to the Bâtonnier instead of the tribunal d’ar-
rondissement, there is no lex specialis with regards to the informa-
tion that might be requested by the CRF. Hence, it seems that the
lex generalis of Article 7(1) should be applied with regards to spe-
cific information gathered by lawyers in the exercise of their pro-
fession.

It is also interesting to note that when it comes to national
cooperation with other administrations, Article 74-6 of the Loi sur
l’organisation judiciaire, as amended by a 2018 law49, lays down
more specific rules when it comes to the information that might
be requested by the CRF from the latter.

d. On the conditions and limits to obtain information

Pursuant to Article 74-6 of the Loi sur l’organisation judici-
aire, as amended by the 2018 law, the CRF may have to ask and
motivate the access to information contained in instruction and
inquiry folders. Furthermore, it will have to ask, although a sim-
ple request is sufficient, public administrations to be granted ac-
cess to financial and administrative information. Nonetheless, no
provision requiring previous court orders or STR/SAR could be
found.

A list of predicate offences can still be found under article
506-1 CC, since the initial proposal of getting rid of this list was
not accepted. Nonetheless, although the list is very broad, en-
compassing various predicate offences to money laundering activ-
ities, a question may arise, namely whether the information that
the CRF may require from obliged entities is somehow limited to

49 Dans le cadre de l’exercice de sa mission, la CRF a un accés direct aux don-
nées, en matiére pénale, traitées par les autorités judiciaires, au bulletin N° 1 du casier
judiciaire et aux banques de données visées à l’article 48-24 du Code de procédure
pénale.

La CRF peut accéder, sur demande sommairement motivée, aux informations et
piéces des dossiers d’enquéte et d’instruction, en cours ou clôturés.

La CRF peut accéder, sur simple demande, aux informations administratives et
financiéres nécessaires pour remplir ses missions, détenues par toute autre administra-
tion publique.
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the predicate offences under Article 506-1. In other words, could
the CRF ask for information with regards a potential offence that
is not foreseen under Article 506-1? The answer is not straight-
forward, and no definitive one seems to be found in the various
laws, if not for the fact that as already mentioned the information
needs to be relevant for AML purposes.

e. FIU’s access power to national registers

In accordance with article 32(4) of Directive 849/2015, the
CRF, as national FIU, has been granted under several national
laws the right to access information on various registers, notably
the five that will be briefly mentioned hereinafter.

i. The central register or retrieval systems of the bank accounts’
owners

Under Article 8(1) of the «loi du 25 mars 2020 instituant un
systéme électronique central de recherche de données concernant
des comptes de paiement et des comptes bancaires identifiés par un
numéro IBAN et des coffres-forts tenus par des établissements de
crédit au Luxembourg», the CRF has been granted direct, imme-
diate and non-filtered access to the central register or retrieval
system of bank accounts and safes held by credit institutes exer-
cising here in Luxembourg. Similarly, the direct access to the reg-
ister of fiducies and trusts.50

ii. The central register of the beneficial owners

To comply with article 30 of the 849/2015 Directive, Article
11 of the Loi du 13 janvier 2019 instituant un Registre des bénéfi-

50 Loi du 10 juillet 2020 portant transposition de l’article 31 de la directive (UE)
2015/849 du Parlement européen et du Conseil du 20 mai 2015 relative à la préven-
tion de l’utilisation du systéme financier aux fins du blanchiment de capitaux ou du fi-
nancement du terrorisme, modifiant le réglement (UE) n° 648/2012 du Parlement eu-
ropéen et du Conseil et abrogeant la directive 2005/60/CE du Parlement européen et
du Conseil et la directive 2006/70/CE de la Commission, tel que modifié par la direc-
tive (UE) 2018/843 du Parlement européen et du Conseil du 30 mai 2018 modifiant la
directive (UE) 2015/849 relative à la prévention de l’utilisation du systéme financier
aux fins du blanchiment de capitaux ou du financement du terrorisme ainsi que les di-
rectives 2009/138/CE et 2013/36/UE.
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ciaires effectifs, grants the CRF, in its role of national authority
access to the information foreseen under Article 351 of the same
law.

With regards to the recent judgment of the CJEU which put
an end to the unrestricted and general access to the Register of
Beneficial Owners52, it should be noted that clearly this measure
did not impact the access by the CRF to the mentioned register.

51 (1) Les informations suivantes sur les bénéficiaires effectifs des entités imma-
triculées doivent étre inscrites et conservées dans le Registre des bénéficiaires effectifs:

1° le nom;
2° le(s) prénom(s);
3° la (ou les) nationalité(s);
4° le jour de naissance;
5° le mois de naissance;
6° l’année de naissance;
7° le lieu de naissance;
8° le pays de résidence;
9° l’adresse privée précise ou l’adresse professionnelle précise mentionnant:
a) pour les adresses au Grand-Duché de Luxembourg: la résidence habituelle

figurant dans le registre national des personnes physiques ou, pour les adresses pro-
fessionnelles, la localité, la rue et le numéro d’immeuble figurant au Registre national
des localités et des rues, tel que prévu par l’article 2, lettre g) de la loi modifiée du 25
juillet 2002 portant réorganisation de l’administration du cadastre et de la topogra-
phie, ainsi que le code postal;

b) pour les adresses à l’étranger: la localité, la rue et le numéro d’immeuble à l’é-
tranger, le code postal et le pays;

10° pour les personnes inscrites au Registre national des personnes physiques: le
numéro d’identification prévu par la loi modifiée du 19 juin 2013 relative à l’identifi-
cation des personnes physiques;

11° pour les personnes non résidentes non inscrites au Registre National des
Personnes Physiques: un numéro d’identification étranger;

12° la nature des intéréts effectifs détenus;
13° l’étendue des intéréts effectifs détenus.
(2) Par exception au paragraphe 1er, les sociétés dont les titres sont admis à la

négociation sur un marché réglementé au Grand-Duché de Luxembourg ou dans un
autre État partie à l’accord sur l’Espace économique européen ou dans un autre pays
tiers imposant des obligations reconnues comme équivalentes par la Commission eu-
ropéenne au sens de la directive 2004/109/CE du Parlement européen et du Conseil
du 15 décembre 2004 sur l’harmonisation des obligations de transparence concernant
l’information sur les émetteurs dont les valeurs mobiliéres sont admises à la négocia-
tion sur un marché réglementé et modifiant la directive 2001/34/CE inscrivent
uniquement le nom du marché réglementé sur lequel leurs titres sont admis à la négo-
ciation.

52 CJEU, 22 nov. 2022, C-37/20 and C-601/20, VM and Sovim SA v. Luxem-
bourg Business Registers.
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iii. Central register of the real estate owners

No specific provision seems to be found, since the Register
of the real estate owners is held by a public administration (Ad-
ministration du Cadastre et Topographie), the provision of Article
74-6 (cf. infra) should apply.

iv. Other financial and administrative information accessible by
the FIU according to domestic law

Under Article 74-6 of the loi sur l’organisation judiciaire, a
simple request towards public administrations will be sufficient
for the CRF to be granted access to financial and administrative
information.

v. Other police information accessible by the FIU, including those
provided for implementation of art. 8 Directive 1153/2019

Pursuant to Article 74-6 of the loi sur l’organisation judici-
aire, as amended by the already mentioned 2018 law, the CRF will
have to ask and motivate the access to information contained in
instruction and inquiry folders.

4. COOPERATION WITH OTHER FIUS

The CRF is a member of the Egmont Group, which aims at
fostering cooperation between member Financial Intelligence
Units by i.a facilitating the exchange of financial intelligence re-
lated to money laundering, associated predicate offences and ter-
rorist financing. To that end, the Egmont Group provides its
members with a secure encrypted IT communication tool (the
Egmont Secure Web). In addition to the Egmont Secure Web, the
CRF uses the FIU.Net for exchanging financial intelligence in a
secure and encrypted manner with its EU counterparts pursuant
to the requirements of article 53 of the 4th AML Directive.53

53 Ministry of Justice, ML/TF Vertical Ertical Risk Assessment - Legal Persons
And Legal Arrangements, February 2022, pp. 44-5. https://mj.gouvernement.lu/dam-as-
sets/dossiers/blanchiment/ML-TF-Vertical-Risk-Assessment-Feb-2022.pdf.
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a. Rules on autonomous and on request dissemination of in-
formation from the domestic FIU to other European FIUs (art.
53)

According to Article 74-5 (1)54 of the Loi sur l’organisation
judiciaire, as modified by Article II of the Loi du 10 août 2018,
the CRF is allowed to exchange pertinent information with other
FIUs spontaneously or upon request.

It is also worth noting that: “Luxembourg law does not re-
quire the CRF to enter into any special agreement to exchange fi-
nancial information related to ML, associated predicate offences or
TF with other FIUs. However, a number of foreign FIUs are bound
by the obligation of a prior agreement and the CRF has therefore
signed memoranda of understanding with the following foreign
FIUs (as at 18 January 2022): Andorra, Australia, Belgium, Benin,
Canada, Chile, China, Finland, France, Indonesia, Israel, Japan,
Mauritius, Macedonia, Monaco, Panama, Philippines, the Republic
of Congo, Romania, Russia, San Marino, Senegal, Singapore, South
Africa, South Korea, Tunisia, Turkey and the Vatican City”.55

With regards to cross-border report (XBR) exchange of in-
formation, this kind of exchange is applicable to:

– Online providers with a head office in Luxembourg &
which operate under an EU passport in other MS

– Reports that respect the standards put in place between the
CRF and the concerned entities

– Reports on typologies defined by the CRF and the con-
cerned entities.

54 La CRF peut échanger, spontanément ou sur demande, avec une CRF
étrangére, quel que soit son statut, toutes les informations et piéces susceptibles d’étre
pertinentes pour le traitement ou l’analyse d’informations en lien avec le blanchiment,
les infractions sous-jacentes associées ou le financement du terrorisme et la personne
physique ou morale en cause, méme si la nature de l’infraction sous-jacente associée
n’est pas identifiée au moment de l’échange. Sont visées les données à caractére per-
sonnel et les autres informations et piéces dont elle dispose ainsi que celles qu’elle
peut obtenir spontanément en vertu de l’article 74-3, paragraphe 4, et, sur demande,
en vertu de l’article 5, paragraphe 1er, b) de la loi modifiée du 12 novembre 2004 rel-
ative à la lutte contre le blanchiment et contre le financement du terrorisme.

55 Ministry of Justice, ML/TF Vertical Risk Assessment - Legal Persons And Legal
Arrangements, February 2022, p. 44. https://mj.gouvernement.lu/dam-assets/dossiers/
blanchiment/ML-TF-Vertical-Risk-Assessment-Feb-2022.pdf.
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As for the XBR system, it is not used by the CRF for ex-
changes in relation to terrorism and/or its financing.

With regards to cross-border dissemination (XBD) exchange
of information (cf. rapport CRF 2020, pp. 18-19).

b. On the conditions and limits to the dissemination of informa-
tion to other European FIUs

i. Structure and content of the request

Article 74-5 (2) of the Loi sur l’organisation judiciaire enu-
merates the information that foreign FIUs asking for cooperation
need to provide for, namely: the pertinent facts, their context, the
reasons for the request and indications on how the information
sought will be used. Furthermore, this same Article entitles the
CRF to agree on an automatic modality of information exchanges
with foreign FIUs.

ii. Nature or status of the requesting FIU

Article 74-5 (1) of the above-mentioned law provides the
CRF with a broad margin of cooperation with foreign FIUs. In-
deed, pursuant to the latter the CRF may exchange information
with a foreign FIU “whatever its status” (quel que soit son statut).

iii. Differences between national law definitions of predicate crimes

Although it is not mentioned expressis verbis, different arti-
cles seem to suggest that the differences among national defini-
tions of predicate offences do not play a role when they occur
within national laws of EU Member States. According to Article
74-5(1) of the Loi sur l’organisation judiciaire exchange of infor-
mation is possible even if the predicate offence is not identified at
the moment of the exchange. Pursuant to Article 74-5(4) the CRF
may only exceptionally refuse (the refusal must be motivated) the
exchange of information with another EU FIU namely when such
an exchange is contrary to its national fundamental principles (no
definition of the latter). Whereas Article 74-5(5) gives an exhaus-
tive list of cases when the CRF may refuse the exchange of infor-
mation with a third country FIU, notably when the exchange
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“does not enter into the application scope of the legal provisions
on AML or CFT”. Article 74-5(7) only and explicitly refers to tax
offences while stating that the differences between national law
definitions of the latter do not prevent the CRF to exchange in-
formation or help a FIU of another EU Member State.

iv. National provisions on secrecy or confidentiality

No provision on secrecy and/or confidentiality can be found
in the Law on judicial organization.

What is more, Article 74-2(4) forces any authority, public of-
ficer and public agents or employees to inform to the CRF of sus-
picious operations notwithstanding any rule on secrecy or confi-
dentiality.

v. Inquiry, investigation or proceeding underway in the requested
Member State

No provision concerning an ongoing inquiry, investigation or
proceeding in the requested Member State can be found in the loi
sur l’organisation judiciaire (especially article 74(5)) with regards
to EU countries FIUs.

Article 74(5) 2° of the same law allows the CRF to refuse an
exchange of information in case it would undermine an ongoing
procedure or inquiry. Yet, this same provision specifies that the
latter should come from a third country (outside the EU).

vi. Other limits and conditions

With regards to the compliance by national rules to Article
50(a) of Directive 849/2015 or the ‘Principles for Information Ex-
change between FIU’ of the EGMONT Group, it should be
noted that the former do not seem to contain any measure that
could be seen as a limit to collaboration between FIUs. Article
74-5(8) of the loi sur l’organisation judiciaire grants the CRF the
possibility to subordinate the exchange of information to another
foreign FIU to the condition that the latter will be used for the
ends they were required for. Yet, this accuracy does not seem con-
trary to Article 50(a) of Directive 843/2018.
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5. COOPERATION WITH LAW ENFORCEMENT AND JUDICAL AUTHORITIES

a. The dissemination of information to National investigative au-
thorities according to national rules

According to Article 74-2 of the Loi sur l’organisation judici-
aire56, the mission of the CRF is not only to collect and analyse the
information on suspicious operations and transactions but also to
disseminate them among competent authorities (in particular the
ones listed above under 2) and to the competent judicial authori-
ties. This dissemination can be spontaneous or upon request of
the one of the aforementioned authorities. The CRF draws a dis-
tinction between active cooperation – when the CRF sponta-
neously or upon request disseminates information – or passive co-
operation – when, on the contrary, the CRF is requested to do so
by other competent authorities or the CRF receives information
collected by other authorities.

The content of the information includes the report received
by the CRF as well as its analysis of the latter and every additional
information collected on the case, in relation to money launder-
ing, terrorism financing and their related predicate offences (the
ones listed under Article 506-1 CC and Article 8 Law 19 Febru-
ary 1973 on drugs57.

As long as possible, the spontaneous dissemination has to be
“selective”: the CRF has to select only the information that are
relevant for the specific counterpart, in a way to “allow the au-
thorities to focus on cases and information that are pertinent to
fulfil their tasks”.58

Here below some figures from the last CRF Annual Report
on 202059:

56 Article 74-2 Law 7 March 1980 as modified by Law 10 August 2018.
57 Article 74-2(2) Law 7 March 1980 as modified by Law 10 August 2018.
58 Article 74-2(2) Law 7 March 1980 as modified by Law 10 August 2018:

«Dans la mesure du possible, la dissémination spontanée des informations est faite de
manière sélective, de façon à permettre aux services et autorités récipiendaires de se
concentrer sur les cas et informations pertinents pour l’accomplissement de leurs mis-
sions respectives».

59 Rapport annuel 2020 Rapport d’activité de la Cellule de renseignement fi-
nancier, Décembre 2021.
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Without any explicit mention, these provisions are though
implementing the information sharing foreseen by Directive
1153/2019.

As for the information related to bank accounts, the institu-
tion now has access to the central register of Luxembourg bank
accounts. In its work of collecting and analysing financial intelli-
gence, the FIU has had a key piece in its arsenal of tools since
202060: access to the central electronic research system concerning
bank accounts and safes. Indeed, each financial institution regu-
lated in Luxembourg must provide the financial sector regulator,
the Financial Sector Supervisory Commission (CSSF), with access
to their client files. This allows the CSSF to consolidate a central
register of bank account holders in Luxembourg in order to facil-
itate its checks on the entities under its regulation.

60 Law 25 March 2020 (La loi modifiée du 25 mars 2020 instituant un système
électronique central de recherche de données concernant des comptes de paiement et
des comptes bancaires identifiés par un numéro IBAN et des coffres-forts tenus par
des établissements de crédit au Luxembourg).
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In its latest annual report, the FIU states that it has direct ac-
cess to the central register of bank accounts since 2020. As a re-
sult, its analysts can quickly check whether a person holds bank
accounts in Luxembourg and in which financial institutions. This
tool is used regularly, in fact whenever there is an indication of fi-
nancial flows passing through Luxembourg. However, the tool as
foreseen in the original version of the Law 25 March 2020 had its
limits. Managed by the CSSF, the FIU did not have administrator
access. Thus, each FIU analyst wishing to access it had to do it
manually via a dedicated and secure web interface. With Law 22
June 2022, Luxembourg amended Article 8 Law 25 March 2020
granting to the CRF direct, instantaneous, and non-filtered access
to those registers.61

In order to further strengthen their collaboration in the fight
against money laundering and the financing of terrorism, the Lux-
embourg Bankers’ Association (ABBL), the CRF and the CSSF
have signed a Public Private Partnership on 13 September 2022.
Such a public-private dialogue helps providing clarity on risks re-
lated to specific activities, typologies of crimes, regulatory expec-
tations, and also aims at identifying specific areas or issues where
more regulatory guidance is needed. This signature is the culmi-
nation of a procedure launched three years ago. In the course of
the year 2019, the ABBL’s Private Banking Cluster became associ-
ated to the process initiated by the CSSF and four working meet-
ings between the CSSF and the ABBL were organised.

On 1 December 2019, the CSSF published the first Private
Banking Sub-Sector Risk assessment in Luxembourg.

In 2020, a permanent joint Expert Working Group on
ML/FT risks in Private Banking was created with representatives
of the Private Banking sector, the ABBL, the CRF and the CSSF.
The first meeting took place on 25 February 2020 and meetings
continued on a regular schedule afterwards to discuss topics that
are relevant to ML/FT prevention in Private Banking. The need

61 Article 8 Law 25 March 2020 as modified by Law 22 June 2022: «Dans le
cadre de ses missions, la CRF a accès au système électronique central de recherche de
données visé au chapitre 3 de manière directe, immédiate et non filtrée afin d’effectuer
des recherches dans les données visées à l’article 2, paragraphe 1er».
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to enlarge the discussions to banking in general progressively
arose and in 2022, the members of the Expert Working Group
decided to create an overarching Expert Working Group on
ML/FT risks in the banking sector in Luxembourg, called Expert
Working Group - Compliance, made up with Chief Compliance
Officers of the banking sector in Luxembourg, representatives of
the ABBL, the CSSF and the CRF.

As for the cooperation with the public prosecutors and other
judicial authorities, it follows the aforementioned dissemination
of information, spontaneously or upon request. Article 74-6 Loi
sur l’organisation judiciaire authorizes the CRF to have access to
the Prosecutorial Digital Data Base (JU-CHA). According to the
2020 CRF Report, it is essential for the national FIU to immedi-
ately know whether the person concerned by a STR is already un-
der investigation for money laundering or correlated crimes.

On the contrary, the Parquet has no direct access to the CRF
data bases. Access to information is granted upon request of the
Parquet according to Article 74-4 Loi sur l’organisation judiciaire.

In 2019 a new agreement has been signed between the CRF
and the Parquet62 in order to make operational the choice to fo-
cus on the most serious cases, this option being possible given the
opportunity principle governing prosecutorial choices.

Considering the importance of Luxembourg as an interna-
tional financial hub, the CRF coordinates the efforts together with
other FIUs as well as the Parquet. Many cases are related to pred-
icate crimes committed abroad or to victims located abroad. A
strict cooperation of both FIUs and prosecutorial offices with for-
eign counterparts is though essential.

The 2020 CRF Report states that a joint initiative with the
Parquet brought to an increase of international cases investigated
at national level63, including cases in which the predicate offence
is the crime of non-justification de ressources (Article 324-quater
CC)64.

62 The agreement is not accessible for the public.
63 2020 CRF Report, p. 70.
64 The minimum term of imprisonment being of 1 year, it is considered as a

predicate offence according to Article 506-1 CC.
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In 2020, 197 spontaneous information have been sent to the
Parquet on the following cases65:

According to the 2020 CRF Report, the low number of final
decisions and of cases under prosecution is due to the complexity
of money laundering cases66. The previous figures only refer to
information spontaneously transmitted from the CRF to the par-
quet. Here below the amount of request for information received
and processed by the CRF. More concretely, the CRF received in
the year 2019, 60 cooperation requests from the Parquet of Lux-
embourg and 12 from the Parquet of Diekirch.67

b. The dissemination of information to supranational authorities:
the case of EPPO, Europol and OLAF

The European Public Prosecutor’s Office (EPPO) signed a
Memorandum of Understanding with the Financial Intelligence
Unit of Luxembourg (CRF) on 18 August 2022.

65 As for the abbreviations: AA Ad acta classement sans suite; EP Enquête
préliminaire ordonnée par le parquet; IJ Instruction judiciaire par le juge d’instruc-
tion; JR Jugement rendu; EC Analyse du dossier en cours au parquet; RE Renvoi par
la chambre du conseil.

66 2020 CRF Report, p. 71.
67 Ibid., p. 71.
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This Memorandum of Understanding provides a structured
framework for cooperation between the bodies. It aims to facili-
tate the exchange of information concerning suspicious transac-
tions or activities reports regarding suspicious facts that might fall
within EPPO’s competence. It also underlines the efforts of both
parties to make the fight against money-laundering and associated
predicate offences adversely affecting the European Union’s fi-
nancial interests as efficient as possible.

No specific agreement seems to exist with Europol nor with
OLAF but previous years’ reports mention the fact that the CRF
took part to many meetings with those authorities.

c. Admissibility of the information and analyses of the CRF in
criminal proceedings

According to Article 74-4 of the Loi sur l’organisation judici-
aire, the CRF should comply with the requests of information
coming from national competent authorities, including the judi-
cial authorities (but not the parquet). Non execution is though
possible if there are reasons to fear that the communication of
such information might have a negative impact on the CRF inves-
tigation or, in exceptional cases, when the communication would
be manifestly disproportionate in relation to the legal interests of
an individual or a legal entity, or it appears not relevant with the
content of the request.68

However, the CRF cannot refuse to transfer information and
elements to the prosecutor unless that information has been re-
ceived from a foreign FIU that specifically opposed the dissemi-
nation.69

All the competent authorities, including the judicial authori-
ties and the parquet, should communicate to the CRF a follow-up
on the information they received from the CRF.70

The reports of the CRF may represent a valid notitia criminis,
as it is witnessed by statistics in the previous section.

68 Article 74-4(2) Loi sur l’organisation.
69 Article 74-4(2) Loi sur l’organisation.
70 Article 74-4(3) Loi sur l’organisation.
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As for the admissibility of the information and analyses of
FIU’s report, no specific concern exists in terms of evidence law.
Luxembourg code of criminal procedure dates back to 1808, i.e.,
the Napoleonian code. It follows an inquisitorial system amended
multiple times to accommodate the necessary reforms in terms of
guarantees but still does not provide for rigid barriers in terms of
evidence. As a consequence, every report coming from adminis-
trative authorities is in principle admissible and assessed by crim-
inal courts according to the principles of loyauté de la prevue and
intime conviction.71

71 Arrêt n° 983/20 Ch.c.C. du 3 novembre 2020 (Not.: FRE-2020-XXX).
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1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW

1.1. The offense of money laundering and self-money laundering
and their predicate crimes: structure and sanctions

In German law, the criminal and administrative offences of
money laundering overlap.
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According to Section 1, subsection 1, of the Act on the Trac-
ing of Proceeds from Serious Crimes (Anti-Money Laundering
Act - AMLA), «money laundering within the meaning of this Act
is an offence under section 261 of the Criminal Code». It follows
that the criminal law definition of money laundering underpins
obliged entities’ preventive obligations as well as the responsibili-
ties of the FIU.

The offence of money laundering was first introduced into
Section 261 of the German Criminal Code by the “Act to Combat
Illegal Drug Trafficking and Other Forms of Organized Crime
(OrgKG)” of 15 July 1992. Purpose of the law was to fulfill inter-
national obligations to create a criminal offence against money
laundering and to implement the Community law requirements of
the “Council Directive 91/308/EEC of 10 June 1991 on preven-
tion of the use of the financial system for the purpose of money
laundering”, so called First AML Directive.

Over the course of time, numerous laws have rewritten the
provision of Section 261 GCC (German Criminal Code), which
has led to a considerable expansion of the catalogue of predicate
offences, an extension of the personal scope of application to the
predicate offender and an increase in the minimum penalty. With
the introduction of the provision, the legislature was able to close
the gap in the GCC that had previously existed in the area of
money laundering. According to its original conception, the legis-
lator intended Section 261 to cover the interface between the ille-
gal and the legal economic cycle with the aim of making it more
difficult to smuggle assets from organised crime and related forms
of crime into the legal financial and economic cycle. This objec-
tive was subsequently extended to the fight against other serious
crimes, without there having to be a connection to organised
crime in the individual case.1

Focusing on the current wording of the provision, it under-
goes a significant amendment in 2021. The German Federal Par-
liament passed the law to implement the “Directive (EU) 2018/
1673 of the European Parliament and of the Council of 23 Octo-

1 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, C.H. BECK, Munich, 2022,
§ 261, 1-5.
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ber 2018 on combating money laundering through criminal law”,
thus making the major change since the introduction of Section
261 GCC. Since the Act came into force on March 18, 2021, all
criminal offences (even misdemeanours) constitute eligible predi-
cate offences for money laundering. With the abolition of the cat-
alogue of predicate offences and the decision in favour of an “all-
crimes approach”, the German legislature is clearly going beyond
the requirements of European law, which in this respect had only
demanded the inclusion of a number of further offences as money
laundering predicate offences in comparison to the current law.2

The offence of money laundering is a subsequent offence
that is preceded by an unlawful act as defined in Section 11, para-
graph 1, no. 5 GCC, from which the objects of money laundering
originate.3 The offences under Section 261 GCC are set out in
paragraphs 1 and 2 of the provision. The range of punishment has
been changed to the extent that the minimum penalty of three
months imprisonment for the basic offence has been dropped and
a fine can be imposed as an alternative. Paragraph 4 provides for
an increased penalty of three months to five years imprisonment if
the offender acts as a person obliged under money laundering law
(as defined in Article 2 of the German AML Law). Paragraph 5
provides for a sentencing rule for “particularly serious cases”,
such as where the offender acts commercially or as a member of a
gang that has banded together to commit money laundering on an
ongoing basis. Negligent conduct is made punishable in para-
graph 6 (from the limit of recklessness: “recklessly fails to recog-

2 Cf. BT-Drs. 19/24180, 12. According to the draft act of the Federal Govern-
ment, money laundering continues to be a significant problem at national, European
and global level. It damages the integrity, stability and reputation of the financial sec-
tor and endangers the European internal market as well as the internal security of the
Federal Republic of Germany and the European Union. The current German law al-
ready largely complies with the money laundering provisions of various international
legal instruments and to a large extent with the provisions of the Directive: «however,
the fight against money laundering under criminal law is to be further improved and,
to this end, the international minimum requirements are to be exceeded. The imple-
mentation of the Directive will therefore be combined with a new version of the
offence, which in future will include all offences as money laundering offences. This
means that money laundering will be punishable much more frequently than before».

3 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 6.
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nize”), which in combination with the deletion of the catalogue of
predicate offences leads to a massive expansion of criminal liabil-
ity. In paragraph 1, sentence 3 and paragraph 6, sentence 2, the
so-called “privilege of criminal defence” in money laundering is-
sues, a principle already clarified by the case law of the Federal
Constitutional Court, is established for legal professionals. Ac-
cording to this, a criminal defence lawyer is only liable to prose-
cution for money laundering by accepting a fee for his work if he
had certain knowledge of its illegal origin at the time of accep-
tance. The fundamental impunity of self-money laundering is reg-
ulated in paragraph 7; the regulation on active repentance in
paragraph 8. Acts committed abroad can also be suitable predicate
offences for money laundering. Paragraph 9, no. 2, letters a-h,
breaks the principle of double criminality for a catalogue of EU
offences from a total of eight European conventions. Paragraph
10 contains a reference to the provisions on confiscation according
to Section 74a. Paragraph 10, sentence 3 now states that Sections
73-73e are expressly applicable in addition to Sections 74, 74a.

Analyzing the provision in more detail, the following can be
pointed out.

The legal interest of Section 261 GCC is controversial.4 The
provision protects the domestic administration of justice in its
task of eliminating the effects of criminal offences.5 In addition to
this legal interest common to all offence variants of Section 261,
para. 1 sentence 1 no. 3 and no. 4 additionally protect the legal in-
terests protected by the predicate offences (on this point, see be-
low).6

4 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 6; M. VOß, Die Tatobjekte
der Geldwäsche, Carl Heymanns Verlag, 2007, 8 ss; K. WINKLER, Die Strafbarkeit des
Verteidigers jenseits der Strafvereitelung - Zugleich ein Beitrag zur Auslegung des § 261
StGB, Verlag Dr. Kovac, 2005, 181 ss.

5 Cf. OLG Karlsruhe, decision of 20.1.2005 - 3 Ws 108/04, in NJW, 2005, 768;
BT-Drs. 12/989, 27 on “Entwurf eines Gesetzes zur Bekämpfung des illegalen
Rauschgifthandels und anderer Erscheinungsformen der Organisierten Kriminalität
(OrgKG)”.

6 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 7; F. RUHMANNSEDER,
BeckOK StGB/Ruhmannseder, § 261, C.H. BECK, Munich, 2022, 7; BGH, decision of
6.6.2018 - 2 Ars 163/18, 2 AR 106/18, in NJW 2018, 2743; M. JAHN, M. EBNER, Die
Anschlussdelikte - Geldwäsche, in JuS, 2009, 597; BT-Drs. 12/989, cit., 27.
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Any object derived from a predicate offence is a suitable ob-
ject for money laundering. The broad term “object” includes all
legal objects that have an asset value.7 In addition to movable and
immovable property, this also includes rights. Cash, book money
in domestic and foreign currency, receivables, securities, precious
metals, precious stones, real estate and rights to it, shareholdings
in companies and shares in company assets come into question.8

The object of money laundering must derive from some un-
lawful act. With the deletion of the previous catalogue of predi-
cate offences, the legislator has made a paradigmatic shift towards
the “all-crimes approach”, so that now all offences can be consid-
ered as suitable predicate offences for money laundering. The
predicate offence must actually have been committed, whereby
the culpable commission is not required. A criminal attempt to
commit the predicate offence is sufficient.9 The court that decides
on criminal liability under Section 261 must itself determine the
existence of the respective predicate offence in a sufficiently con-
crete manner, without being bound by any final decision on the
predicate offence by another court.10 The determination of a spe-
cific predicate offence, on the other hand, is not necessary (as it
has been up to now). Rather, it is sufficient to prove that facts ex-
ist, which show that a constituent offence has been committed.
However, it must be established to the conviction of the court
that the object of the offence stems from one (of possibly several)
predicate offence(s).11 It is irrelevant whether the participants in

7 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 9; BT-Drs. 12/989, cit., 27.
8 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 9. On Bitcoins and other

digital currencies, cf. for example F. HERZOG, T. HOCH, Bitcoins und Geldwäsche:
Bestandsaufnahme strafrechtlicher Fallgestaltung und regulatorisch Ansätze, in StV,
2019, 412. In addition, actual items are also covered that are not recognised by the le-
gal system but are transferable and have a value, such as void claims; cf. H. OTTO, Das
strafrechtliche Risiko der gesetzlichen Vertreter und Geldwäschebeauftragten der Kred-
itinstitute nach dem Geldwäschegesetz, in wistra, 1995, 326. Prohibited objects such as
narcotics or counterfeit money are also covered; cf. M. MAIWALD, Auslegungsprobleme
im Tatbestand der Geldwäsche, in FS Hirsch, 1999, 636; M. VOß, Die Tatobjekte der
Geldwäsche, cit., 18 ss.

9 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 10.
10 Cf. BT-Drs. 19/24180, 29; K. BERNSMANN, Geldwäsche und Vortatkonkre-

tisierung, in StV, 1998, 46.
11 Cf. BT-Drs. 19/24180, 30; BGH BGH, decision of 21.1.2016 - 4 StR 384/15



100 GIOVANNA AMATO

the predicate offence can be identified. The statute of limitations
of the predicate offence is also irrelevant.12

It is not necessary that the predicate offence was committed
by another person. Accordingly, anyone can be a perpetrator or
participant in money laundering, including the predicate offender
himself or another participant in the predicate offence. In this
context, however, para. 7 provides that a participant in the predi-
cate offence is only punished for money laundering if he/she puts
the object into circulation and thereby conceals its unlawful ori-
gin. This personal ground for exclusion from punishment,13

which is intended to prevent double punishment for predicate
and subsequent offences, is based on the idea of the co-punish-
able subsequent offence,14 and is based on the legislature’s con-
sideration that the mere endangering of the determination of the
origin, the finding or the confiscation does not constitute a wrong
against the predicate offender that goes beyond the unworthiness
of the predicate offence and therefore is separately reproach-
able.15 Only the concealment, i.e. purposeful, misleading machi-
nations with the purpose of giving an asset the appearance of a
different (legal) origin or at least to conceal its true origin, goes
beyond the ordinary handling of the object and is therefore af-
flicted with an independent unworthiness.16

(LG Essen), in NStZ, 2016, 538; K. BERNSMANN, Geldwäsche und Vortatkonkre-
tisierung, cit., 48; V. PETROPOULOS, Der Zusammenhang von Vortat und Gegenstand in
§ 261 StGB, in wistra, 2007, 243.

12 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 11.
13 Cf. BT-Drs. 13/8651, 11; BGH, decision of 18.2.2009 - 1 StR 4/09 (LG

Stuttgart), in NStZ, 2009, 328.
14 Cf. M. BERGMANN, Materiell-rechtliche und verfahrensrechtliche Überlegungen

zur Strafbarkeit der Selbstgeldwäsche, in NZWiSt, 2014, 450; S. HOMBRECHER, Der
Tatbestand der Geldwäsche (§ 261 StGB) - Inhalt, Aufbau, Problemstellungen, in JA,
2005, 70; BT-Drs. 13/8651, 11; U. KINDHAEUSER, U. NEUMANN, H.U. PAEFFGEN, Strafge-
setzbuch, Nomos, 2017, par. 21.

15 Cf. BT-Drs. 18/6389, 14 on „Entwurf eines Gesetzes zur Bekämpfung der Kor-
ruption“.

16 Cf. BT-Drs. 19/24180, 34, on „Entwurf eines Gesetzes zur Verbesserung der
strafrechtlichen Bekämpfung der Geldwäsche“. For substantive and procedural consid-
erations on the criminal liability of self-money laundering, see M. BERGMANN, Ma-
teriell-rechtliche und verfahrensrechtliche Überlegungen zur Strafbarkeit der Selbstgeld-
wäsche, cit., 448.
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As a personal ground for exclusion from punishment, para. 7
does not affect the constituent elements of the offence and the
unlawfulness of money laundering acts of the predicate offence
participants that is why participation in such money laundering,
which is not punishable for the offender, by persons who were
not involved in the predicate offence remains punishable. The
provision also applies if the predicate offence and the money
laundering act coincide. In this respect, paragraph 7 constitutes a
“rule of competition”.17 Paragraph 7 does not require that the
predicate offence is already completed or finished at the time of
the money laundering offence.18

Paragraph 9 extends the applicability of the offence of
money laundering to objects that originate from a predicate of-
fence committed abroad.19 This is intended to take account of the
international interconnectedness of the financial markets, and to
implement the requirements of Directive (EU) 2018/1673.20 The
prerequisite (as before) is that the act committed abroad would
be punishable if German criminal law were applicable to it. In
this context, it is important that a comparable domestic offence
would fulfil the requirements of para. 1.21 In addition, the foreign
offence must also be punishable at the place of the offence (para.
9 no. 1). This principle of double criminality is now broken in the
new version for a catalogue of EU offences from a total of eight
European conventions in para. 9 no. 2 letters a-h in a extremely
confusing manner. The background to this amendment is that the
transposing Directive (EU) 2018/1673 does not allow the require-
ment of double criminality if the foreign offence is an act that is
punishable under the European Union legislation listed in para. 9
no. 2. In these cases of acts already designated as criminal acts by

17 Cf. BGH, decision of 20.9.2000 - 5StR 252/00 (LG Frankfurt/Oder), in NStZ,
2000, 653; BGH, decision of 18.2.2009 - 1 StR 4/09 (LG Stuttgart), in NStZ, 2009,
328; OLG Hamburg, decision of 19.6.2002 - 3 Ws 70/02, in StV, 2002, 591.

18 Cf. BGH, decision of 20.9.2000 - 5StR 252/00 (LG Frankfurt/Oder), cit., 654.
19 On the determination of the jurisdiction, cf. BGH, decision 23.4.2013 - 2AR

91/13 and 2 AR 56/13 (LG Offenburg), in NStZ-RR, 2013, 253; LG Köln, decision of
15.4.2011 - 113 Qs 15/11, in NZWiSt, 2012, 188.

20 Cf. BT-Drs. 19/24180, 16 and 35 ss.
21 Cf. A. SCHÖNKE, H. SCHRÖDER, Strafgesetzbuch Kommentar, C.H. BECK, 2019, 8.
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European law, there is no need for an additional finding that the
act is also punishable at the place of the offence.22

Only an object that derives from a predicate offence can be
considered as a suitable object of a money laundering offence.
The decisive approach is an economic one, according to which
objects are to be regarded as being marked if they can be traced
back to the predicate offence in the sense of a causal connection,
and are not essentially based on the performance of third par-
ties.23 The aim is to ensure that a chain of acts of exploitation is
also covered, in which the original object is replaced by another
while retaining its value. In this way, the legislature also wanted to
enable law enforcement agencies to access substitute objects (sur-
rogates), irrespective of their allocation to the property of the
predicate offender and of any rights of the victims of the predi-
cate offence. Neither in the wording of the provision of Section
261 nor in the legislative resources did the legislature create clear
contours for the content and limits of the element of the offence
“deriving”,24 which is why the criteria of interpretation are ex-
tremely controversial in detail. In the starting point, a distinction
is to be made between objects directly and indirectly derived from
the predicate offence. It is irrelevant whether the blamed asset or
its surrogate is still in the hands of the predicate offender.25 Items
that are suitable for money laundering are always those that orig-
inate directly from a predicate offence (so-called original items).
First of all, this includes objects that were obtained either for the
predicate offence (e.g. wages, remuneration, ransom) or from the

22 Cf. BT-Drs. 19/24180, 35; B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 14.
23 Cf. BGH, decision of 26.11.2009 - 5 StR 91/09 (LG Berlin), in NStZ-RR,

2010, 109 ss, according to which – in the context of a “VAT carousel” – an object is
derived from the predicate offence within the meaning of Section 261 of the Criminal
Code if it can be traced back to the predicate offence from an economic point of view
in the sense of a causal connection. The required causal connection between the pred-
icate offence and a substitute that has taken the place of the original object in the
course of acts of exploitation is in any case given if the substitute object originates
from a direct relationship with the predicate offender; BGH, decision of 15.8.2018 - 5
StR 100/18, in NZWiSt, 2019, 148.

24 Cf. BT-Drs. 19/24180, 29.
25 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 15; OLG Karlsruhe, de-

cision of 20.1.2005 - 3 Ws 108/04, in NJW, 2005, 767.
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predicate offence (e.g. stolen goods, proceeds from the sale of
narcotics) (so-called scelere quaesita). The objects produced by
the offence, e.g. counterfeit money or manufactured narcotics (so-
called producta sceleris), also derive directly from the predicate of-
fence. Objects that are only used for the commission or prepara-
tion of the predicate offence, but are not derived from it (instru-
menta sceleris), do not constitute a suitable object of a money
laundering offence.26 They may be confiscated (cfr. section 74 par.
1), but they do not stem from the predicate offence. Objects di-
rectly resulting from the predicate offence always remain marked
and are therefore permanently contaminated.27 In principle, ob-
jects that are indirectly derived from the predicate offence (bene-
fits, surrogates) are also suitable objects for money laundering.28

An economic approach is decisive here. Accordingly, such objects
are suitable for money laundering which, from an economic point
of view, have taken the place of the original object as a result of
several exchange and transformation processes. A change in the
value of the replacement object compared to what was originally
obtained is irrelevant29.

There are considerable difficulties in interpreting the charac-
teristic “origin” in connection with the mixing of marked and un-
marked assets.30 According to the one first view, the object result-
ing from the intermingling only derives from the predicate of-

26 Cfr. U. KINDHAEUSER, U. NEUMANN, H.U. PAEFFGEN, Strafgesetzbuch, § 261,
Nomos Verlag, 2017, 61-66; C. BURR, Geldwäsche- Eine Untersuchung zu § 261 StGB,
Siegburg, 1995, 68; A. DIONYSSOPOULOU, Der Tatbestand der Geldwäsche- Eine Analyse
der dogmatischen Grundlagen des § 261, Frankfurt am Main, 1999, 106; S. MEHLHORN,
Der Strafverteidiger als Geldwäscher, Nomos Verlag, 2004, 76; BGH, decision of
18.2.2009, in NStZ, 2009, 328.

27 Cfr. U. KINDHAEUSER, U. NEUMANN, H.U. PAEFFGEN, Strafgesetzbuch, cit., 65;
B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 16.

28 Cfr. BGH, decision of 27.7.2016 - 2 StR 451/15 (LG Limburg), in NStZ,
2017, 28.

29 Cfr. U. KINDHAEUSER, U. NEUMANN, H.U. PAEFFGEN, Strafgesetzbuch, cit., 67-
69; B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 17; BT-Drs. 12/989, 27.

30 Problematic are, for example, the cases of mixing of giro money (e.g. deposit
of euro 2,000 dirty cash into a bank account with euro 8,000 clean book money) or
mixed financing by cash (e.g. purchase of a car worth euro 10,000 with marked euro
1,000 and unmarked euro 9,000). See B. VON HEINTSCHEL-HEINEGG, BeckOK StGB,
cit., 18.
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fence in the relationship in which the earlier individual objects
stood to each other (so-called doctrine of partial contamination).31

According to the doctrine of total contamination, on the other
hand, the partially contaminated object stems entirely from the
predicate offence.32 The consequence of this view is that every
part of the contaminated object itself and every surrogate that
takes its place again derives from the predicate offence.33 In con-
trast to objects directly derived from the predicate offence, surro-
gates are generally not permanently contaminated. A surrogate
ends when a new surrogate in the course of a further substituting
replaces it.34

The statute of limitations of the predicate offence does not
result in the removal (decontamination) of an object suitable for
money laundering.35

The offences of money laundering were restructured in the
course of the implementation of the Directive. They are based on
the previously used elements of the offence but are more closely
aligned with the wording of the Directive.

The new version of Section 261 is intended to punish anyone
who:

– conceals (para. 1, sentence 1, no. 1),
– disguises, swaps, transfers or passes (para. 1, sentence 1,

no. 2) an object derived from an unlawful act with the intention
of hindering the tracing, confiscation or investigation of its origin,

– obtains it for himself or a third party (para. 1, sentence 1,
no. 3),

– or keeps it or uses it for himself or a third party if he knew
the origin of the object at the time, he obtained it (para. 1, sen-
tence 1, no. 4).

31 Cfr. M. JAHN, M. EBNER, Die Anschlussdelikte - Geldwäsche (§§ 261-262
StGB), in JuS, 2009, 599.

32 BGH, decision of 20.5.2015 - 1 StR 33/15, in NJW, 2015, 3254.
33 For more details, see U. KINDHAEUSER, U. NEUMANN, H.U. PAEFFGEN, Straf-

gesetzbuch, cit., 75-76.
34 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 20.
35 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 21; S. BARTON, Das Tato-

bject der Geldwäsche: Wann rührt ein Gegenstand au seiner der im Katalog des § 261 I
Nr. 1-3 StGB bezeichneten Straftaten her?, in NStZ, 1993, 164.
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According to para. 2, anyone who conceals or disguises facts
that may be of importance for the finding, confiscation or deter-
mination of the origin of an object according to para. 1 is pun-
ished.

The term “conceals” in subsection 1, sentence 1, no. 1 corre-
sponds to the variant of the offence with the same wording in the
previous Section 261, subsection 1, sentence 1 a. Concealment is
any activity that makes access to an object of crime more difficult
by means of a non-standard local accommodation or an act con-
cealing the object. The final verb form deliberately chosen in
para. 1, no. 1 is intended to express that a “manipulative ten-
dency” of the offender is required, even if a clandestine approach
is not mandatory.36

The disguise or transfer of an object with the intention of im-
peding its location, its confiscation or the determination of its ori-
gin is punishable by subsection 1, sentence 1, no. 2. This type of
offence also requires a manipulative tendency on the perpetrator’s
part. The provision covers acts that are intended to endanger the
State’s investigative activities or the State’s right to confiscate
property. The endangering character is expressed by the fact that
acts aimed at thwarting certain successes; however, a concrete en-
dangerment of these successes is not required, so that para. 1,
sentence 1, no. 2 is an abstract endangering offence. This exten-
sion (in comparison to the previous law) to an abstract endanger-
ing offence, in conjunction with the existing punishability of at-
tempts (para. 3), leads to a questionable shifting of criminalisa-
tion.37

“Swap” means the giving away of the original object and the
simultaneous or also temporally staggered obtainment of a con-
sideration. There must be a causal link between giving away and
obtaining in order to fulfil the reciprocity typical of an exchange.

36 Examples of concealment are hiding or burying an object; hiding an object in
an unusual place (e.g. filing files in the wrong context) and similar precautions that
prevent discovery; making money transfers to foreign countries. Cf. B. VON

HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 23.1.
37 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 24.
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The “transfer” relates mainly to rights, whereas the “passing” of
an asset relates mainly to physical objects.38

The term “thwarting” is borrowed from the provision of Sec-
tion 258 GCC, according to which is liable any «person who in-
tentionally or knowingly frustrates, in whole or in part, the pun-
ishment of another for an unlawful act in accordance with the
criminal law». Any causal conduct that puts the predicate of-
fender in a better position vis-à-vis the prosecuting authorities is
therefore sufficient as an act of frustration.39

The offence in subsection 1, sentence 1, no. 3 is committed
by anyone who obtains an object from a predicate offence for
himself or a third party. In this respect, the wording corresponds
to the previous provision and links to the corresponding wording
of “receiving stolen goods” under Section 259 GCC, which is why
the term “obtaining” is to be interpreted in the same way. What is
required is the establishment of one’s own actual power of dis-
posal over the object by derived means, i.e. with the consent of
the predicate offender. Unauthorized action by the perpetrator,
e.g. theft or robbery of an object originating from the predicate
offence, does not fulfil the elements of the offence. The predicate
offender’s consent is also lacking if he is induced to transfer the
power of disposal by threat or deception.40

38 It is extremely doubtful that a better manageability of the money laundering
offence (cf. BT-Drs. 19/24180, 13) can be achieved with the formulation of para. 1
sentence 1 no. 2 overall: An exchange, transfer or introduction that is made with the
intention of thwarting the discovery of an object suitable for money laundering will
regularly also conceal a possibly significant fact within the meaning of para. 2. In ad-
dition, an exchange as well as a transfer to a third party will be accompanied by a pro-
curement within the meaning of para. 1 sentence 1 no. 3. There is also an overlap be-
tween a transfer intended to thwart a finding and a concealment within the meaning
of para. 1 sentence 1 no. 1. On the new provision, see K. ALTENHAIN, L. FLECKENSTEIN,
Der Gesetzentwurf zur Neufassung des § 261 StGB, in JZ, 2020, 1050.

39 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 25; BT-Drs. 12/3533, 11.
40 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 25; BT-Drs. 12/3533,

26-26.1. Examples of “procuring” are the acceptance of other people’s money as de-
posits for credit institutions (see BT-Drs. 12/3533, 13); the receipt of pledged money
for investment in one’s own business (see BGH, decision of 17.7.1997 - 1 StR 208/97
(LG München I), in NJW, 1997, 3322); the deposit of stolen money in escrow ac-
counts by lawyers, notaries, tax consultants and auditors (see W. SPISKE, Pecunia olet?
Der neue Geldwäschetatbestand § 261 StGB im Verhältnis zu den §§ 257, 258, 259
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The offence in subsection 1, sentence 1, no. 4 consists (un-
changed in content) in the fact that the offender keeps an object
suitable for money laundering or uses it for himself or a third
party. Custody means taking an object into custody or holding it
in order to preserve it for a third party or for one’s own subse-
quent use. In the case of property, this is to be understood as the
conscious exercise of actual control over the property.41 For the
safekeeping of receivables (book money), it depends on whether
the offender has an actual power of disposal over the receivable
corresponding to direct control over the property. In the case of
accounts, the sole right of the account holder to dispose of the
money is sufficient for this. Use includes any intended use of an
object suitable for money laundering. This includes, in particular,
the various money transactions. Use in agreement with the holder
of the power of disposal is required, which is why unauthorized
acts are not covered.42 In both cases of para. 1, sentence 1, no. 4,
the offender must have known the marked origin of the object at
the time of its acquisition. In this context, knowledge means not
only certain knowledge, but also a “holding for possibility”, in the
sense of conditional intent.43

StGB, insbes. zur straflosen Ersatzhehlerei, Peter Lang, 1998, 136 ss); the forwarding of
client money by a lawyer to a third party (U. KINDHAEUSER, U. NEUMANN, H.U. PAEFF-
GEN, Strafgesetzbuch, cit., 112). On the other hand, in the absence of the lawyer’s own
power of disposal, there is no “obtaining” if the object resulting from a valid predicate
offence is merely borrowed, rented, kept (but cf. para. 1 sentence 1 no. 4) or used
temporarily (cf. BT-Drs. 12/3533, 13). The mere management of an account by a bank
is also not an offence, as it does not provide anyone with an asset (G. WERNER,
Bekämpfung der Geldwäsche in der Kreditwirtschaft, Freiburg im Br., 1996, 229). Fur-
thermore, it is not an offence for a person to take control of an incriminated object
merely in order to pass it on to the law enforcement authorities. The case in which a
defense lawyer accepts a (stolen) sum of money for the purpose of a deposit payment
and forwards it as such to the court cashier is comparable to a supply to the investi-
gating authorities and therefore cannot be judged differently. See LG Gießen, decision
of 23.4.2004 - 7 KLs Js 4820/03, in NJW, 2004, 1967; OLG Frankfurt a.M., decision
of 10.3.2005 - 2 Ws 66/04, in NJW, 2005, 1727.

41 Cfr. BGH, decision of 12.7.2016 - 1 StR 595/15, in NStZ, 2017, 169.
42 Cfr. BGH, decision of 29.10.2009 - 4 StR 239/09, in NStZ-RR, 2010, 54; BT-

Drs. 12/3533, 13.
43 Cf. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 27-29. On the one hand,

this results from a comparison with the provision of para. 6, where even the reckless
failure to recognize the origin of the object is sufficient even in the case of para. 1, sen-
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Pursuant to paragraph 2, it is a criminal offence to conceal or
disguise facts which may be of importance for the finding, confis-
cation or determination of the origin of an object according to
paragraph 1. The success-related wording is intended to express
that (as with para. 1 sentence 1 no. 1) a manipulative behavior of
the offender is required. Here, too, the offence acts serve to make
it more difficult for the investigating authorities to gain access to
the object of the offence or to confiscate it. As a result, targeted
and specifically suitable action is required, without these efforts
having to have led to success from the perspective of the prose-
cuting authorities or necessarily having to have been carried out
secretly. Unlike in the case of subsection 1 sentence 1 no. 1, the
acts of subsection 2 are already immanent dangers, because they
are precisely not neutral acts, but acts aimed at manipulation.
What is required, therefore, are concretely misleading and ac-
tively suppressive machinations with regard to all facts that may
be of importance to the investigating authorities during the inves-
tigation and confiscation. The term “facts” is meant comprehen-
sively and is based on the same term used in Section 263, para. 1,
GCC, on fraud.44

According to the current understanding, “concealment of
origin” includes all misleading activities aimed at giving an object

tence 1 no. 4. Furthermore, a narrower understanding would lead to a contradiction
with para. 1, sentence 1 no. 3, where conditional intent with regard to the origin is
sufficient.

44 According to the explanatory memorandum, it does not have to be estab-
lished that the concrete facts and information in question were necessary for the in-
vestigation and confiscation in the individual case: it is sufficient that their knowledge
would have been helpful. The explanatory memorandum to the draft bill also states
that the individual offences could not be clearly distinguished from each other and
overlapped in many ways, which made them difficult to handle, especially in practice.
Furthermore, the adoption of both terms in the transposition into national law is less
likely to improve the manageability of the offence but rather to more ambiguity, al-
lowing simple inactivity to fall under the offence. See BT-Drs. 19/24180, 21 and 33.
The literature points out that the offences of “concealment” and “disguise” meet with
constitutional concerns with regard to certainty under Section 103, paragraph 2 of the
German Constitution, according to which an act may only be punished if the pun-
ishability was determined by law before the act was committed. The doubts about the
constitutional determinacy of para. 2 also concern the phrase, «facts which … may be
of importance» and «being helpful». Cfr. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB,
cit., 30-33.
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of crime the appearance of a different (legal) origin or at least
concealing its true origin.45 Unlike the previous version of Section
261, in which concealment of origin only referred to facts that
make up the paper trail, the current provision also extends the
concealment to facts that otherwise provide information about
the origin of an object suitable for money laundering and even to
facts that only possibly belong to the paper trail or provide infor-
mation about the origin.46 The doctrine emphasizes that, consid-
ering the punishability of attempts (para. 3), the formulation of
para. 2 goes far beyond the requirements of European and inter-
national law.47

It has to be noted that the applicability of the offence of
money laundering is subject to certain limitations, such as the
prior acquisition in good faith by a third party (para. 1, sentence
2), the acceptance of fees by defense lawyers (para. 1, sentence 3),
the acquisitions that are already punishable under other provi-
sions,48 the transactions in daily life,49 and the cases of money
laundering by law enforcement agencies.50

45 Cfr. BGH, decision of 17.10.2019 - 3 StR 521/18 (LG Osabrück), in NStZ,
2020, 276.

46 Examples of concealment of origin are: false transactions; exchanging ransom
money at a bank for unregistered notes; smuggling drug money into the economic cy-
cle by withdrawing it from the bank account and returning it to the predicate of-
fender; keeping an account under a false name or making an account available for re-
ceiving incriminated money; mixing of “clean” and “dirty” money in companies with
a high volume of cash; re-registration of previously stolen and manipulated passenger
cars by entering a false vehicle identification number. On the other hand, the payment
of stolen money as bail does not constitute concealment of origin. See B. VON

HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 33.1-2.
47 See K. ALTENHAIN, L. FLECKENSTEIN, Der Gesetzentwurf zur Neufassung des §

261 StGB, cit., 1049.
48 See B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 42.
49 In view of the enormous scope of the offence variants of Section 261, various

approaches to restricting the application of the offence of money laundering were dis-
cussed in the criminal law literature. For example, it was sometimes proposed to ex-
clude transactions for the satisfaction of daily needs from the offence by way of teleo-
logical reduction, or by the consideration of a so-called de minimis limit, according to
which money laundering would only be punishable from a minimum amount. See B.
VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 43.

50 According to the majority opinion, the receipt of seized assets by employees
of the law enforcement agencies for the payment of fines and the costs of proceedings
or for the execution of confiscation or seizure does not constitute money laundering.
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According to subsection 1, sentence 2, the acquirer of an ob-
ject suitable for money laundering in the cases of subsection 1,
sentence 1, no. 3 and 4 (obtaining, keeping, using) is not liable, if
a third party has previously obtained this object without thereby
committing an unlawful act. From a systematic point of view, the
provision is not a ground for exclusion from punishment but lim-
its the elements of the offence.51 The provision is intended to pre-
vent the creation of unreasonably long chains of subsequent of-
fences in order to protect the general course of justice.52 It is ir-
relevant whether the acquisition by the third party is effective
under civil law or whether a subsequent acquirer is in bad faith
with regard to the object.53 Subsection 1, sentence 2 only con-
cerns the object obtained by the third party acting in good faith.
The object that the predicate offender receives from the third
party, on the other hand, remains a suitable money laundering ob-
ject as a surrogate.54

With regard to paragraph 1, sentence 3, namely the «criminal
liability of defense lawyers in connection with the acceptance of
fees for offences under section 261, subsection 1, sentence 1, no.
3 and 4», the liability is limited to cases in which the professional
has certain knowledge of the origin of the property accepted as a
fee.55 Suitable money laundering objects are all assets within the

Undercover investigators or bank employees who, on behalf of the prosecuting au-
thorities, pass on objects resulting from a catalogue offence in a controlled manner for
investigative reasons are not liable under Section 261, subsections 1 and 2. For more
references, see B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 44-45.

51 See B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 34-35.
52 See BT-Drs. 12/989, 28; BT-Drs. 19/24180, 31.
53 See K. LACKNER, K. KÜHL, Strafgesetzbuch, § 261, C.H. Beck Verlag, 2018, 6.
54 Cf. BT-Drs. 19/24180, 32; B. VON HEINTSCHEL-HEINEGG, BeckOK StGB,

cit., 35.
55 On the “criminal defense lawyer privilege”, with regard to the previous word-

ing of Section 261, see BVerG, decision of 30.3.2004 - 2 BvR 1520, 1521/01, in NStZ,
2004, 259, according to which the possibility for the public prosecutor’s office to ini-
tiate preliminary proceedings for money laundering against the defense lawyer already
during the proceedings against the client has an enormous influence on a defense un-
der the rule of law, provided that certain facts give rise to a corresponding initial sus-
picion (Section 152, para. 2, German Code of Criminal Procedure - GCCP). This can
lead to coercive measures being directed against the defense lawyer, such as the mon-
itoring of telecommunications under section 100a GCCP, the search of the law firm
according to Sections 102 ss. GCCP, and the seizure of files and client documents ac-
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meaning of para. 1 sentence 1 accepted by the defense lawyer.
The fee does not have to be the direct proceeds of the crime or
the product of a predicate offence, but also another asset that has
taken its place. For a punishable conduct, it is required that the
defense lawyer has knowledge of the incriminated origin at the
time of accepting the fee. It is not sufficient that he/she has a
mere presumption of the incrimination of the fee, but certain
knowledge of the criminal origin is required. As other offenders
conditional intent is sufficient. It should be noted that the restric-
tions do not apply to all offences under the newly formulated Sec-
tion 261 in case of acceptance of a fee. According to the legisla-
ture, the manipulative tendencies inherent in the other variants of
the offence did not make it necessary to grant defense lawyers
special protection against criminal prosecution in these further
variants.56

The clarifying new provisions of para. 1 point 3 and para. 6
sentence 2 only explicitly name the “defense lawyer” as the privi-
leged party. While this does not lead to any change in the previ-
ous legal situation for defense lawyers, it remains open whether a
corresponding exemption from punishment must be transferred
to civil law or public law mandates of a lawyer as well as to other
professional groups providing legal advice. The explanatory mem-
orandum of the draft bill does not comment on this important is-
sue.57

According to paragraph 4, any person who commits an of-
fence under subsection 1 or 2 as an obliged person under section
2 of the AMLA shall be liable to a custodial sentence of three
months to five years. In implementation of the EU directives,
para. 4 now provides for an increased penalty in cases where the
offender acts “as” an obliged person under money laundering law
(as defined in section 2 AMLA). Paragraph 4 is therefore a special
offence.58

cording to Sections 94 ss. GCCP. This in turn can lead to conflicts of interest or a last-
ing impairment (possibly even destruction) of the relationship of trust between de-
fense counsel and client.

56 See B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 36-41.
57 For more details, see B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 40.
58 Obligated persons in the sense of section 2 AMLA are in particular tax advi-

sors, lawyers and notaries in connection with real estate transactions and property is-
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In concluding the analysis of the objective elements of the of-
fense, it is necessary to consider one last aspect: according to the
general opinion, money laundering can also be committed by
omission. In particular, the responsible members of the criminal
prosecution authorities as well as the tax and customs investiga-
tion authorities are considered guarantors.59

The subjective elements of the offence require intent for all
variants of the offence. Any form of intent is sufficient, i.e. also
conditional intent.60 According to para. 1, sentence 3, an excep-
tion exists for the criminal liability of a defense lawyer for of-
fences under Section 261, sentence 1, no. 3 and 4, who, when
accepting his/her fee, must have certain knowledge of its unlawful
origin.61 Intent must include the object of the offence, its origin in
a predicate offence, the act of committing the offence and the re-
sult of the offence. The offender must at least accept that the ob-
ject originates from some predicate offence.62 This is not already
the case if he merely excludes the legal origin of the object.63

However, it is sufficient if the actual origin of the object of the of-
fence (from a predicate offence) is included as one of several pos-

sues as well as real estate agents and dealers in goods (such as precious metal dealers)
and art brokers. However, the increased range of penalties should not apply to em-
ployees of obligated companies (e.g. financial institutions), since it is not the natural
person who is obligated under money laundering law, but the company, which as a le-
gal entity cannot be the addressee of the criminal provision. See B. VON HEINTSCHEL-
HEINEGG, BeckOK StGB, cit., 47.

59 Cfr. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 48-49. The Authors ex-
plain that if a bank employee carries out a money laundering transaction, the offence
is always committed through active conduct, which can be used as a starting point for
criminal prosecution. In this case, the commission of money laundering by omission
can be neglected. If a bank employee rejects a suspicious transaction and fails to re-
port it in violation of Section 43 AMLA, this does not constitute money laundering by
omission. Otherwise, the bank employee would face the hopeless situation of being li-
able to prosecution for money laundering in any case. See U. KINDHAEUSER, U. NEU-
MANN, H.U. PAEFFGEN, Strafgesetzbuch, § 261, cit., 93; C. BURR, Geldwäsche- Eine Un-
tersuchung zu § 261 StGB, cit., 92; G. Werner, Bekämpfung der Geldwäsche in der
Kreditwirtschaft, Freiburg im Br., 1996, 232.

60 Cfr. OLG Hamm, decision of 31.7.2003 - 3 Ss 388/03, in wistra, 2004, 74; A.
SCHÖNKE-H. SCHRÖDER, Stafgesetzbuch. Kommentar, § 261, C.H. BECK, 2019, 26.

61 Cfr. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 50.
62 Cfr. A. SCHÖNKE, H. SCHRÖDER, Stafgesetzbuch. Kommentar, §261, cit., 26.
63 Cf. BGH, decision of 28.1.2003 - 1 StR 393/02, in wistra, 2003, 261.
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sibilities. The money launderer does not need to know the spe-
cific predicate offender or the exact details of the predicate of-
fence.64

Insofar as the intent must relate to the act of committing the
offence and the result of the offence, the special features of the in-
dividual variants of the offence under Section 261 must be taken
into account. The offender must be aware of the relevant circum-
stances in each case.65

According to para. 6, it is also sufficient that the offender
recklessly fails to recognize that the object originates from an un-
lawful act mentioned in para. 1.66 In view of the legislator’s choice
to adopt an “all-crimes approach”, the scope of application of
reckless money laundering has now been considerably expanded.
For the presumption of recklessness, it is now sufficient for the
court to be convinced that the offender recklessly failed to recog-
nize that the asset in question was the proceeds or product of any
offence – even outside the previous catalogue – or a correspond-
ing surrogate.67 It has to be noticed that German literature as-
sumes the unconstitutionality due to disproportionality of the
provision, because the deletion of the predicate offence catalogue
and the choice to choose for the all-crime approach without elim-
inating the recklessness offence, give the criminal provision an
«almost boundless scope of application».68

64 Cf. BT-Drs. 19/24180, 37.
65 Cfr. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 52-53, where is ex-

plained that the offender’s erroneous assumption of another predicate offence does
not affect the required intent. However, intent is excluded if the offender had no clear
idea of any offence or crime at all. An error of the facts that precludes the commission
of the offence exists if the offender is mistaken about the factual circumstances and as-
sumes a factual situation that does not involve a predicate offence. The same applies if
the acquirer of an incriminated object erroneously assumes that a third party had pre-
viously obtained it free of punishment. An error of law is to be assumed if the offender
knows the circumstances based on which the object originates from the predicate of-
fence, but erroneously assumes that handling such an object is permitted.

66 Cf. BGH, decision of 17.7.1997 - 1 StR 791/96 (LG München I), in NStZ,
1998, 44; BGH, decision of 24.1.2006 - 1 StR 357/05 (LG München II), in NStZ,
2006, 343; BGH, decision of 24.6.2008 - 5 StR 89/08 (LG Berlin), in NJW, 2008,
2516.

67 Cf. BT-Drs. 19/24180, 34.
68 According to B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 54, due to the

deletion of the catalogue of predicate offences and the introduction of the “all-crimes
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The concept of recklessness describes a serious form of con-
scious or unconscious negligence, which largely corresponds to
“gross negligence” in civil law, whereby at the same time individ-
ual abilities and knowledge of the offender must be taken into ac-
count. Reckless conduct is given if the origin of the object from a
catalogue offence “virtually imposes itself” on the facts and the
offender nevertheless acts because he disregards this out of gross
carelessness or indifference. According to the explanatory memo-
randum, both Section 261, paragraph 1, sentence 1 no. 1, no. 2
and paragraph 2 require certain “manipulative tendencies” on the
part of the money launderer, which are hardly conceivable in a
merely frivolous manner of commission. A reckless commission of
all possible modalities of the offence under Section 261, para-
graph 1 and 2 therefore does not appear possible. The determina-
tion of when the origin of an object from a catalogue offence “vir-
tually imposes itself” defies an abstract description and depends
on the respective circumstances of the individual case.

According to para 3, the attempt of money laundering is
punishable according to para. 1 and 2. In this respect, the general
rules apply. The general rules are also applicable to execution and
participation.69

The standard penalty for intentional money laundering (para.
1 and para. 2) has been amended to the extent that the minimum
penalty (three months) for the basic offence has been dropped
and a fine can now be imposed as an alternative to imprisonment
for up to five years. This is intended to create a balance with the
penalties for the subsequent offences in Sections 257, 258, 259.70

Frivolous money laundering (para. 6) has a standard penalty of up
to two years imprisonment or a fine.71

approach” the need for a facilitation of proof originally put forward by the legislature
has ceased to exist. The legislature should have complied with the principle of pro-
portionality and deleted the offence of recklessness. See also M. BÖSE, S. JANSEN, Der
Vortat der Geldwäsche - unionsrechtliche Vorgaben und ihre Konsequenzen für das
deutsche Strafrecht, in JZ, 2019, 591.

69 For more details see B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 57-58.
70 Cf. BT-Drs. 19/24180, 19.
71 There is no provision corresponding to Section 257, para. 2, on aiding and

abetting, according to which the penalty may not be more severe than the penalty im-
posed for the predicate offence. According to B. VON HEINTSCHEL-HEINEGG, BeckOK
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In implementation of the directives, paragraph 4 now pro-
vides for an increased penalty of three months to five years im-
prisonment in cases where the offender acts “as” a person obliged
under money laundering law (as defined in section 2 AMLA).

For particularly serious cases, paragraph 5 prescribes an in-
creased range of punishment of imprisonment from six months to
ten years. According to para. 5, sentence 2, a particularly serious
case is usually deemed to exist if the offender acts commercially
or as a member of a gang that has joined forces to commit money
laundering on a continuous basis.72

According to para. 10, sentence 1, the confiscation of the in-
criminated objects to which money laundering relates (“objects of
the offence”, according to Section 74, para. 2) is made possible.
Paragraph 10, sentence 2 orders the application of Section 74a,
which allows for the confiscation of objects of offence that do not
belong to the offender or to which he is not entitled. Paragraph
10, sentence 3 clarifies that incriminated objects may not only be
confiscated as objects of the offence, but that the confiscation of
proceeds of the offence according to Sections 73-73e remains un-
affected and takes precedence over confiscation according to Sec-
tion 74, paragraph 2, also in conjunction with Sections 74a and
74c.73

In the course of the Act to Improve Criminal Law Combat-
ing Money Laundering, the area of independent confiscation has
also undergone significant changes. In the context of independent
confiscation, confiscation can also be considered if no specific
person can be prosecuted or convicted. With the amended Sec-
tion 76a, paragraph 4, sentence 1, the circle of assets that can be
confiscated is expanded to include benefits within the meaning of
Sections 99 and 100 of the Civil Code. This now also allows for
the confiscation of proceeds obtained from the use of incrimi-
nated objects. This also covers the benefits from subsequent sur-

StGB, cit., 59, the legal concept of Section 257, para. 2 is also to be applied to money
laundering and the imposition of a higher penalty than that for the predicate offence
has to be excluded.

72 See B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 62-63.
73 See B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 64; BT-Drs. 18/9525,

66. Cfr. also BGH, decision of 27.11.2018 - 5 StR 234/18, in NJW, 2019, 535.
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rogates, e.g. rental income from a property that was previously ac-
quired with criminally obtained assets or their surrogates.74 The
new version of Section 76a, paragraph 4, sentence 1 is also in-
tended to clarify that the provision also applies if the suspicion of
a catalogue offence pursuant to Section 76a, paragraph 4, sen-
tence 3, which is required for confiscation, only arises through the
circumstances and investigations following a seizure. Due to the
introduction of the “all-crimes approach”, the scope of applica-
tion of independent confiscation on suspicion of money launder-
ing (Section 76a, paragraph 4, sentence 3, no. 1, letter f, GCC) is
also indirectly extended.75

According to paragraph 7, a person who is liable for partici-
pation in the predicate offence is only punished under paras. 1 to
6 if he puts the object into circulation and thereby conceals its un-
lawful origin. The mere selfish use of the obtained object without
disguising circumvention of mechanisms for the protection of the
integrity of the economic and financial cycle (such as the use of
cash for daily transactions), on the other hand, is typically to be
expected from the predicate offender and therefore does not con-
stitute an independent offence compared to the predicate of-
fence.76 In this respect, the previous regulatory system of self-
money laundering was modified in the course of the revision of
the money laundering offence.

It should be noted that the regulation of self-money launder-
ing now deviates from the offence of money laundering, since the
previous offence variant “concealing its origin” has just been
deleted. It is now sufficient that the offender intends to thwart the
determination of the origin (para. 1 sentence 1 no. 1) or that he
conceals a fact which may be of importance for this determination
(para. 2). With this formulation, evidence must be collected, and
the distinction made as to whether the predicate offender merely
intended to thwart the origin when placing the goods on the mar-
ket or only concealed facts that appeared to be significant for the

74 Cf. BT-Drs. 19/24180, 27.
75 F. BÖHME, M. BUSCH, Das Gesetz zur Verbesserung der strafrechtlichen Bekämp-

fung der Geldwäsche: Richtlinienumsetzung und Neuausrichtung von § 261 StGB, in
wistra, 2021, 173.

76 Cf. BT-Drs. 19/24180, 34.
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determination of the origin, or whether he actually concealed the
origin.77

Cases of active repentance are regulated in para. 8 (personal
grounds for the annulment of a sentence). The benefits are in-
tended to create an incentive to report punishable acts of money
laundering, thus leading to the clarification of the money launder-
ing itself, the predicate offence and the seizure of laundered ob-
jects.78 Pursuant to para. 8 no. 1, the offender necessarily becomes
exempt from punishment if he voluntarily reports the offence to
the competent authority (public prosecutor’s office, police or lo-
cal court) pursuant to Section 158 para. 1 sentence 1 of the Code
of Criminal Procedure (StPO) or causes it to be reported (the
obligation to report under section 43 AMLA does not prevent a
report from being made voluntarily, cf. section 43 para. 4
AMLA). Consequently, not only the person who makes the report
(e.g. the manager of a credit institution), but also the initiator (e.g.
the bank employee who causes the money laundering officer or
the manager to make the report) benefits from the privilege.
However, in order to prevent abuse of the personal grounds for
annulment, it is a prerequisite, that the report is made at a time
when the money laundering has neither been discovered in full
nor in part. If the money laundering has already been discovered
(in whole or in part), the perpetrator or participant is exempt
from punishment if he did not know this and could not reason-
ably have expected it.79

Both the reporting requirement and the exempting effect of
para. 8 refer only to the circumstances of the money laundering
offence committed, not to those of the other offences competing
with it. Initiating a criminal complaint presupposes (co-)causation
of its filing by another person. A mere internal report of suspicion
(e.g. when a bank employee reports the transaction in question to
the money laundering officer, who mistakenly does not see this as

77 Cfr. on the whole K. ALTENHAIN, L. FLECKENSTEIN, Der Gesetzentwurf zur
Neufassung des § 261 StGB, cit., 1051.

78 Cfr. BT-Drs. 12/989, 28; BT-Drs. 12/3533, 15.
79 For further details, see B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit.,

68-69.
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a case of suspicion and therefore does not report it) is not suffi-
cient.80

Discovery of the offence is to be assumed if there are suffi-
cient findings based on which a success of the criminal investiga-
tion is probable. The existence of a mere initial suspicion is not
sufficient. Discovery by a foreign authority, or by a private person,
is sufficient if forwarding to the competent authority can be ex-
pected soon.81

Pursuant to para. 8 no. 2, in order to obtain immunity from
prosecution in the case of intentional money laundering accord-
ing to para. 1 or para. 2, it is additionally a prerequisite that the
offender, by filing a report, at the same time effects the seizure of
the incriminated object. In this respect, it is necessary that the ob-
ject is actually seized and that the report is partly responsible for
this. It is irrelevant for what reason a seizure fails. Even if the
prosecution authorities have failed to seize the object, although
this would have been possible due to the report, the application
of para. 8 no. 2 is excluded according to its wording.

In connection with the use of para. 8, there is a controversial
discussion as to whether professional secrecy holders can be liable
to prosecution for betrayal of secrets under Section 203.82

With regard to concurrences, it is merely a single offence, not
a unit offence, if several modalities of the offence are fulfilled
within the framework of a unit offence. The same applies if the
offence covers objects from different predicate offences at the
same time. The same offence may be committed in conjunction
with Sections 263 and 266, and also with other subsequent of-
fences under Sections 257-260a because of the difference in legal
interests involved. Multiple offences (according to Section 53)
generally exist if the offender procures objects in question on var-
ious occasions, even if they originate from a predicate offence and
even if the acts of money laundering serve a uniform purpose.83

80 Cfr. J.F. CARL, A. KLOSE, Verdachtsmeldepflicht und Strafaufhebung in Geld-
wäschefällen, in wistra, 1994, 165; C. BURR, Geldwäsche- Eine Untersuchung zu § 261
StGB, cit., 100; F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), C.H. BECK, 2020, 43.

81 For further details, see B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 71.
82 Cfr. B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 74.
83 In detail B. VON HEINTSCHEL-HEINEGG, BeckOK StGB, cit., 75-79.
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1.2.1. Introduction on the national anti-money laundering legal
framework

It can certainly be stated that 2015 represents a turning point
at the EU and national level when it comes to the legislation on
the prevention of the use of the financial system for the porpuse
of money laundering and terrorism financing.

In saying this, one has in the background the EU Directive
2015/849 that places the exchange of information at the very
heart of the AML strategy: in a system where FIUs had already
existed for years, the challenge was to make them more opera-
tional, to exploit their potential, with a view to increasing the ef-
ficiency of the system as a whole, especially enhancing the coop-
eration profiles both at national and international level.

As stated in the preamble of the Directive, «all Member
States have, or should, set up operationally independent and au-
tonomous FIUs to collect and analyse the information which they
receive with the aim of establishing links between suspicious
transactions and underlying criminal activity in order to prevent
and combat money laundering and terrorist financing». Accord-
ing to the European lawmaker, «an operationally independent
and autonomous FIU means that the FIU has the authority and
capacity to carry out its functions freely, including the autonomous
decision to analyse, (n.r. but also) request and disseminate specific
information». Moreover, FIUs «should serve as a central national
unit for receiving, analysing and disseminating to the competent
authorities the results of its analyses» (to number 37).

Expression of this, as known, is the discipline contained in
Articles 54 to 59 of the Directive, the essential aspects of which
can be summarised as follow. First, the importance of coordina-
tion and cooperation between FIUs because of the transnational
nature of money laundering and terrorist financing (Art. 54). Sec-
ond,84 the necessity of «improvement of the exchange of informa-

84 Leaving aside the discussion on the “EU FIUs Platform” as informal group
used to facilitate cooperation among FIUs and exchange views on cooperation-related
issues, joint analysis of cross-border cases and trends and factors relevant to assessing
the risks of money laundering and terrorist financing at national and supranational
level (Art. 56).
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tion between FIUs within the Union», taking into consideration
aspects such as the technologies to be used, data retention limits,
cooperation in tax matters (Art. 57), and the setting of (banking)
registries or electronic data retrieval systems that provide FIUs
with access to information. Third, the encouragement, at the na-
tional level, of competent authorities to provide rapidly, construc-
tively and effectively the widest range of cross-border cooperation
for the purposes of the Directive and, in particular, the freely,
spontaneously or upon request, FIUs exchange of information
with third-country financial intelligence units.

This is the background for the further developments carried
out by the EU Directive 2018/843 in the sense of consolidating
the importance of “financial information” and its national and in-
ternational flow, for both purposes: prevention and repression of
money laundering, its predicate offences and terrorism financing.

Here the 2018 Directive goes back to the problem of the na-
ture of FIUs, stating the need to ensure their «capacity to develop
preventive analyses in support of all the authorities in charge of
intelligence, investigative and judicial activities, and international
cooperation» (C. 16).

Furthermore, in the exercise of their tasks, FIUs should have
access to information and be able to exchange it without impedi-
ments, including through appropriate cooperation with law en-
forcement authorities. In all cases of suspected criminality, infor-
mation should flow directly and quickly without undue delays.

Concerning this, the 2018 Directive states that FIUs should
be able to obtain from any obliged entity all the necessary infor-
mation relating to their functions. Accordingly, the 5th AML-Di-
rective extended their power to access data and to obtain addi-
tional information from obliged entities based no more just on a
prior STR reported to the FIU, but also on other means such as
the FIU’s own analysis, intelligence provided by competent au-
thorities or information held by another FIU.

FIUs should also be able to obtain such information on a re-
quest made by another (Union) FIU and to exchange the infor-
mation with the requesting Authority. In this perspective, the
2018 Directive clearly states that FIUs should not refrain
from/refuse the exchange of information to another FIU, sponta-
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neously or upon request, for reasons related to a lack of identifi-
cation of an associated predicate offence, or features of criminal
national laws, or differences between the definitions of predicate
offences or the absence of a reference to particular predicate of-
fences. Thereby taking an important step forward in the fight
against tax crimes, regardless of their harmonisation at EU level.

As we will see, German anti-money laundering legislation is
precisely set within these coordinates.

1.2.2. A brief overview of the major transposition laws and mecha-
nism in the fight against money laundering

Money laundering law in Germany is a young field of law.85

Its beginnings in the 1990s are closely linked to the phenom-
enon of organized crime. The creation of a criminal offence of
money laundering (Section 261 of the Criminal Code) by the Act
against Organized Crime set in motion a development with vari-
ous norm-setting actors and addressees.86

Over time, international actors have become more and more
involved with the issue of criminal profits and, in particular, with
the fight against money laundering. The result of this concern is a
series of international conventions of varying legal force and with
different emphases. In the course of development, the interna-
tional factor will play an increasingly important role and deter-
mine national legislation to a considerable extent.87

In transposition of European Directive 91/308/EEC, Council
Directive of 10 June 1991 on prevention of the use of the finan-
cial system for the purpose of money laundering, customer identi-
fication, documentation and suspicious activities reporting oblig-

85 G. SOTIRIADIS, Die Entwicklung der Gesetzgebung über Gewinnabschöpfung
und Geldwäsche. Unter Berücksichtigung der jeweiligen kriminalpolitischen Tendenzen,
Duncker&Humblot, 2010.

86 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., 151. For more de-
tails, see above.

87 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., 153. According to the
Author, it is not an exaggeration to speak of money laundering legislation as globalized
legislation; this is understood to mean a type of norm-setting in which initiatives by in-
ter- or supranational bodies with sometimes questionable democratic legitimacy (e.g.
FATF) prescribe the normative standards for national legislators
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ations for credit institutions and financial institutions were first
introduced in Germany on October 25, 1993.88

In line with Directive 2001/97/EC, the scope of obliged enti-
ties has been, in 2002, extended to numerous other professions,
including auditors, tax advisors, real estate agents, notaries, some
independent legal professionals, dealers in high-value goods and
casinos. Furthermore, the reform notably introduced beneficial
ownership verification duties and a Financial Intelligence Unit as
central analysis body to support criminal justice authorities in the
processing of obliged entities’ reports.

Following Directive 2005/60/EC, Directive of 26 October
2005 on the prevention of the use of the financial system for the
purpose of money laundering and terrorist financing, the preven-
tive framework has been comprehensively reformed in 2008. In
particular through the introduction of a risk-based approach to
customer due diligence, the obligation to continuously monitor
business relationships89 and, to remedy deficits established in the
2010 FATF mutual evaluation, supplemented in 2011.90

The goal of including economic entities as obligors in the
fight against money laundering dominates the further develop-
ment of this area of law. The legislation provides for extensive
identification, recording and suspicious activity reporting as well
as organizational obligations for the credit and financial institu-
tions as well as other obligated entities.91

After laying the basis of the fight against money laundering,
there has been a continuous legislative effort to expand the cata-
logue of predicate offences, thus making money laundering more
effectively prosecutable, although the real priority has been to in-
crease investigative powers. In this regard, an information net-
work between law enforcement and tax authorities has developed
over the years.

88 BGBl I 1993, p. 1771.
89 BT-Drucksache 16/9038, p. 33.
90 BGBl I 2011, p. 2959; BT-Drucksache 17/6804.
91 According to this, the fight against money laundering seemd to be possible

only by obliging the business community as an intermediary necessary for the com-
mission of money laundering. See F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG),
cit., 154.
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One can therefore agree with the German literature, saying
that «starting from a law that had placed the detection of orga-
nized crime structures at the centre of its efforts, the fight against
money laundering has developed into a criminal strategy ap-
proach to combating diverse phenomena, while the sanctioning of
a clearly defined wrong is increasingly evaporating».92

According to the draft act of the Federal Government, the
German law was already largely compliant with the money laun-
dering provisions of various international legal instruments and to
a large extent with the provisions of the 2018 AML Directive:
however, in the government’s opinion, the fight against money
laundering under criminal law needed a further improvement, be-
cause money laundering continues to be a significant problem at
national, European and global level. It damages the integrity, sta-
bility and reputation of the financial sector and endangers the Eu-
ropean internal market as well as the internal security of the Fed-
eral Republic of Germany and the European Union. To this end,
the decision was to exceed the international minimum require-
ments and to implement the Directive by introducing a new ver-
sion of Section 261, which in future would have included all of-
fences as money laundering predicate offences, with the effect of
making money laundering much more frequently punishable than
before.

92 After the foundations of the fight against money laundering were laid by the
Money Laundering Act, there has been an ongoing legislative effort to supplement the
corresponding regulations. A series of laws and drafts have sought to expand the cat-
alogue of predicate offences and thus make money laundering more effectively prose-
cutable. The Crime Prevention Act expands this catalogue, although its priority is to
expand other investigative powers. The Act to Improve the Fight against Organised
Crime provides for a number of amendments which, in addition to expanding the cat-
alogue of predicate offences, also extend criminal investigation measures in cases of
suspected money laundering. The Black Money Control Act of 28 April 2011 ex-
panded the list of predicate offences under section 261 of the Criminal Code and re-
stricted the possibility of making a voluntary declaration in tax law that exempts the
offender from prosecution. Many other amendments followed in the development his-
tory of the offence. In addition, there are the amendments to the AMLA, especially
with regard to bringing forward the disclosure of information to tax authorities in time
and with regard to the use of this information for the prosecution of tax offences and
for taxation purposes. In this way, an information network between law enforcement
and tax authorities has developed over the years. F. HERZOG, O. ACHTELIK, Geld-
wäschegesetz (GwG), cit., 155.
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Going back to the German AML-preventive framework, in
transposition of Directive 2015/849/EU, Directive of 20 May
2015 on the prevention of the use of the financial system for the
purposes of money laundering or terrorist financing, the preven-
tive framework was again comprehensively reformed in 2017, es-
pecially by reshaping the FIU as an administrative body and in-
troducing a beneficial ownership registry.93

The 4th Money Laundering Directive also expanded the
group of obliged persons and determined that not only casinos,
organisers and brokers of gambling on the internet, but all organ-
isers and brokers of gambling are in principle to be considered
obliged persons. Goods dealers are also covered by the Money
Laundering Act due to the risks associated with high cash pay-
ments with regard to money laundering and terrorist financing if
they make or receive cash payments of euro 10,000 or more.94

German literature underlines that the recent amendments of
the money laundering law are increasingly focusing more on the
preventive side than on the repressive one.95 In particular, the
changeover from a rule-based to a risk-based approach represent
an intermediate step in the further development of the specifica-
tions and obligations of the anti-money laundering regime.

As it has been observed: «Money laundering law is thus grad-
ually turning into a confusing and bureaucratized risk-based su-

93 BGBl. I, p. 1822. On the topic see B. VOGEL, J.B. MAILLART, National and
International Anti-Money Laundering Law, Intersentia Online, 2020.

94 Cf. BT-Drs. 18/11555, 88.
95 The starting point is the consideration that conventional money laundering

prevention does not take into account the technical and structural changes in the fi-
nancial sector due to the use of new information technologies. Through a series of
measures, such as the automated account retrieval procedure (§ 24c KWG), account
screening or monitoring (at the time regulated in § 25a para. 1 no. 4 KWG, cf. now §
25g para. 2 KWG) and the duty of the financial authorities to report money launder-
ing (§ 31b AO), a qualitative leap within the fight against money laundering has taken
place. On the one hand, this relates to its goal, a so-called “situational prevention”,
which, in the sense of proactive action, is not linked to individuals but to risk-prone
situations. However, the qualitative leap also extends to the means of achieving this
goal: the new instruments provide law enforcement agencies with a wealth of infor-
mation in an uncomplicated manner and thus multiply their investigative approaches.
At the same time, one may be sceptical whether a corresponding gain in efficiency
with regard to combating money laundering can be registered as a result. F. HERZOG,
O. ACHTELIK, Geldwäschegesetz (GwG), cit., 157.
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pervisory law. However, this supervisory law is not only bureau-
cratic, but also highly symbolic. It contains a number of regula-
tions, compliance with which cannot objectively advance the
management of money laundering. To a not inconsiderable ex-
tent, it serves as evidence of a political activity and at the same
time a declaration of mistrust in the self-regulatory powers of the
financial markets. Whether the risk-based approach in the fight
against money laundering will bring about an increase in effec-
tiveness through flexibilisation remains to be seen».96

In any case, the connection to the concealing of profits from
organized crime has become weaker and weaker.97 Moreover, a ra-
tionalization of anti-money laundering law and its effectiveness
would be possible «if the shaping of the law were decoupled from
overemphasized security interests, such as organized crime, ter-
rorism and corruption».98

The FATF itself, in its 2022 mutual evaluation, stated that
«Germany was able to demonstrate ML investigations and prose-
cutions across a wide range of cases. However, the overall number
of ML cases investigated and prosecuted in Germany is low con-
sidering the size of the country and the economy. Germany takes
a reactive rather than a proactive approach to the identification of
ML and it is not clear that ML involving professional ML net-
works, cash smuggling, foreign predicates, complex ML and cases
involving legal persons are being detected. In practice, there is a

96 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., 157-158.
97 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., 157-158. If one takes

a critical look at the career of money laundering law to date and attempts to identify
trends from it, one notices that the criminal offence of money laundering is increas-
ingly relegated to the background. While a number of investigative powers are in-
tended to realise the state’s claim to punishment in relation to money laundering acts,
their application in practice acquires only marginal significance. At the same time, the
example of combating money laundering shows a questionable involvement of private
individuals in criminal prosecution: through the obligations of individuals according to
the AMLA, especially through monitoring requirements and suspicious activity reports,
information is provided to the prosecution authorities that ultimately does not exclu-
sively aim to punish money laundering offences, but rather to uncover other offences or
even pursue completely unrelated purposes, such as taxation. Accordingly, the net-
working between the various authorities involved is also progressing. This can also be
seen in the transfer of the FIU from the BKA to the area of responsibility of the BMF.

98 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., 158.
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focus on prosecuting for the predicate offence and barriers to
pursuing ML in cases where there is no clear link to a predicate
offence. Alternative measures, particularly asset confiscation, are
used extensively by Germany; however, these measures are pursed
regardless of whether or not it is possible to secure an ML con-
viction. There is no clear policy or strategy for disrupting and
sanctioning ML in a consistent and comprehensive manner».99

1.2.3. An overview of the obliged entities

Looking more closely at the addressees of the legislation, it is
necessary to analyze Section 2, para. 1 AMLA.

The law focuses on the term “obliged person”, since all es-
sential obligations of the AMLA do not only apply to institutions,
but also to lawyers, patent attorneys, notaries, auditors, tax advi-
sors, service providers for companies and trusts, real estate
agents, organizers and brokers of games of chance as well as deal-
ers in goods.

The scope of application of the Money Laundering Act is de-
termined by the definition of obligated persons in Section 2
AMLA, which precedes the risk management regulated in Section
2 of the Act and the due diligence obligations provided for in Sec-
tion 3 of the Act.

In a very general way, it can be noted that the persons listed
in Section 2, para. 1 AMLA are subject to the law duties only to
the extent that they act in the exercise of their business or profes-
sion.

In particular, the following financial services providers are
obliged entities:

i. credit institutions within the meaning of section 1 para. 1
of the Banking Act (Kreditwesengesetz, KWG), that is undertak-
ings that provide banking services, and domestic branches of for-
eign-domiciled credit institutions;

ii. financial services institutions, that is undertakings that,
commercially or in a business-like manner, provide financial ser-

99 FATF, Anti-money laundering and counter-terrorist financing measures -
Germany, Fourth Round Mutual Evaluation Report, in http://www.fatf-gafi.org/publi-
cations/mutualevaluations/documents/mer-germany-2022.html, 9.
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vices for others without being a credit institution, and domestic
branches of foreign-domiciled financial services institutions;

iii. payment institutions and electronic money institutions,
that is in particular providers of payment services or electronic
money services that are not credit institutions within the meaning
of Regulation 575/2013, and domestic branches of foreign-domi-
ciled similar institutions;

iv. agents of payment institutions and agents of electronic
money institutions as well as payment institutions and electronic
money institutions domiciled in another EEA contracting state in-
sofar as they established domestic agents;

v. independent traders that sell or re-exchange electronic
money of a credit institution;

vi. financial undertakings that primarily perform certain
statutorily defined finance-related services and domestic branches
of such foreign-domiciled undertakings, provided that they do
not already fall under one of the preceding categories and are also
not insurance undertakings, investment management companies,
independent lawyers, patent attorneys, notaries, accountants, tax
advisors or company or trust service providers;

vii. investment management companies and domestic branches
of foreign investment companies, notably those that are domiciled
in another Member State of the EU or the European Economic
Area and fulfil the requirements of a management company or of
an internally managed investment company within the meaning of
Directive 2009/65/EC, and those domiciled in a third state that
are alternative investment fund managers within the meaning of
Directive 2011/61/EU.100

100 Value transfer systems will usually constitute a provision of payment services
and, if conducted commercially or otherwise at a scale that requires business-like or-
ganizational arrangements, constitute payment institutions, and as such require a per-
mission by the Federal Financial Supervisory Authority. If, despite fulfilling the afore-
mentioned conditions, they operate informally without permission, such systems are
illegal, and their operation constitutes a criminal offence. In contrast, if informal value
transfer services are not provided commercially and only at a scale that, due to its lim-
ited scope, does not require being organized in a business-like manner, they do not
constitute payment institutions and are then also not obliged entities. The law does
not explicitly say to what extent non-profit entities might constitute an obliged entity.
Section 2 para. 1 no. 15 ZAG clarifies that the receiving and delivery of cash, if done
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Whether, with regard to credit and financial institutions,
there are no changes to be reported compared to the previous
version of the provision, newly included in the scope of applica-
tion of the Money Laundering Act are companies and persons
who, as independent traders, carry out payment services on behalf
of a payment service provider.

Insurance companies within the meaning of Directive
2009/138/EC as well as domestic branches of such entities are
obliged entities to the extent that they offer life insurance (in-
cluding contractual pension insurances) activities that fall under
the Directive, accident insurances with return of premiums, loans
or capitalization products. To the extent that they provide the
preceding products and services, insurance agents and insurance
brokers, and domestic branches of foreign insurance intermedi-
aries, are obliged entities as well.

With the transposition of Directive 2018/843/EU, the Ger-
man legislator has extended the definition of financial services,
and thereby the scope of financial service institutions, to the
keeping, management and safeguarding, for others, of virtual as-
sets or of private cryptographic keys that serve to hold, store or
transfer virtual assets. The definition of financial instruments was
expanded to virtual assets. The law defines such assets as digital
representations of value that is not issued or guaranteed by a cen-
tral bank or a public authority and does not possess a legal status
of currency or money, but due to an agreement or actual practice,
is accepted by natural or legal persons as a means of exchange or
payment or serves investment purposes, and which can be trans-
ferred, stored and traded electronically. Given that virtual curren-
cies constitute financial instruments, those who purchase and sell

in the context of a non-profit activity, does not constitute a payment service, and the
acting entity is thus not a payment institution and so also not an obliged entity. Beyond
this particular and narrow exception, no special rules apply. In particular, non-profit
entities can be payment institutions and thus obliged entities where they transfer
money from the donor to the ultimate beneficiary if the selection of the ultimate ben-
eficiary is done by the donor him- or herself and not left to the transferring non-profit
entity. Non-profit entities will furthermore fall under other categories of obliged enti-
ties if they fulfil the respective statutory criteria, for example if they are a credit insti-
tution that provides loans and thus banking services to beneficiaries. See B. VOGEL,
J.B. MAILLART, National and International Anti-Money Laundering Law, cit., p. 177.
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or exchange them in their own name on behalf of another are
providing a banking service within the meaning of the law and are
therefore a credit institution, provided that they do so in a com-
mercial way. Those who are acting as intermediaries, in particular
by operating a multilateral trading platform, are providing a fi-
nancial service and are therefore a financial service institution.
Accordingly, traders in virtual currency and providers of virtual
currency exchange platforms (including virtual currency to virtual
currency exchange platforms), and domestic branches of such
foreign businesses, are obliged entities.101

According to section 2 para. 1, attorneys at law, legal advisers
that are member of a bar associations, patent attorneys and no-
taries are obliged entities to the extent that they assist a client in
the planning or carrying out of one of the following businesses: (i)
buying and selling of real property or business entities; (ii) man-
aging of money, securities or other assets; (iii) opening or man-
agement of bank, savings or securities accounts; (iv) organization
of contributions necessary for the creation, operation or manage-
ment of companies; (v) creation, operation or management of
trusts, companies or similar structures. Furthermore, these legal
professionals are also obliged entities to the extent that they exe-
cute, on behalf of and for their client, financial or real estate
transactions, advise the client on the capital structure, industrial
strategy or related questions, provide advice or services in relation
to mergers and acquisitions, or assist on tax matters in a business-
like manner. To the extent that they perform the aforementioned
activities, independent legal advisors who are not members of a
bar association, and natural persons and entities that, due to their
special knowledge, have been authorized to provide certain legal
services, such as the provision of advice on foreign law, are also
covered. In contrast, tax advisors (including income tax self-help
organizations) and tax agents are obliged entities irrespective of
any particular type of professional activity.102

101 See B. VOGEL, J.B. MAILLART, National and International Anti-Money Laun-
dering Law, cit., p. 175.

102 See B. VOGEL, J.B. MAILLART, National and International Anti-Money Laun-
dering Law, cit., p. 176.



130 GIOVANNA AMATO

Beyond the aforementioned, section 2 para. 1 extends the
scope of obliged entities to several other commercial or profes-
sional activities. The law notably covers auditors in all their com-
mercial or professional activities. Furthermore, trust or company
service providers and trustees are designated as obliged entities if
they provide one of the following services to another: (i) estab-
lishing a legal person or partnership; (ii) performing a director-
ship or management function of a legal person or a partnership,
performing the function of a partner of a partnership or perform-
ing a similar function; (iii) providing a domicile or an address,
and related services, for a legal person, a partnership or trust; (iv)
performing the function of a trustee for an entity that serves to
manage or allocate fiduciary assets; (v) performing the function of
a nominal shareholder for another person, provided that this per-
son is not a company listed on an organized market that, as re-
gards the distribution of voting rights, is subject to transparency
requirements of EU law or to equivalent international standards;
(vi) creating the opportunity for another person to perform the
functions described under (ii), (iv) and (vi).

Section 2 para. 1 also designates estate agents, who are de-
fined as persons who commercially broker the purchase, sale or
lease of real estate and equivalent rights, commercial premises or
accommodation. Gambling organizers and gambling agents are
equally obliged entities. The law also includes persons trading in
goods that is persons who commercially sell goods, irrespective of
in whose name and on whose account the person acts. Also cov-
ered are art brokers, that is persons who, on a commercial basis,
act as intermediaries in the trade of works of art (including art gal-
leries auction houses), and art warehouse keepers, that is persons
who on a commercial basis, store works of art in free-trade zones,
in both cases irrespective of in whose name and on whose account.

Finally, section 2 para. 3 provides that, while they are not
considered to be obliged entities, customer identification and re-
porting obligations as well as obligations to cooperate with the
FIU also apply to courts that perform public auctions for the pur-
pose of a foreclosure sale of real estate, registered vessels and air-
craft, but only insofar as the auction involves cash transactions of
at least € 10,000.
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According to section 2 para. 4, the same obligations apply to
authorities and corporations under public law that perform public
auctions, though again only insofar as this involves cash transac-
tions of at least € 10,000; these obligations do not however apply
to the auction sale of items that were seized through foreclosure.

2. STATUS, FUNCTIONS AND GOVERNANCE OF THE FIU

2.1. Institutional setting of the FIU: organizational and operational
autonomy and indipendence of governance

Section 27 AMLA is directly linked to Art. 32 (1) of the 4th
AML Directive, according to which each Member State must es-
tablish a financial intelligence unit for the prevention, detection
and effective combating of money laundering and terrorist financ-
ing, which acts as a national central office, receives and analyses
information in this regard and passes it on to the competent au-
thorities.

Accordingly, the Financial Intelligence Unit performs the
tasks of the FIU for Germany within the meaning of the 4th EU
Money Laundering Directive. While the former purpose was
«prevention and prosecution of money laundering and terrorist fi-
nancing», the newly chosen wording «FIU for the prevention, de-
tection and support in the fight against money laundering and ter-
rorist financing» largely corresponds to the wording of Article 32
(1) of the 4th EU Money Laundering Directive, without this be-
ing intended to change its substance.103

New for Germany is in particular the power of the Financial
Transaction Investigation Unit, derived from Art. 32 (7) of the 4th
AML Directive, to take immediate measures, directly or indi-
rectly, in the event of suspicion that a transaction is related to
money laundering or terrorist financing, and also at the request of
other FIUs; to refuse or suspend approval of an ongoing transac-
tion so that it can analyses the transaction; investigate the suspi-
cion and pass on the results of the analysis to the competent au-
thorities.

103 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., § 27, 5.
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Furthermore, Directive (EU) 2018/843, amending the 4th

AML Directive, emphasizes that the existing significant differ-
ences between FIUs in terms of their tasks, responsibilities and
powers must not affect their operations, in particular their ability
to carry out preventive analysis to assist investigative and judicial
authorities and international cooperation. FIUs must be able to
access and share information freely with each other, including in
the context of cooperation with law enforcement agencies. In all
cases where there is suspicion of a criminal offence and in partic-
ular a connection with terrorist financing, information should be
able to be passed on immediately and without unnecessary delay.

As required by paragraph 2, the German FIU shall have or-
ganizational autonomy and shall operate in a professionally inde-
pendent manner within the scope of its tasks and powers. Fur-
thermore, according to Section 28, para. 1, the German FIU is
only subject to legal supervision by the Federal Ministry of Fi-
nance in its essential areas of responsibility, namely the receipt
and collection of reports, the performance of operational analyses
including the evaluation of reports and other information and the
forwarding of the result of this analysis to the competent domes-
tic public authorities as well as the taking of immediate measures
according to Section 40.104

According to the explanatory memorandum, the German
FIU was established within the Customs Criminal Investigation
Office in order to reflect its independence and autonomy in the
structure of the authority. The Customs Criminal Investigation
Office is integrated as a directorate into the General Directorate
of Customs. According to the legislator, the German FIU is not
an independent authority in the sense of organizational law, but
an independent, functional unit with its own legal powers and
thus an authority in the sense of functional/administrative proce-
dure law, with organizational links to the General Directorate of
Customs. The integration into the Customs Criminal Investiga-
tion Office (and thus the renunciation of establishing the Central
Financial Transaction Investigation Authority as a separate direc-
torate within the General Directorate of Customs) would above

104 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., § 27, 6.
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all take into account budgetary considerations. In addition, the
Central Authority for Financial Transaction Investigations could
use the security infrastructure of the Customs Criminal Investiga-
tion Office for particularly sensitive analyses, e.g. in the area of
terrorist financing, if necessary.105

Section 23, para. 2, regulates the type of supervision that the
Federal Ministry of Finance conducts over the German FIU.
With regard to the professional independence and organizational
autonomy of the Authority required by the FATF and the 4th
AML Directive,106 which is also emphasized by Section 27 para. 2,
a distinction is made within the tasks under para. 1. In the core
tasks of the FIU, i.e. in receiving reports, analyzing them, taking
immediate measures and passing on the results of the analysis to
the competent domestic public authorities, it is only subject to le-
gal supervision; for all other tasks described in paragraph 1, it is
subject to legal and technical supervision by the Federal Ministry
of Finance. Whether this differentiated structure of legal and
technical supervision ultimately satisfies the requirements for the
independence of the Central Financial Transaction Investigation
Authority that must be guaranteed does not seem self-evident.107

From 2017 to the present, however, FIU has undergone fur-
ther organisational changes, due on the one hand to a steadily in-
crease in the number of reports from obliged entities and on the

105 In particular, the German FIU is an authority with its own legal personality
within the authority of the General Directorate of Customs. Cfr. Section 5a (2), (3) of
the Financial Administration Act; BT-Drs. 18/11555, 168-169. See also F. HERZOG, O.
ACHTELIK, Geldwäschegesetz (GwG), cit., § 27, 6-8, according to whom the regulations
are unsatisfactory with regard to expected appeal proceedings against administrative
acts of the FIU, as well as from the point of view of data protection and the strategic
orientation as a danger prevention authority. Furthermore, the distinction made in
Section 28, para. 2, with regard to the legal and technical supervision by the Federal
Ministry of Finance, indicates a certain restraint on the part of the legislator with re-
gard to exerting influence (possibilities) on the FIU, but whether this satisfies the re-
quirements for the independence of the FIU may be doubted.

106 Cfr. Interpretive Notes 2 and 3 to Recommendation 29 of the FATF Recom-
mendations of 2012 (as of June 2019), and Art. 32 para. 3 sentence 1, of the 4th AML
Directive.

107 F. HERZOG, O. ACHTELIK, Geldwäschegesetz (GwG), cit., § 28, 23, according
to whom «whether this differentiated structure of legal and technical supervision ulti-
mately satisfies the requirements for the independence of the Central Financial Trans-
action Investigation Authority that must be guaranteed does not seem self-evident».
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other hand to the consequent need to revise the method of finan-
cial analysis: there has been a significant increase in employees,
which rise to a staffing target of more than 700 people. In order
to expand the FIUs specialised processes in a future-oriented
manner and to further optimise the execution of its external tasks,
the FIU was reorganised as a new Directorate X within the Gen-
eral Directorate of Customs as of 1 May 2021. Apart from the ad-
ditional implementation of a head of department as permanent
representative of the head of the directorate, only the names of
the seven units of the FIU changed. In addition to the head office
in Cologne, another FIU office was opened in Dresden on 1 De-
cember 2021 for operational and strategic analysis tasks.108

3. FIU’S ACCESS POWERS ON DATA AND INFORMATION

3.1. Structure and content of STRs and reporting procedures

Section 28 of the German AML-law provides for the FIU’s
tasks, supervision and cooperation powers.

In general, according to Section 28, the German FIU shall be
responsible for collecting and analyzing information related to (in
German “stehen in Zusammenhang”) money laundering or terror-
ist financing and for forwarding this information to the compe-
tent domestic public authorities for the purpose of investigating,
preventing or prosecuting such acts.

The total number of SARs received by the German FIU in
2021 amounted to almost 300.000 reports. With an increase of
around 154,500 reports, this represents the highest absolute in-
crease in the number of SARs within a single year since the FIU
was relocated and corresponds to an increase of more than 100%.
The main reason for this – according to the FIU Annual Report –
is the “all-crimes approach”, which came into force during the
year. Further causes for the increase in the reporting volume are,
among other things, the applicability of the AML law to the real
estate sector and the development of the market for crypto as-
sets.109

108 FIU, Jahresbericht 2021, in https://www.zoll.de, 11.
109 FIU, Jahresbericht 2021, cit., 15.



135FINANCIAL INFORMATION EXCHANGE

According to Section 30 GWG, the Central Financial Trans-
action Investigation Authority, in order to fulfil its duties, receives
reports and information from a variety of public and private ac-
tors.

In particular, the German FIU shall receive and process the
following reports and information: i) reports from obiged entities
under Section 43 GWG; ii) reports from supervisory authorities
under Section 44 GWG; iii) communications from financial au-
thorities in accordance with Section 31b oft he Fiscal Code; iv) in-
formation transmitted pursuant to Article 5(1) of Regulation (EC)
No 1889/2005 of the European Parliament and of the Council of
26 October 2005 on controls of cash entering or leaving the Com-
munity, and in accordance with section 12a of the Customs Ad-
ministration Act; v) other information from public and non-pub-
lic sources within the scope of its duties.

Focusing attention on the obliged entities, according to para-
graph 2 of the provision, purpose of the analysis of reports under
Sections 43 (and 44 and notifications under section 31b of the
Fiscal Code) is to determine whether the reported facts “are re-
lated to” money laundering, terrorist financing or any other crim-
inal offence.

To this end, obliged entities shall immediately report to the
FIU the following facts, irrespective of the value of the asset con-
cerned or the amount of the transaction: i) facts that indicate that
an asset related to a transaction or the transaction itself originates
from a criminal offence that could constitute a predicate offence
of money laundering; ii) the transaction or the asset is related to
terrorist financing, or iii) the contracting party has not fulfilled its
obligation to disclose whether it intends to establish, continue or
carry out the business relationship or transaction for a beneficial
owner.

The rule provides for a partial exception with regard to the
categories of obliged entities listed in Section 2, paragraph 1,
numbers 10 and 12 GwG, who shall not be obliged to report if
the facts relate to information received during the activities of le-
gal advice or legal representation. However, the duty to report
shall remain if the professional knows that the contracting party
has used or is using the legal advice or legal representation for the



136 GIOVANNA AMATO

purpose of money laundering, terrorist financing or another crim-
inal offence, or a case under Section 43, paragraph 6 exists (see
belove).

It is also necessary to consider the additional cases referred
to in paragraph 5 and 6, according to which the FIU may, in con-
sultation with the supervisory authorities, determine typified
transactions which must always be reported by obliged entities
(paragraph 5). With regard to the duty to report of professionals,
paragraph 6 attributes to the Federal Ministry of Finance, in
agreement with the Federal Ministry of Justice and Consumer
Protection, the possibility to (i.e. “may”) determine circumstances
related to acquisition transactions under Section 1 of the Real Es-
tate Acquisition Tax Act, which must always be reported by ob-
ligated entities.

Violations of this reporting obligation will incur fines in ac-
cordance with Section 56 AMLA. In individual cases, this may
also be punishable due to the obliged entity’s involvement in the
crime of money laundering or terrorist financing. It has to be re-
membered that paragraph 4 of Section 261 provides for an in-
creased penalty of three months to five years imprisonment if the
offender acts as a person obliged under money laundering law (as
defined in Article 2 of the German AML Law).

With regard to the reporting obligation, it must be consid-
ered that the provision does not define structure and content of
the report or the reporting procedure and, especially, it does not
define the degree of suspicion that triggers the reporting duty.110

On this aspect, which is of central importance in order to de-
fine what information material becomes part of the knowledge
base of the FIU and, at a later stage, of the investigating authori-
ties, the following must be taken into account.

It is necessary to consider that the reporting obligation is
closely related to customer due diligence obligations, which is ori-

110 The duty to report is subject to the following conditions: the report shall be
made by a member of the senior management only if the obliged entity has a branch
in Germany and the facts to be reported are related to an activity of the German
branch (paragraph 3). Except for this indication, the provision does not define struc-
ture and content oft he report or the reporting procedure. This calls for a systematic
interpretation and analysis of soft law and judicial pronouncements.
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ented towards a risk-based approach. It follows that the content
of the report will be based, in part, on the data collected in fulfil-
ment of the identification obligations.

According to § 10 GWG, customer due diligence measures
are: i) the identification of the contracting party and, where ap-
plicable, of the person acting on its behalf and the verification
whether the person acting on behalf of the contracting party is
authorised to do so; ii) clarifying whether the contracting party is
acting on behalf of a beneficial owner and, if so, identifying the
beneficial owner; in cases where the contracting party is not a
natural person, this includes the duty to find out the ownership
and control structure of the contracting party by appropriate
means; iii) obtaining and assessing information on the purpose
and the intended nature of the business relationship, insofar as
this information is not already unequivocally apparent from the
business relationship in the individual case; determining, using
appropriate risk-oriented procedures, whether the contracting
party or the beneficial owner is a politically exposed person, a
family member or a person known to be closely associated to
him/her, and iv) the continuous monitoring of the business rela-
tionship, including transactions carried out in the course of it, to
ensure that these transactions are consistent: (a) with the docu-
ments and information held by the obliged entity concerning the
counterparty and, where applicable, the beneficial owner, their
business activities and customer profile; and (b) where necessary,
with the information held by the obliged entity on the origin of
the assets.

According to a risk-based approach, paragraph 2 provides
that the concrete scope of the CDD measures must correspond to
the respective risk of money laundering or terrorist financing, in
particular with regard to the contracting party, the business rela-
tionship or transaction.

In assessing the risk, obliged entities shall take into account
in particular the risk factors specified in Annexes 1 and 2 of the
GWG, and, at least, the following factors: i) the purpose of the
account or business relationship; ii) the amount of assets de-
posited by clients or the volume of transactions executed; iii) and
the regularity or duration of the business relationship.
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As is evident, considerable space is left to the initiative of the
obliged entities in deciding how far to go in order to be aware of
the illicit origin of the assets involved in a transaction.

From this point of view, the critical remarks made by FATF
in its 2022 mutual evaluation has to taken into account. Accord-
ing to it «almost all STRs (97% in 2020) come from the financial
sector, with banks filing 90% of STRs. Reports from FIs, particu-
larly banks, have seen a recent exponential increase but started
from a modest base. The increase reflects FIs’ improved aware-
ness and recent changes to the STR regime, but may also be in
part as a result of defensive reporting».111

The BaFin (Federal Financial Supervisory Authority), in its
Interpretation and Application Guidance on the German Money
Laundering Act of 2021, intervened on this point, providing a not
decisive answer to the problem.112

As clarified by BaFin, the degree of suspicion that triggers
the reporting duty ranks below the initial suspicion for criminal
proceedings under Section 160 of the German Code of Criminal
Procedure. In this sense, the prosecuting authorities remain solely
responsible for assessing the applicability of an initial suspicion
for criminal prosecution. This means that the obliged entities
need not be certain that a corresponding asset has resulted from a
predicate offence under Section 261 or is associated with terrorist

111 FATF, Anti-money laundering and counter-terrorist financing measures - Ger-
many, Fourth Round Mutual Evaluation Report, cit., 11.

112 According to the supervisory authorithy, facts within the meaning of Section
43, numbers 1 and 2 may arise in any business relationship or transaction or within the
scope of related preparatory measures. This applies irrespective of whether they are
subject to the customer due diligence obligations or other anti-money laundering
obligations. This includes cash and non-cash transactions and other transfers of assets,
such as trade-ins of valuables, transfers by way of security, gifts. The reporting obliga-
tion applies irrespective of the amount of a transaction or the value of an underlying
asset. As well as impending, current or declined transactions or those not yet carried
out, the reporting obligation also applies for transactions already implemented. Such
transactions must also be reported immediately if the obliged entity subsequently
learns of facts within the meaning of Section 43 through its own investigation of its
customers, of transactions executed, or through an analogous investigation initiated by
the supervisory or prosecuting authorities. The same applies for business relationships:
a business relationship need not already exist. See BaFin, Interpretation and Applica-
tion Guidance on the German Money Laundering Act, in www.bafin.de, 2021, p. 71 ff.
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financing. For a case to be subject to the reporting duty, facts in-
dicating the applicability of the circumstances set forth in Section
43 are necessary, but also sufficient. If this is the case in relation to
the situations specified in number 1 and 2, as seen before, a crim-
inal context of terrorist financing or money laundering cannot be
excluded and the duty to report has to be fulfilled. In case of
doubt, a report must therefore be submitted under Section 43.113

It has also to be noticed that if the fact reported to the FIU
contains the information required for a report pursuant to Section
261, paragraph 8, of the German criminal code, the report ac-
cording to Section 43 GWG shall be deemed to be a voluntary re-
port of the offence of money laundering within the meaning of
Section 261, paragraph 8, of the criminal code (Section 43, para-
graph 4).114

In this regard, the question arises as to what is the difference
between the suspicion of money laundering that requires the re-
porting of the suspicious transaction and the suspicion underlying
the beginning of the criminal investigation under Articles 158 and
160 CCP.

An answer can be found in a pronunciation of 2018 of the
Frankfurt Higher Regional Courts, according to which an obliged
entity is not required either to verify the applicability of all of the
criteria specified in Section 261 or one of its predicate offences or
of terrorist financing or even to “definitively investigate” this mat-
ter, or to legally subsume this matter within the scope of the rele-
vant criminal offences. Because this falls under the responsibility
of the prosecuting authorities.

The obliged entity must instead assess a matter on the basis
of its general experience and any professional expertise its em-
ployees may have in terms of what is unusual or abnormal in a

113 BaFin, Interpretation and Application Guidance on the German Money Laun-
dering Act, cit., p. 71 ff.

114 In particular, according to paragraph 8 of this last provision shall not be pun-
ished: i) whoever voluntarily reports the offence to the competent authority or volun-
tarily arranges for such a report to be made, unless the offence had already been dis-
covered in whole or in part at that time and the offender knew this or could reason-
ably have expected it, and ii) whoever effects the seizure of the object under the
above-mentioned conditions.
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given business context. The obliged entity has a strictly limited
margin of judgement in terms of the issue of whether transaction-
, business- or person-related circumstances constitute facts within
the meaning of Section 43 numbers 1 or 2. Of course, as a rule,
this margin of judgement will be strongly reduced in case of cir-
cumstances that are included in the typology documents and
guidance notes provided by the FIU.115

3.2. Access power of the FIU: methods and relevant discipline

3.2.1. Suspicion transaction reports are not the only way for
the FIU to obtain useful information for the performing of its
tasks. According to § 30 GWG, paragraphs 2a and 3, the German
FIU is authorised to carry out financial analyses and to obtain in-
formation from obliged entities, irrespective of the existence of a
report under §§ 43 and 44 insofar as this is necessary for the ful-
filment of its tasks. In the latter case, the FIU shall grant the
obliged entities a reasonable period of time to respond to its re-
quest for information. Also in the case of a request for informa-
tion, the excess provided for professionals, according to which
the obliged entities under Section 2, paragraph, 1, numbers 10
and 12 GwG, may refuse to provide information if the request re-
lates to information they have received in the course of providing
legal advice or representing the contracting party in legal pro-

115 As clarified by the Court, the freedom of action of the obliged entities ex-
pressly does not include carrying out investigative activities or questioning on behalf
of the prosecuting authorities. The AML officer is precisely not required to conduct
investigations alongside or instead of the prosecuting authorities and, inter alia, to
hold discussions with customers concerning a suspected case. This freedom of action
only covers facts, which have resulted within the direct vicinity of the business rela-
tionship and which are available to the AML officer due to this business relationship
and can be consulted within the short period for the review/verify (“o.e. shall imme-
diately report to the FIU”). It is not necessary to question the affected person regard-
ing the source/use of the funds (also in view of the risk of suppression of evidence, cf.
Section 47). Nor is the obliged entity entitled to assess the plausibility of the affected
person and the credibility of the information provided by this person. The obliged en-
tity must instead leave this to the competent authorities. In case of suspected cases,
Section 43 requires an “immediate” report, i.e. this report must be provided to the
FIU without undue delay. See OLG Frankfurt, 10.4.2018 - Ss-OWi 1059/17, 2 Ss
OWi 1059/17, in NStZ, 2020, 173.
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ceedings. The duty to provide information shall, however, remain
in force if the obliged entity knows that the contractual partner
has used or is using the legal advice for the purpose of money
laundering or terrorist financing.

According to Section 31, par. 6, obliged entities shall also
maintain the file system to be kept pursuant to § 24c paragraph 1
of the German Banking Act for retrievals by the FIU. The same
shall apply in relation to the file system to be maintained under
section 27 of the Payment Services Supervision Act, and in rela-
tion to the file system to be maintained under section 28 of the
Capital Investment Code. The Central Financial Transaction Au-
thority may retrieve data from these file systems in an automated
procedure in order to fulfil its tasks. Section 24c paragraph 4 to 8
of the German Banking Act shall apply accordingly.

To conclude on this point, it has to be remainded that, to the
extent necessary to verify the personal data of the person con-
cerned, the FIU may retrieve the following data in the automated
retrieval procedure pursuant to sections 34a and 38 of the Federal
Registration Act, in addition to the data listed in section 34, para-
graph 1, sentence 1 of the Federal Registration Act: i) issuing au-
thority, date of issue, period of validity, serial number of the iden-
tity card, temporary identity card or substitute identity card,
recognised passport or passport replacement document, ii) facts
relating to passport and identity card data, and iii) data on the
host. The same shall apply insofar as there are concrete indica-
tions that this is necessary for the fulfilment of the FIUs tasks in
accordance with Article 28 paragraph 1 sentence 2 number 2. In
the cases of sentence 2, the data shall be deleted without delay if
it emerges after completion of the operational analysis that the
prerequisites for transmission in accordance with section 32 sub-
section 2 sentence 1 do not exist, i.e. that «the FIU determines
during the operational analysis that an asset is related to money
laundering, terrorist financing or any other criminal offence, it
shall immediately transmit the result of its analysis as well as all
relevant information to the competent law enforcement authori-
ties».

With regard to beneficial ownership, it hast o be considered
that Section 18 to 26a provides for the “Transparency Register”.
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In particular, Section 19 which regulates “Information on the
beneficial owner”; Section 22 on “Accessible Documents and
Data Transmission to the Transparency Register, Authorisation by
Ordinance”, namely par. 1, n. 1b) and par. 3; Section 23 “Inspec-
tion of the Transparency Register, authorisation by ordinance”;
and Section 26a “Retrieval by Certain Authorities”.

According to Section 19, regarding “Information on the ben-
eficial owner”, the following information on the beneficial owner
shall be accessible in the Transparency Register with regard to as-
sociations and legal structures: i) first name and surname, ii) date
of birth, iii) place of residence, iv) nature and extent of the bene-
ficial interest, and v) all nationalities. According to Section 22, in-
sofar as it is necessary for the fulfilment of their statutory duties,
the FIU has the power to inspect the Register; in particular, it may
carry out the inspection by means of an automated inspection
procedure established by the body keeping the register and de-
signed according to its specifications. At the same time the body
keeping the register shall be authorised to transmit the data ac-
cessible by means of an automated procedure. If there are doubts
that the inspection is necessary for the fulfilment of the statutory
duties of an authority, the body keeping the register shall be enti-
tled to block the procedure. It may request the authority to con-
firm that the inspection is necessary for the fulfilment of the statu-
tory duties. The bodies involved shall ensure that the necessary
technical and organisational measures in accordance with Articles
24, 25 and 32 of Regulation (EU) 679/2016 of the European Par-
liament and of the Council of 27 April 2016 on the protection of
individuals with regard to the processing of personal data, on the
free movement of such data and repealing Directive 95/46/EC on
data protection and data security are taken for inspections and
data transmissions in automated procedures, ensuring in particu-
lar the confidentiality and integrity of the data. Article 26a pro-
vides that the entity keeping the register shall transmit the re-
quired information from the transparency register to the FIU for
purposes pursuant to § 28 paragraph 1 sentence 2 numbers 2, 4
and 8, (2. the performance of operational analyses including the
evaluation of reports and other information, 4. cooperation and
exchange of information with FIUs of other states, 8. carrying out
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strategic analyses and preparing reports based on these analyses).
Transmission shall take place by means of automated retrieval.
For queries pursuant to paragraph 1, the register-keeping author-
ity shall set up automated access to the data stored in the trans-
parency register in accordance with the specifications of the regis-
ter-keeping authority, which shall also allow the search for benefi-
cial owners of an association pursuant to section 20 or of a legal
arrangement pursuant to section 21 by means of the surname and
first name and additionally the date of birth, place of residence or
nationality of the beneficial owner. The offices involved shall en-
sure that for searches pursuant to paragraph 1, state of the art
measures are taken to ensure data protection and data security,
which in particular guarantee the confidentiality and integrity of
the data.

3.3. Domestic public bodies accessible by the FIU

Article 31 of the German AML-law provides fort he FIUs
„Right to information from domestic public bodies, right to ac-
cess data, authorisation by ordinance“.

In particular, the German FIU, to the extent necessary for
the fulfilment of its tasks, collects data from domestic public bod-
ies: according to par. 1, «the domestic public bodies shall provide
the Central Financial Transaction Investigation Authority with in-
formation at its request for the fulfilment of its tasks, insofar as
the information does not conflict with any restrictions on trans-
mission». The AML-law precise that enquiries shall be answered
by the domestic public authority without delay and that data shall
be made available.

From a technical point of view, the law provides that it is the
task of the FIU to set up an automated procedure for the trans-
mission of personal data stored by other domestic public bodies,
which it is legally entitled to receive, by means of retrieval, unless
two conditions: i) otherwise provided by law, and ii) this form of
data transmission is appropriate, taking into account the interests
of the data subjects worthy of protection, because of the large
number of transmissions or because of their particular urgency.

In order to garantee the legitimacy of the automated retrieval
procedure, the FIU shall specify in writing: i) the reason for and
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the purpose of the matching or retrieval procedure, ii) the third
parties to whom data is to be transmitted, iii) the type of data to
be transmitted, and iv) the technical and organisational measures
to ensure data protection.

Paragraph 4 contains a specific provision concerning police
data: according to it, the German FIU shall be entitled, insofar as
this is necessary for the fulfilment of its tasks, to automatically
compare the personal data stored in its information system with
the personal data contained in the police information network ac-
cording to Article 29 paragraph 1 and 2 of the Federal Criminal
Police Office Act, which provides for the Federal Criminal Police
Office as the central agency for the police information network
between the Federation and the States. For this purpose, it shall
make available a uniform integrated system, within which the par-
ticipating authorities shall make data available to each other for
retrieval and processing. It has to be considered that, according to
paragraph 3, in addition to the Federal Criminal Police Office
and the State Criminal Police Offices, the following shall be enti-
tled to participate in the police information network: i) other po-
lice authorities of the State, ii) the Federal Police, iii) the police of
the German Parliament, iv) authorities of the customs administra-
tion entrusted with border police tasks, v) the customs investiga-
tion offices, and vi) the Customs Criminal Investigation Office.

Going back to the AML-law: if, in the course of the compar-
ison, a match is found between transmitted data and data stored
in the police information network, the FIU shall receive auto-
mated information about the existence of a match and shall be en-
titled to automatically retrieve the data available for this purpose
in the police information network. In this case, if the participants
in the police information network have classified data as particu-
larly worthy of protection and for this reason have excluded data
retrieval by the FIU, the data-owning participant in the police in-
formation network shall receive automated information on the ex-
istence of a match. In this case, the FIU shall at the same time re-
ceive the information on the existence of a match as well as the in-
formation on who is the data-owning participant in the police
information network. In the event of information on the existence
of a match, it shall be incumbent on the respective data-owning
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participant in the police information network to contact the FIU
without delay and to transmit the data to it, insofar as no trans-
mission restrictions prevent this.

Another case of FIUs direct power to access data is the one
referred in par. 4a, according to which the FIU shall be entitled,
insofar as this is necessary for the fulfilment of its tasks (i.e. carry
out operational analyses including the evaluation of reports and
other information), to automatically obtain information from the
Central Public Prosecutor’s Proceedings Register, stating the first
name, last name and additionally the date of birth, place of birth
or last known address of a natural person. If, in the course of ob-
taining information, a match is found between the data transmit-
ted and the data stored in the Central Public Prosecutor’s Regis-
ter of Proceedings, the FIU shall receive automated information
on the existence of a match and shall be entitled to automatically
retrieve the data available for this purpose: the provision only
specifies that the personal data collected from this Register may
only be used for the purposes of operational analysis.

Financial authorities shall provide information to the FIU in
accordance with Section 31b, par. 1, n. 5 of the Fiscal Code,
which provides that «the disclosure of the subject’s data to the
relevant competent authority shall be possible without a request
insofar as it serves the performance of duties under Section 28,
par. 1 of the Money Laundering Act by the Central Financial
Transaction Investigation Authority». According to Section 31b,
par. 2 of the Fiscal Code, financial authorities «shall immediately
notify the Central Financial Transaction Investigation Authority
of facts, irrespective of their amount, if facts exist which indicate
that: i) the assets related to the facts to be reported are the subject
of a criminal offence under section 261 of the Criminal Code; or
ii) the assets are related to terrorist financing». Notifications to
the FIU shall be made by electronic data transmission; in doing
so, a secure procedure shall be used that guarantees the confiden-
tiality and integrity of the data record.

With regard to data subject to tax secrecy, the German FIU
may retrieve the following data using an automated procedure in-
sofar as, on the basis of the analysis of a report, notification or in-
formation in accordance with section 30, paragraph 1, these data
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are required for the further analysis: i) at the Federal Central Tax
Office, the data held in accordance with Section 5, par. 1, n. 13 of
the Financial Administration Act, ii) at the Land tax authorities,
the basic information stored on a taxpayer, which includes the tax
number, the trade identification number, the basic and additional
code letters, the bank details, the assigned value added tax identi-
fication number, and the competent tax office. In these cases, the
FIU shall be responsible for the admissibility of a data retrieval.
For this reason, the FIU shall immediately examine the extent to
which it requires the data transmitted in response in the specific
individual case and immediately delete data that is not required.
Moreover, if the result of the analysis is not transmitted to the
competent law enforcement authority in accordance with Section
32, par. 2, sentence 1 (see belove), the data collected shall be
deleted without delay. In all other respects, § 29 paragraph 1 shall
apply to the processing of the data received by the FIU and the
Authority may process personal data to the extent necessary for
the performance of its tasks.

The law also prices that the transmission of the collected data
(i.e. letter i) and ii)) to the authorities responsible for proceedings
within the meaning of § 32 paragraph 3 sentence 2 numbers 2 and
3 shall not be permitted. According to this provision, the FIU
shall, ex officio or upon request, transmit data from financial in-
formation and financial analyses, also insofar as they contain per-
sonal data, to the law enforcement authorities, the Federal Office
for the Protection of the Constitution, the Federal Intelligence
Service or the Military Counter-Intelligence Service of the Federal
Ministry of Defence, insofar as this is necessary to: i) the investi-
gation of money laundering and terrorist financing or the conduct
of criminal proceedings in this regard, or ii) the investigation of
other dangers and the conduct of other criminal proceedings not
covered by the previous case. The FIU shall also transmit data
from financial information and financial analyses, also insofar as
they contain personal data, ex officio or upon request to compe-
tent domestic public bodies other than those named in sentence
1, insofar as this is necessary for: i) taxation procedures, ii) pro-
cedures for the protection of social security systems or iii) the
performance of tasks by the supervisory authorities.
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If it is to be feared that a data retrieval according to sentence
2 n. 1 (i.e. the assets related to the facts to be reported are the
subject of a criminal offence under section 261 of the Criminal
Code) will jeopardise the investigative purpose of a preliminary
investigation within the meaning of Section 30 par. 2, n. 1, letter
b, of the Fiscal Code, the tax authority responsible for this pro-
ceeding or the competent public prosecutor office may order that
no data retrieval according to sentence 2 may take place.

Further details of the retrieval procedure in accordance with
sentence 2, in particular on the technical formats of the retriev-
able data, on the granting and scope of the retrieval authorisa-
tions, on the logging and checking of the retrievals and on other
technical and organisational measures required under data pro-
tection law, shall be regulated by a statutory order of the Federal
Ministry of Finance in agreement with the Federal Ministry of
Justice and Consumer Protection, which shall require the consent
of the Federal Council. A retrieval by the FIU of data other than
that referred to in sentence 2, which is stored by the tax authori-
ties and which is subject to tax secrecy pursuant to section 30 of
the Fiscal Code, shall only be allowed to the extent that this is
permitted pursuant to Section 31b of the Fiscal Code or other-
wise in the tax laws.

By way of derogation from sentences 2 to 9, paragraph 3 (see
above) shall apply to the retrieval of data stored by the financial
authorities of the customs administration, which the FIU Author-
ity is legally authorised to receive.

To conclude it has to be considered that, if use is made of the
power to issue an ordinance under section 22a of the Real Estate
Transfer Tax Act for the electronic transmission of the notifica-
tion, within the meaning of section 18 of the Real Estate Transfer
Tax Act, the Central Financial Transaction Investigation Author-
ity may, subject to the requirements of paragraph 5, sentence 2,
collect from the Land tax authorities the data records received
there for this purpose and process them in any other way, insofar
as facts justify the assumption that the transaction has a connec-
tion with a transaction to be notified under section 18, paragraph
1, sentence 1 of the Real Estate Transfer Tax Act. Subsection 5,
sentences 3 to 5, 7 and 10 shall apply accordingly.
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4. COOPERATION WITH OTHER FIUS

4.1. Dissemination of information to other European FIUs

With regard to the exchange of data and information with
other FIUs, Section 33 of the German AML statutes that the ex-
change of data with the FIUs of other Member States of the Eu-
ropean Union responsible for preventing, detecting and combat-
ing money laundering and terrorist financing shall be ensured ir-
respective of the nature of the predicate offence of money
laundering and even if the nature of the predicate offence has not
been determined. In particular, a different definition of the tax of-
fences which may be a predicate offence to money laundering un-
der national law shall not prevent the exchange of information
with FIUs of other Member States of the European Union. If the
German FIU receives from obliged entities a report under Section
43, which concerns the jurisdiction of another Member State, it
shall immediately forward this report to the FIU of the Member
State concerned. For this purpose, the FIU may set up and oper-
ate an encrypted automated transmission system with the FIUs of
other Member States.

The transmission of data in the international area pursuant to
§ 35 paragraph 2 to 6 shall apply accordingly. § 35 paragraph 2
shall apply with the provision that the FIU shall, when respond-
ing to a request for information, use the powers to which it is en-
titled under this Act to collect and forward information. § 35
paragraph 2 sentence 4 shall apply subject to the provision that
the FIU shall respond to the request in a timely manner; if the re-
quest is for financial information or financial analysis that may be
relevant in connection with terrorism or organised crime related
to terrorism, the FIU shall endeavour to respond promptly. The
FIU shall be responsible for the admissibility of the data trans-
mission. For the exchange of data with FIUs of other Member
States, the FIU shall use secure communication channels. If addi-
tional information is required on an obliged person operating in
Germany who is entered in a public register in another Member
State of the European Union, the FIU shall address its request to
the FIU of that other Member State of the European Union.
When the FIU receives a request from an FIU of another Mem-
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ber State for additional information on an obliged entity operat-
ing in its territory and registered in Germany, the FIU shall use
the powers it has under this Act to collect and forward informa-
tion. The transmission of enquiries and responses pursuant to
sentences 1 and 2 shall be made without delay.

The Financial Intelligence Unit may only refuse a request for
the transmission of information that a FIU of a Member State of
the European Union has addressed to it within the scope of its
duties if: 1. the transmission of information could endanger the
internal or external security or other essential interests of the Fed-
eral Republic of Germany, 2. in the individual case the transmis-
sion of information, also taking into account the public interest in
the transmission of data, cannot be reconciled with the funda-
mental principles of German law, 3. the transmission of informa-
tion could hinder or jeopardise criminal investigations or the con-
duct of legal proceedings, or 4. there are conditions of foreign au-
thorities under the law on legal assistance which must be
observed by the competent authorities. The reasons for refusing
the request for information shall be appropriately explained in
writing by the Financial Intelligence Unit to the requesting FIU,
unless the operational analysis has not yet been completed or to
the extent that the investigation could be jeopardised thereby.

If the FIU provides information to a FIU of a Member State
of the European Union at the request of that FIU, the FIU shall,
as a general rule, promptly and irrespective of the nature of the
predicate offences which may be related thereto, give its consent
for that information to be passed on to other authorities of that
Member State. The German FIU may refuse to give its consent
only on the grounds referred above. The reasons for refusing con-
sent shall be adequately explained by the FIU. In any case, the
use of the information for other purposes shall require the prior
consent of the German FIU.

The FIU shall designate a central contact point responsible
for receiving requests for information from FIUs of other Mem-
ber States under Section 33.

According to Section 36, the German FIU may set up and
operate a system in conjunction with FIUs of other Member
States of the European Union for the encrypted automated com-
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parison of suitable data collected by the national FIUs in the
course of their duties. The purpose of this system is to find out
whether an analysis in accordance with § 30 has already been car-
ried out on a person concerned by FIUs of other Member States
of the European Union or whether other information on this per-
son is available there.

4.2. Dissemination of information to non-European FIUs

With regard to FIUs of non-Member State, Section 34 pro-
vides that the Financial Intelligence Unit may request the FIUs of
other States involved in the prevention, detection and combating
of money laundering, predicate offences to money laundering and
terrorist financing to provide information, including personal data,
or to transmit documents if such information and documents are
necessary for the performance of its tasks. For the request, the
German FIU may also transmit personal data insofar as this is nec-
essary to substantiate a legitimate interest in the requested infor-
mation and if overriding legitimate interests of the data subject are
not opposed. In the request, it shall disclose the purpose of the
data collection and indicate the intended disclosure of the data to
other domestic public bodies. In any cas, the German FIU may
use the data transmitted by a FIU of another State only: 1. for the
purposes for which the data was requested; and 2. under the con-
ditions under which the data were provided. If the transmitted
data is subsequently disclosed to another public body or used for
a purpose that goes beyond the original purposes, the consent of
the transmitting FIU must be obtained in advance.

According to Section 35, if the FIU receives a report under
section 43 that relates to the jurisdiction of another State, it may
immediately forward the report to the FIU of the State con-
cerned. It shall point out to the FIU of the State concerned that
the personal data may only be used for the purpose for which
they were transmitted. The Financial Intelligence Unit may also
transmit personal data to a FIU of another State at the request of
the latter: 1. for an operational analysis to be carried out by the
FIU of the other State, 2. within the framework of an intended
emergency measure pursuant to § 40, insofar as facts indicate that
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the asset: a) is located in Germany and b) is in connection with a
matter that is before the FIU of the other state, or 3. for the ful-
filment of the tasks of another foreign public authority serving to
prevent, detect and combat money laundering or predicate of-
fences to money laundering or terrorist financing. In doing so, it
may draw on information available to it: if this information also
contains data collected by other domestic or foreign authorities or
transmitted by them, such data may only be passed on with the
consent of these authorities, unless the information originates
from publicly accessible sources. Requests from a FIU of another
state shall be answered within a reasonable time. The Financial
Intelligence Unit may, in accordance with §§ 28, 30 and 31, re-
quest information from other domestic public authorities or de-
mand information from obliged entities.

The transmission of personal data to a FIU of another State
shall only be allowed if the request contains at least the following
information: 1. the name, address and other contact details of the
requesting authority, 2. the reasons for the request and the desig-
nation of the purpose for which the data are to be used, in accor-
dance with paragraph 2, 3. necessary details of the identity of the
data subject, if the request relates to a known person, 4. a de-
scription of the facts on which the request is based and the au-
thority to which the data are to be transmitted, if any; and 5. an
indication of the extent to which the facts relate to money laun-
dering or terrorist financing.

On the other hand, the Financial Intelligence Unit may also
transmit personal data to a financial intelligence unit of another
state without a request if facts indicate that natural or legal per-
sons have committed acts punishable for money laundering or
terrorist financing on the territory of that state. This shall apply ir-
respective of the nature of the predicate offence of money laun-
dering and even if the nature of the predicate offence has not
been established. In this case, the German FIU shall be responsi-
ble for the permissibility of the transmission: it may, when trans-
mitting data to a foreign FIU, impose restrictions and conditions
on the use of the transmitted data. In particular, according to par.
6, the recipient of personal data shall be informed that the per-
sonal data may only be used for the purpose for which they were
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transmitted and if the data is to be forwarded by the requesting
foreign FIU to another authority in the State, the FIU must give
its prior consent, taking into account the purpose and the data
subject’s interests in the data worthy of protection. Insofar as the
information is to be used as evidence in criminal proceedings, the
rules of cross-border cooperation in criminal matters shall apply.

The transmission of personal data to a foreign FIU shall be
omitted if: 1. the transmission could harm the internal or external
security or other essential interests of the Federal Republic of
Germany, 2. a transmission is contrary to special transmission reg-
ulations under federal law, or 3. in individual cases, also taking
into account the special public interest in the transmission of
data, the interests of the data subject that are worthy of protec-
tion are overridden. The interests of the data subject worthy of
protection shall also include the existence of an adequate level of
data protection in the recipient State. The interests of the data
subject which are worthy of protection may also be safeguarded
by the fact that the recipient State or the receiving intergovern-
mental or supranational body guarantees an adequate level of
protection of the transmitted data in the individual case.

The transmission of personal data shall not take place if: 1.
criminal investigations or the conduct of legal proceedings could
be hindered or jeopardised by the transmission; or 2. there is no
guarantee that the requesting foreign FIU would comply with a
similar German request. The reasons for refusing a request for in-
formation shall be adequately explained to the requesting FIU.

The Financial Intelligence Unit shall record the time, the
data transmitted and the receiving FIU. If the data is not trans-
mitted, this shall be recorded accordingly. It shall keep this data
for three years and delete it thereafter.

4.3. Dissemination of information to supernational law enforce-
ment authorities

According to § 32a, provision inserted by the Act on the Eu-
ropean Interconnection of Transparency Registers and on the Im-
plementation of Directive (EU) 2019/1153 of the European Par-
liament and of the Council of 20 June 2019 on the Use of Finan-
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cial Information for the Purposes of Combating Money Launder-
ing, Terrorist Financing and other Serious Crimes (Transparency
Registers and Financial Information Act) of 25 June 2021 (BGBl.
I p. 2083), entered into force on 1 August 2021, the FIU shall be
authorised to transmit financial information and financial analy-
ses, also insofar as they contain personal data, upon duly substan-
tiated requests by Europol, insofar as this is necessary in an indi-
vidual case within the scope of Europol’s competences and for the
fulfilment of Europol’s tasks pursuant to Article 4 of Regulation
(EU) 794/2016 and is permissible pursuant to Article 18 of Regu-
lation (EU) 794/2016. It shall transmit these information in a
timely manner via the Federal Criminal Police Office in its capac-
ity as national unit in accordance with Section 1 number 1 of the
Europol Act.

Transmission may be refused insofar as: 1. the provision of
the data could have a negative impact on the success of ongoing
investigations or analyses by the competent domestic public au-
thorities, or 2. the transfer of the data would be disproportionate
or 3. the requested financial information and financial analyses
contain data that were transmitted by a FIU of a foreign State and
the FIU has not consented to the onward transmission, unless the
information originates from publicly accessible sources. It shall
furthermore be omitted in the cases referred to in Article 7(7) of
Regulation (EU) 794/2016. The FIU shall give reasons to Europol
for any refusal to transmit information. The transmission shall be
subject to the condition that Europol may use the personal data
transmitted to it only for the purpose for which they were trans-
mitted. Use for other purposes shall require the consent of the
German FIU.

5. COOPERATION WITH LAW ENFORCEMENT AND JUDICIAL AUTHORI-
TIES

5.1. Domestic rules on dissemination of information to National in-
vestigative authorities

As clearly described in the 2021 Annual Report, the FIU, as
the central office in charge for it, receives all suspicious activity
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reports and information on suspicious financial transactions that
could be linked to money laundering or terrorist financing and
conducts an analysis on it. The reports received electronically (by
the goAML platform), are subjected to operational analysis in sev-
eral stages, in consistent application of the risk-based working
method. After receiving it, the SAR is subjected to an automated
basic search. The data contained in the report are compared with
databases to bring together all available results in a targeted man-
ner. Using the database, the SAR is continuously evaluated to de-
termine what information needs to be added for further analysis.
During the initial assessment, SARs are also classified according
to priority. SARs that can be assigned to a FIU area of work or
risk, or that contain possible references to terrorist financing and
State security issues, are directly transferred to in-depth analysis.
Otherwise, SARs remain in a sort of “information pool”, where
they are continuously compared with the existing data-stock, and
combined with further information at a later stage and, in that
moment transferred to in-depth analysis. If the in-depth analysis
reveals that an asset is linked to money laundering, terrorist fi-
nancing or other offences, it is submitted in the form of an analy-
sis report to the law enforcement and other competent authori-
ties.116

This brings us to the last part of this report. Before analysing
the legislative framework, some data from the FIU Annual Report
may be useful. According to it, «of the more than 298,500 reports
received in 2021, approximately 40,200 were forwarded to the
competent authorities. This corresponds to a transmission rate of
13.5 per cent. The sharp increase in absolute numbers and the si-
multaneous decrease in the forwarding rate illustrates (in the
FIUs perspective) the great importance of its filtering function in
an environment characterised by an extremely high increase in the
volume of reports».

With 97.1% (2020: 97.4%), as in previous years, the major-
ity of analysis reports were sent to State Criminal Investigation
Offices (LKÄ) and prosecution offices. The submissions to the
main Customs Offices and Customs Investigation Offices was

116 FIU, Jahresbericht 2021, cit., p. 58 ff.
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1.6% and thus slightly higher than in the previous year (2020:
1.5%). As in the previous year, 0.9 per cent of all analysis reports
were addressed to tax investigation authorities. Other agencies,
such as the intelligence services or the Federal Criminal Police
Office (BKA), received 0.4%, proportionally twice as in 2020
(2020: 0.2%).

According to Section 8 of the Code of Criminal Procedure,
the transmission of analysis results is based on the residence prin-
ciple. Therefore, analysis reports are always forwarded to the law
enforcement authority in whose district the place of residence of
the (main) suspect or the headquarters of the (main) organisation
involved is located.

The German FIU maintains ongoing intensive cooperation
with all national authorities within the network established by the
relevant legal provisions.

In order to provide clarity, before analysing the discipline of
information exchange at national level, it must be considered that
the national partner authorities of the FIU are:

1. the competent law enforcement and judicial authorities
(federal and state police forces, public prosecutors’ offices, finan-
cial control of illegal employment, customs investigation service,
tax investigation service),

2. the competent supervisory authorities (including the Fed-
eral Financial Supervisory Authority (BaFin), and the national
supervisory authorities in the non-financial sector),

3. the authorities of the financial administration (Federal
Central Tax Office, State tax authorities), as well as

4. the Federal Intelligence Service (BfV and BND), and the
Military Counter-Intelligence Service (MAD).

As already seen above with regard to Section 28 AML law,
the German FIU shall be responsible not only for collecting and
analysing information in connection with money laundering or
terrorist financing, but also for forwarding these information to
the competent domestic public authorities for the purpose of in-
vestigating, preventing or prosecuting such facts.

In the German system, the duty to cooperate is not only
placed on FIU. According to par. 3, the FIU as well as the other
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domestic public bodies responsible for the investigation, preven-
tion and prosecution of money laundering, terrorist financing and
other criminal offences, as well as the domestic public authorities
responsible for security purposes and the domestic supervisory
authorities shall cooperate and support each other in the imple-
mentation of AML Act. This is immediately evident when one
considers that the FIU, on the one hand, is required to dissemi-
nate data from its analyses, but, on the other hand, has also the
power to obtain data in order to perform its tasks.

In general terms, the FIU shall, ex officio or upon request,
transmit data from financial information and financial analyses,
also insofar as they contain personal data, to the law enforcement
authorities, the Federal Office for the Protection of the Constitu-
tion, the Federal Intelligence Service or the Military Counter-In-
telligence Service of the Federal Ministry of Defence, insofar as
this is necessary to: the investigation of money laundering and ter-
rorist financing or to conduct criminal proceedings in this regard,
or the investigation of other dangers and to conduct other crimi-
nal proceedings not covered by the previous case.

According to FIU Annual Report, since September 2021, the
FIU has provided law enforcement authorities with a correspond-
ing interface that allows automated retrieval in a standardised for-
mat. The FIU and the Federal Information Technology Centre
(ITZBund), which was commissioned with its development, are
continuously expanding the interface in accordance with the legal
requirements. In december 2021, the FIU started test operations
together with the Federal Criminal Police Office (BKA).117

The FIU annual report also highlights the existence of addi-
tional ways of information sharing beyond the formal one. The
FIU has at its disposal contact officers (VB-FIU) at the National
criminal investigation offices, who are the “contact person” of the
FIU for questions regarding operational cooperation for the re-
spective law enforcement authorities (police, customs, tax investi-
gation, public prosecution offices) as well as other cooperation
partners of the FIU in the federal states. They support the further
improvement of processes in the cooperation with the police au-

117 FIU, Jahresbericht 2021, cit., p. 59.
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thorities and the public prosecutors’ offices. In terms of quality
optimisation, they also ensure targeted, unbureaucratic communi-
cation of warehouse-relevant findings and can support the risk-
based orientation in identifying risk focal issues within the FIU.
Actually, a total of ten VB-FIU have been employed for all 16 fed-
eral states.118

The FIU shall also transmit data from financial information
and financial analyses, also insofar as they contain personal data,
ex officio or upon request to competent domestic public bodies
other than those listed above, insofar as this is necessary for: tax-
ation procedures, procedures for the protection of social security
systems or the performance of tasks by the supervisory authori-
ties.

The transmission shall be omitted insofar as: the provision of
the data could have a negative impact on the success of ongoing
investigations or analyses by the competent domestic public au-
thorities or the disclosure of the data would be disproportionate.

According to paragraph 6, if the prosecuting authority has
initiated criminal proceedings on the basis of the FIU dissemina-
tion, it shall communicate these facts to the competent tax au-
thority, if a transaction is established which could be of signifi-
cance for the commencement or continuation of taxation or crim-
inal tax proceedings.

According to Section 42, with regard to criminal proceedings
in which the FIU has forwarded information, the competent pub-
lic prosecutor’s office shall notify the Authority of the filing of the
public charge and the outcome of the proceedings, including any
discontinuation decisions. The notification shall be made by send-
ing a copy of the indictment, the reasoned discontinuation deci-
sion or the judgement.

Likewise, if the FIU forwards information to other domestic
public bodies, the receiving body shall notify it of the final use of
the information provided and of the results of the measures taken
on them, unless other legal provisions preclude the notification.
The law specifies that Section 30 paragraph 1 of the Fiscal Code,
about tax secrecy, shall not preclude this.

118 FIU, Jahresbericht 2021, cit., p. 60.
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In 2021, a total of 14,186 such feedback from prosecution of-
fices were received by the FIU (2020: 12,618). This corresponds
to an increase of 12% compared to the previous year. A total of
1,352 of these feedbacks were judgements, penalty orders, deci-
sions and indictments (2020: 783). This represents a further in-
crease from 6.2% in 2020 to 10%. At 90%, decisions to close
cases continue to represent the largest percentage of the public
prosecutor’s responses. The number of warrants received in-
creased disproportionately from two in the previous year to now
33 warrants. In this context, cash in an amount of more than
280,000 euros was seized, which resulted from an offence for
which the person concerned could not have been prosecuted or
convicted for the underlying offence. In total, unlawfully obtained
assets were confiscated in about 700 cases.119

In national cooperation, one of the main issues, which, how-
ever, is not explicitly defined in the AML law, concerns the ad-
missibility of data and analyzes of the FIUs to support the adop-
tion of measures that restrict personal freedom or other funda-
mental rights, such as personal and home searches, authorization
for the interception of telephone or telematics communications,
preventive seizures of proceeds of crime, personal precautionary
measures (preventive custody in prison, house arrest, etc.).

In the few cases addressed by the case law, the investigative
value of FIUs data and information is clearly affirmed and the dis-
tinction between suspicion and circumstantial evidence is kept.

In 2020, the BVerfG affirms that «a search warrant fails to
recognise the significance of the fundamental right to one’s home
if it assumes the initial suspicion of money laundering solely be-
cause the accused has made extensive cash deposits into a current
account and transferred the amounts to a foreign account without
there being any concrete factual indications that the funds origi-
nate from a catalogue offence within the meaning of the offence
of money laundering»120.

119 FIU, Jahresbericht 2021, cit., p. 20 ff.
120 BVerfG, decision of 31.1.2020 - 2 BvR 2992/14, in https://www.bundesver-

fassungsgericht.de. See also BVerfG, decision of 28.7.2015 - 2 BvR 2571/14, 2 BvR
2573/14; BBVerfG, decision of 3.3.2021 - 2 BvR 1746/18.
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As clarified by the Court «the serious breach of the spatial
sphere of life of the individual, which is protected by Article 13
(1) of the Constitutional Law, related to the search of a flat re-
quires, in order to be justified, an initial suspicion which must go
beyond vague indications and mere suppositions and must be
based on concrete facts. A search may not serve to ascertain facts
that are first required to substantiate an initial suspicion. A search
of a flat based on suspicion of money laundering presupposes that
there is an initial suspicion not only of an act of money launder-
ing, but also that the property stems from a specific catalogue of-
fence within the meaning of Section 261 (so-called double initial
suspicion), the details of which, however, need not already be
known. Only the predicate offence provides the good with the
distinguishing feature that confers the indignity of punishability
on a neutral and socially typical act. For the assumption of a first
suspicion of money laundering within the framework of criminal
proceedings, it is not sufficient that only the – considerably lower
– requirements of a suspicious activity report under Article 43
AMLA are fulfilled. The purpose is only to provide an input to
clarify the question of whether the initiation of preliminary pro-
ceedings and the request for coercive measures within the frame-
work of criminal proceedings are justified. With regard to money
laundering, there is no constitutional exception to the principle
that the permissible purpose of a search cannot be the confirma-
tion of a suspicion».121

121 BVerfG, decision of 31.1.2020 - 2 BvR 2992/14, cit.
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1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW

1.1. Notes on the historical evolution, scope and aims of the crimi-
nal provisions

The evolution of Italian criminal legislation to combat the
circulation of the proceeds of crime can be schematically divided
into a plurality of phases, strongly influenced by the historical
moment in which various legislative reforms were approved.1

1 See the main monographic studies on the subject in Italian academic literature:
Mario Zanchetti, Il riciclaggio di denaro proveniente da reato (Giuffré, 1997); Marco
Angelini, Il reato di riciclaggio. Aspetti dogmatici e applicativi (Giappichelli, 2008); Si-
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The path that led to the current structure has passed (i) from
the political-criminal purpose of combating some particularly
alarming forms of crime more effectively and punishing the circu-
lation of the illicit proceeds of these crimes (ii) to the purpose of
combating money laundering understood as an autonomous crim-
inal phenomenon (having an autonomous offensive charge dis-
tinct from that of predicate crimes, and, ultimately, offensive to
economic and public order).2

The Italian Criminal Code (c.c.) issued with the Royal De-
cree of 19 October 1930 no. 1398 already provided for the crime
of fencing and the crime of reckless purchase.

The crime of fencing (art. 648 c.c.), placed among the crimes
against property through fraud, already punished the conduct of
the person who buys, receives or conceals money or goods from
any felony.

Unlike the previous art. 421 of the Zanardelli Criminal Code
of 1889, the penalty provided for fencing (up to 6 years of im-
prisonment)3 is not connected to and is independent of the grav-
ity of the predicate offence.

The aim pursued by the editors of the Criminal Code, sup-

mone Faiella, Riciclaggio e crimine organizzato transnazionale (Giuffré, 2009); Alain
Maria Dell’Osso, Riciclaggio di proventi illeciti e sistema penale (Giappichelli, 2017).
See also Giovanni Maria Flick, ‘La repressione del riciclaggio ed il controllo dell’in-
termediazione finanziaria. Problemi attuali e prospettive’ (1990) 4 Rivista italiana di
diritto e procedura penale, 1255-1273; Gaetano Pecorella, ‘Circolazione del denaro e ri-
ciclaggio’ (1991) 4 Rivista italiana di diritto e procedura penale, 1220-1248; Sergio
Moccia, ‘Impiego di capitali illeciti e riciclaggio: la risposta del sistema penale italiano’
(1995) 3 Rivista italiana di diritto e procedura penale, 728-749; Alfonso Maria Stile, ‘Ri-
ciclaggio e reimpiego di proventi illeciti’, in Enciclopedia giuridica (Treccani, 2009).

2 Flick (n. 1) 1261 specifies that recycling is a “factor, in itself, of pollution and
destabilization of the market, therefore, as such, it constitutes a danger to the economic
order” (A.T); Stile (n. 1), for whom “The investment of illicit proceeds places those
who make it in a position of clear advantage over those who must lawfully procure the
necessary financial means. In this perspective, competition is undoubtedly threatened,
as a certain effect, upstream, of the violation of the level playing field, and as a possible
outcome, downstream, of the criminal management method that penalizes and de-
presses the entrepreneur inserted in the legal circuit” (A.T.); Zanchetti (n. 1) 205, 255;
Pecorella (n. 1) 1221-1222; Moccia (n. 1) 728-749; Vito Plantamura, ‘Tipo d’autore o
bene giuridico tutelato per l’interpretazione, e la riforma, del delitto di riciclaggio?’
(2009) 1/2 Rivista trimestrale di diritto penale dell’economia, 161-191, 177-178.

3 The penalty was raised to 6-8 years of imprisonment by art. 5, L. 22 May 1975,
no. 152 (GU no. 136 of 24 May 1975).
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ported by the doctrine of the time, was still, however, that of tar-
geting an accessory-type phenomenon and in any case connected
to the commission of felonies against property, without an au-
tonomous criminological value (this is, in fact, the reason for its
classification among property crimes).4

The oldest academic literature placed fencing, in fact, in the
category of “accessory offences”, which were assimilated to an
anomalous form of participation in the predicate offence subse-
quent to their commission.5

Alongside this felony, the misdemeanour6 of purchase of
things of suspicious origin was already provided (art. 712 c.c.).

4 A minority and now outdated jurisprudence had come to affirm that “For the
purposes of configuring the crime of fencing, the scope of predicate crimes must be
limited to those which, albeit indirectly, offend public or private assets; it follows that
neither the abrasion of the serial number (or other distinctive signs) of a common
firearm nor the sale of a weapon of this kind already deprived of such signs can con-
stitute a prerequisite for the crime of fencing” (A.T.). See Cass. pen. sez. I, 15 January
1992, (1993) 2 Giurisprudenza italiana, 72. In the opposite sense, see Cass. pen. sez. I,
23 January 1997, no. 3527, (1997) 2 Giustizia penale, 575, which stated, instead, that
“Fencing can also be configured when it relates to things coming from a crime that is
not against property, because even in this case from the acquisition of goods of illegit-
imate origin, which the legislator intended to discourage and to punish, there is an in-
crease in assets” (A.T.).

5 Pier Valerio Reinotti, ‘Ricettazione e riciclaggio’, in Enciclopedia del diritto
(Giuffré, 1989), 462 ff., spec. 462 recalls how in Roman law fencing constituted a form
of criminal participation in theft and, again, in the Italian pre-unification codes and in
art. 421 of the Zanardelli Criminal Code, its conceptual autonomy was limited, given
that the extent of the penalty depended on the gravity of the predicate offense. In re-
lation to the Rocco Criminal Code, fencing was nothing more than the expression of
further damage to property. However, this is how some authors expressed themselves
in doctrine: Vincenzo Manzini, Trattato di diritto penale italiano (UTET, V edn., vol.
IX, 1984), 1005 and 1043; Francesco Antolisei, Manuale di diritto penale. Parte spe-
ciale (Giuffré, VI edn., vol. I, 1977), 336; Ferrando Mantovani, Diritto penale. Delitti
contro il patrimonio, ed. II (Cedam, 2002), 248-249; Gian Domenico Pisapia, ‘Osser-
vazioni sul delitto di riciclaggio’ (1980) Rivista Guardia di Finanza 753 ff., and, in part,
Sergio Moccia, Tutela penale del patrimonio e principi costituzionali (Cedam, 1988),
134, who spoke of crimes of “perpetuation of a previous unlawful situation” (A.T.).
Gaetano Pecorella, ‘Denaro (sostituzione di)’, in Digesto discipline penalistiche (UTET,
1989), 366-378 and spec. 367 refers to “so-called a posteriori complicity” (A.T.).

6 In Italy, there are two categories of offences: felonies and misdemeanours. The
second, much less serious, in addition to being punished with less severe penalties, are
subject to a more favourable legislation: for example, most of them can be extin-
guished by paying an offering equal to one-third or half of the maximum of the pecu-
niary penalty (art. 162-162-bis c.p.).
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This offence, punished alternatively by up to 6 months of impris-
onment and a fine, unlike fencing, is also punished in the event
that the offender is not aware of the illicit origin of the asset but
could have known of it if he had acted diligently.

An ancillary role was also played by the felony provided for
by art. 379 c.c. which punishes anyone who, despite not having
participated in the commission of the predicate offence, helps the
offender to secure his profit, price or product. This is a closing
rule which operates only on a subordinate basis to the failure to
integrate the crime of fencing.

A first legislative intervention aimed at changing this regula-
tory framework was Law Decree 21 March 1978, no. 59.7 Article
3 introduced in the Italian penal code the crime of “Replacement
of money or valuables from aggravated robbery, aggravated extor-
tion and kidnapping for the purpose of extortion” provided for
by art. 648-bis c.c.

The provision provided for the penalty of imprisonment
from 4 to 10 years of imprisonment for the sole “attempt” to re-
place the money or valuables deriving from these crimes with
other money or other valuables. The integration of the crime also
required that the offender had the alternative purpose of obtain-
ing a profit or that of helping the perpetrators of the predicate of-
fences to secure the profit.

This offence, which constitutes the prototype of the money
laundering offence, was still structured as an “obstacle-offence”
with respect to the commission of the predicate offences and, in
particular, of a category of offences that were intended to strike
harshly in the Italian emergency situation of the 1970s (s.c. “anni
di piombo”). The prevailing academic literature therefore consid-
ered it a special form of fencing structured as a crime of danger
(the criminal intervention is in fact anticipated to the commission
of behaviours aimed at laundering illicit proceeds).

This basic ratio remained unchanged, at least until approval
of the Law of 19 March 1990 no. 55, which, with art. 23, changed
the title of the offence to “money laundering”; eliminated the

7 Gazzetta Ufficiale (GU) no. 137 of 19 May 1978
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equation between attempted crime and consummated crime;
added to the conduct already provided also that of carrying out
any transaction aimed at hindering the identification of the prove-
nance of the proceeds of crime; and included drug trafficking
among the predicate offences (in accordance with the Vienna
Convention of 1988).8

Article 24 of the same law also introduced the crime of reuse
of illicit proceeds (art. 648-ter c.c.), aimed at punishing, on a sub-
sidiary basis, conduct subsequent to the “cleaning” of dirty
money and aimed at introducing income into the legal economic
or financial circuit.

These changes were part of legislation aimed at combating
the phenomenon of criminal organisations of the mafia type and,
in line with this purpose, there was also subsequent introduction
of the crime of fraudulent transfer and unjustified possession of
valuables in 1992, which punished both the fictitious attribution
to others of the ownership or possession of valuables aimed at fa-
cilitating their laundering, and simple possession of goods dispro-
portionate to one’s income (only for persons accused of certain se-
rious categories of crimes).9

The current structure of the crimes of money laundering and
reuse of illicit proceeds is the result of a further reform in 199310

which expanded the range of punished conduct and, above all,
predicate offences, extending the relevance to all intentional
felonies.

8 UN Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances (adopted 20 December 1988, entered into force 11 November 1990) 28
ILM 493. This Convention, however, was only subsequently ratified with Law no. 328
(GU no. 267 of 15 November 1990).

9 Art. 12-quinquies, D.l. 8 June 1992, no. 306 (GU no. 217 of 15 September
1992), introduced by the Conversion Law of 7 August 1992, no. 356 (GU no. 185 of
7 August 1992). See Corte Costituzionale, 9 February 1994, no. 48 (GU no. 9 of 23
February 1994), which declared unconstitutional the crime of unjustified possession of
valuables in violation of the principle of presumption of innocence pursuant to art. 27,
para. II of the Italian Constitution. The crime of fraudulent transfer of values is now
included in art. 512-bis of the Italian c.c.

10 Art. 4, L. 9 August 1993, no. 328 (GU no. 202 of 28 August 1993), with
which Italy ratified the COE Convention on Laundering, Search, Seizure and Confis-
cation of the Proceeds from Crime (adopted 8 November 1990) ETS no. 141 (Stras-
bourg Convention).
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However, the introduction into the Italian legal system of the
crime of self-laundering took place only with the Law of 15 De-
cember 2014, no. 186.11 Article 3 of this Law introduced the new
art. 648-ter.1 c.c., which punishes any conduct of money launder-
ing or use in economic and financial activities of the illicit pro-
ceeds put in place by the perpetrator of the predicate offence.

Lastly, with Legislative Decree (L.D.) no. 195/2021,12 the
Italian Government implemented EU Directive 2018/1673,13 fur-
ther intervening on the crimes of fencing, money laundering, use
of criminal proceeds and self-laundering.

As a result of this reform, while the underlying structure re-
mained unchanged, there was a further extension of the relevant
predicate offences, now including involuntary felonies and also
misdemeanours.14

In implementing the United Nations Palermo Convention,15

the Italian legislator introduced for the first time, in 2006,16 a

11 GU no. 292 of 17 December 2014. The deadline for the implementation of
this Directive had expired 3 December 2020, and, on 3 February 2021, the European
Commission consequently began an infringement procedure against Italy (Infringe-
ment Procedure no. INFR (2021) 0055) as well as nine other Member States (Ger-
many, Spain, Luxembourg, Belgium, Austria, Sweden, Cyprus, Greece and Romania).

12 GU no. 285 of 30 November 2021. The Decree was issued by virtue of the
delegation conferred on the Government by Law 22 April 2021 no. 53, the so-called
2021 European delegation law, and was preceded by acquisition of the favourable
opinion of the competent permanent committees of the Chamber of Deputies and the
Senate of the Republic on 20 October 2021.

13 Directive (EU) 2018/1673 of the European Parliament and of the Council of
23 October 2018 on combating money laundering by criminal law, [2018] OJ L
284/22 (Directive 2018/1673).

14 Cf. Filippo Bellagamba, ‘In dirittura d’arrivo la riforma del riciclaggio. Alcune
proposte di modifica per andare oltre il mancato recepimento della Direttiva europea’
(Sistema penale, 11 October 2021) <sistemapenale.it/it/opinioni/bellagamba-riforma-ri-
ciclaggio-nuovo-decreto-legislativo-recepimento-direttiva-2018-1673> accessed 9 August
2022; Fausto Giunta, ‘L’Europa chiede un ulteriore giro di vite nel contrasto del rici-
claggio’ (DisCrimen, 30 September 2021) <discrimen.it/leuropa-chiede-un-ulteriore-
giro-di-vite-nel-contrasto-del-riciclaggio/> accessed 9 August 2022; Giacomo Pestelli,
‘Riflessioni critiche sulla riforma dei reati di ricettazione, riciclaggio, reimpiego e au-
toriciclaggio di cui al d.lgs. 8 novembre 2021, n. 195’ (2021) 12 Sistema penale 49-64;
Giorgia Cerami, ‘La proposta di Direttiva COM(2016)826 sulla lotta al riciclaggio me-
diante il diritto penale e la disciplina italiana’ (2018) 3 Cassazione penale 993 ff.

15 UN Convention Against Transnational Organized Crime (adopted 15 Novem-
ber 2000, entered into force 29 September 2003) 2225 UNTS 209.

16 Art. 10, L. 16 March 2006, no. 146 (GU no. 85 of 11 April 2006).
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form of direct liability of companies for the offences of fencing,
money laundering and reuse of proceeds of crime in the event
that they are committed in the interests of or to the advantage of
the Company itself by its directors, other top management or its
employees.17 This responsibility, however, was originally limited to
the hypothesis of crimes of a transnational nature, that is, com-
mitted in more than one State or with the involvement of a crim-
inal organisation operating in several States. Only in 200718 was a
rule introduced that generalises the liability from a crime of the
Company to all hypotheses (in a broad sense) of money launder-
ing and which today provides for both heavy fines and the impo-
sition of disqualification sanctions up to a maximum of 2 years.19

In general, liability from the crime of companies in Italy is regu-
lated by Legislative Decree 8 June 2001, no. 231.20

17 This form of responsibility, considered in Italy as a tertium genus distinct
from administrative and strictu sensu penal liability, was introduced by Legislative De-
cree 8 June 2001, no. 231 (GU no. 140 of 19 June 2001), which regulates the criteria
of objective and subjective imputation and the types of sanctions (pecuniary sanctions
for “shares”, related to the economic and financial dimension of the Company, and
disqualification sanctions, which may go as far as the appointment of a judicial com-
missioner).

18 Art. 63, para. 3, Legislative Decree of 21 November 2007, no. 231 (GU no.
290 of 14 December 2007).

19 The disqualification sanctions envisaged include: a) disqualification from ex-
ercising the activity; b) the suspension or revocation of authorizations, licenses or pub-
lic concessions functional to the commission of the offense; c) the ban on contracting
with the public administration; d) exclusion from concessions, loans, contributions or
subsidies and the possible revocation of those already granted; e) the ban on advertis-
ing goods or services.

20 GU no. 140 of 19 June 2001. In the first place, it is necessary that the offence
be committed by a director or by top management of the Company or by a person
subject to their supervision, regardless of whether the material perpetrator is identified
or punishable. Second, it is necessary to prove that the perpetrator of the crime com-
mitted it with the aim of pursuing an interest of the Company or, alternatively, that the
commission of the crime still generated an advantage for the Company. Third, it is
necessary to note the existence of an “organisational fault” of the Company, which is
excluded only if the Company has adopted an organisation and management model
suitable for preventing crimes of the same type as the one committed; has appointed a
Supervisory Body with the task of supervising the effective implementation of the
model and its periodic updating; as well as that the offence was committed with fraud-
ulent conduct that eludes the procedures and rules of the model. See funditus Andrea
Sereni, L’ente guardiano. L’autorganizzazione del controllo penale (Giappichelli, 2016);
Gabrio Forti, ‘Uno sguardo ai “piani nobili” del d.lgs. n. 231/2001’ (2012) 4 Rivista
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1.2. Fencing, Money-laundering, Use of illicit proceeds, and Self-
laundering

The fight against money laundering in Italy, resulting from
the aforementioned regulatory evolution and stratification, is now
divided into four main crimes, which cover all conduct provided
for by art. 3, para. 1 of Directive 1673/2018: fencing (art. 648
c.c.); money laundering (art. 648-bis c.c.); use of illicit proceeds in
economic and financial activities (art. 648-ter c.c.); and self-laun-
dering (art. 648-ter.1 c.c.).

All these offences are punished only by way of wilful mis-
conduct and, in particular, knowledge of the criminal origin of the
illicit proceeds is required.

The Italian Corte di Cassazione, however, held that wilful
misconduct is also integrated in the form of dolus eventualis, that
is, even in the event that the subject has a doubt about the illicit
origin of the money or the value and carries out the conduct by
accepting this risk.21

For the crime of fencing only, the offender is required to pur-
sue the purpose of making a profit from the conduct. This ele-
ment, however, lacks any real selective capacity in practice, as the
notion of profit is interpreted in very broad terms, including ad-
vantages that are not of a financial nature.22

i. Fencing (art. 648 c.c.)

The crime of fencing punishes the conduct of simple pur-
chase, receipt or concealment of illicit proceeds, as well as the in-
termediation carried out in the fulfilment of these acts.

italiana di diritto e procedura penale 1249; Carlo Piergallini, ‘Paradigmatica dell’auto-
controllo penale (dalla funzione alla struttura del “modello organizzativo” ex d.lgs. n.
231/2001)’ (2013) Cassazione penale 376b ff.; Vittorio Manes, ‘Realismo e concretezza
nell’accertamento dell’idoneità del modello organizzativo’ (2021) 1 Giurisprudenza
commerciale 633 ss.

21 Cass. pen., sez. un., 26 November 2009, no. 12433, in Mass. CED no. 246323,
commented in Gian Paolo Demuro, ‘Il dolo eventuale alla prova del delitto di
ricettazione’ (2011) Rivista italiana di diritto e procedura penale 300 ff. In a conform-
ing sense, Cass. pen., sez. II, 7 December 2021, no. 7503; Cass. pen. Sez. II, 28 May
2018, no. 36893; Cass. pen., sez. V, 17 April 2018, no. 21925; Cass. pen., sez. II, 21
April 2017, no. 25439, in Mass. CED no. 270179; Cass. pen., sez. II, 26 November
2013, no. 8330, in Mass. CED no. 259010.

22 Cass. pen., sez. II, 14 October 2021, no. 45071, in Mass. CED no. 282508.
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It is believed that the offence is supplemented by the simple
reaching of an agreement on the transfer of the proceeds of crime,
without actual transfer of possession being necessary.23

Furthermore, intermediation is considered to include fencing
even if, after the agent has put the potential seller and buyer in
contact, the transaction is not successful.24

ii. Money laundering (art. 648-bis c.c.)

The crime of money laundering punishes the transfer or re-
placement of illicit proceeds and any other transaction capable of
determining an obstacle to the identification of the illicit origin of
the goods.

It is believed that the feature distinguishing money launder-
ing from fencing is, from an objective point of view, on the one
hand, that it is a free-form crime, as inferable from the reference
to “every transaction” concerning illicit proceeds25; on the other
hand, is the fact that only money laundering requires that the con-
duct is suitable to hinder the identification of the illicit origin.
From a subjective point of view, however, fencing is characterised
by the specific purpose of making a profit, which is not required
in money laundering.26

The distinction, however, is made labile by the very extensive
interpretation provided by the Italian Cassazione, which consid-
ers an obstacle to the identification of the illicit origin of the asset

23 In this sense, Cass. pen., sez. II, 14 June 2017, no. 33957, in Mass. CED no.
270734; Cass. pen., sez. II, 15 April 2009, no. 17821, in Mass. CED no. 243954; Cass.
pen., sez. II, 7 December 2011, no. 46899, in Mass. CED no. 251454; Cass. pen., sez.
IV, 2 February 2012, no. 14424, in Mass. CED no. 253302; Cass. pen., sez. II, 25 June
2013, no. 31023, in Mass. CED no. 256843; Cass. pen., sez. II, 12 June 2015, no.
40382, in Mass. CED no. 264559.

24 Cass. pen., sez. II, 15 January 2016, no. 7683, in Mass. CED no. 266215; Cass.
pen., sez. II, 11 February 2011, no. 8714, in Mass. CED no. 249815.

25 Cass. pen., sez. II, 19 June 2019, no. 42052, according to which “The crime
referred to in art. 648-bis of the Criminal Code is free-form and potentially with pro-
longed consumption, which can also be implemented in a fragmented and progressive
manner; this implies that it integrates in itself an autonomous deed of money launder-
ing, any transfer of assets for any reason, to a person other than whoever is actually the
owner”. (A.T.)

26 In this sense, Cass. pen., sez. II, 21 November 2014, no. 10746, in Mass. CED
no. 263155.
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integrated even in the case of essentially traceable transactions
aimed only at making the reconstruction of financial flows less ev-
ident but not actually difficult.27

Paradigmatic is the case of the mere transfer of money from
a bank account to another bank account of the same holder at a
different credit institution, which various rulings have deemed
sufficient to integrate a hypothesis of money laundering.28

iii. Use of illicit proceeds in economic and financial activities (art.
648-ter c.c.)

The crime of use of illicit proceeds punishes the conduct of
use of illicit proceeds in economic and financial activities.

In this case, it is not required that the conduct has deter-
mined an obstacle to the identification of the illicit origin or a
profit purpose. It is sufficient that these assets are placed in the
lawful economic or financial circuit (though, on this point, the
case law is not uniform).29

27 Cass. pen., sez. II, 21 June 2019, no. 37606, according to which “The crime of
money laundering integrates the carrying out of conducts aimed not only at defini-
tively preventing, but also at making it difficult to ascertain the origin of the money,
goods or other utilities, and this also through transactions that are traceable, as the as-
certainment or abstract identifiability of the criminal origin of the asset does not con-
stitute the event of the crime”.

28 In this sense, Cass. pen., sez. II, 7 January 2011, in Mass. CED no. 249446, for
which it constitutes money laundering “any withdrawal or transfer of funds subse-
quent to previous payments, and also the mere transfer of money of criminal origin
from a bank account to another with a different name, and opened at a different credit
institution” (A.T.). In a conforming sense, Cass. pen., sez. II, 20 October 2017, no.
52549, in Mass. CED no. 271530; Cass. pen., sez. VI, 3 October 2013, in Mass. CED
no. 259487. In a partially different sense, however, Cass. pen., sez. VI, 22 March 2018,
no. 25941, in Mass. CED no. 274725 and Cass. pen., sez. II, 5 March 2015, no. 12894,
in Mass. CED no. 262931.

29 Cass. pen. Sez. II, 18 February 2021, no. 24273, in Mass. CED no. 281626,
according to which “For the purposes of the configurability of the crime referred to in
art. 648-ter of the code pen. it is not necessary for the conduct of reuse to have con-
cealed connotations aimed at hindering the identification or ascertainment of the illicit
origin of the goods, as this crime protects, in a residual way with respect to those of
money laundering and self-laundering, the genuineness of the free market to be any
form of pollution resulting from the use of goods of illicit origin” (A.T.). In accor-
dance, Cass. pen., sez. II, 17 June 2015, no. 37678, in Mass. CED no. 64466; Cass.
pen., sez. II, 5 November 2013, no. 9026, in Mass. CED no. 258525. In a different
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This offence constitutes a residual and subsidiary rule, of rare
application in judicial practice, destined to include, at least in the
idea of the Italian legislator, conduct at the end of the crimino-
logical process of the phenomenon of money laundering (accord-
ing to the three-stage model: placement, layering and integration).

iv. Self-laundering (art. 648-ter.1 c.c.)

In all the crimes analysed so far, it is required that the perpe-
trator of the crime not participate in the commission of the pred-
icate offence that generated the illicit proceeds.30

The conduct of the perpetrator of the predicate offence, in
line with the provisions of art. 3, para. 5 of Directive 1673/2018,
are sanctioned by an autonomous crime (art. 648-ter1 c.c.).

In particular, self-laundering affects the reuse, replacement
and transfer of illicit proceeds in economic, financial, entrepre-
neurial or otherwise speculative activities, while it excludes mere
enjoyment and personal use.

In order for it to be referred to as personal enjoyment or use
of goods, no suitable activity must be carried out to hinder their
identification, even if aimed at ensuring better use.31

sense, however, they require a dissimulatory effectiveness of the re-employment con-
duct: Cass. pen., sez. II, 10 June 2021, no. 26796, in Mass. CED no. 281552; Cass.
pen., sez. II, 14 July 2016, no. 33076, in Mass. CED no. 267691; Cass. pen., sez. VI, 3
October 2013, no. 13085, in Mass. CED no. 259477; Cass. pen., sez. II, 5 October
2011, no. 39756, in Mass. CED no. 251194.

30 See, in academic literature, Gabriele Civello, Autoriciclaggio. Teoria e prassi
(Giappichelli, 2022); Alain Maria Dell’Osso, ‘Il reato di autoriciclaggio: La politica
criminale cede il passo a esigenze mediatiche e investigative’ (2015) Rivista italiana di
diritto e procedura penale 796 ff.

31 Cass. pen., sez. II, 16 July 2019, no. 36522, specifies that: “the hypothesis of
non-punishment pursuant to art. 648-ter.1, paragraph 4, c.p. is integrated only in the
event that the agent uses or enjoys the assets resulting from the predicate crime di-
rectly and without carrying out any transaction on them aimed at the use, replacement
or transfer of the illicit proceeds in economic, financial, entrepreneurial activities or
speculative, capable of concretely hindering the identification of the criminal origin of
said illicit proceeds. The non-punishable nature, in fact, finds its logical and coherent
explanation in the prohibition of the substantial ne bis in idem (punishment twice for
the same fact), but only on condition that the agent is limited to the mere use or en-
joyment of the assets proceeds of the predicate crime without engaging in any decep-
tive activity in order to hinder identification even if the aforementioned conduct was
aimed at using or better enjoying the aforementioned assets” (A.T.). In a compliant
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Even in this case, as for money laundering (art. 648-bis c.c.),
the act must have determined an obstacle to the identification of
the illicit origin of the asset.

1.3. Predicate crimes

The definition of proceeds from crime in Italian law is re-
lated to the origin of goods, money or other value from a wide
range of offences (s.c. all-crimes model).

Following L.D. 195/2021, in fact, all felonies, even those not
intentional, can constitute predicate crimes. In addition, misde-
meanours are now also included as predicate crimes when pun-
ishable by a penalty exceeding a maximum of 1 year of arrest or a
minimum of 6 months of arrest.

The nature of proceeds of crime exists both for the profit de-
rived from the crime and for the price paid for the commission of
the crime (for example, a bribe in the offence of corruption) as
well as for any product of the crime (i.e., any good generated by
the commission of the crime).

It is commonly considered sufficient that the good or money
comes even only indirectly from the crime.32

The jurisprudence has held that mere cost savings, achieved,
for example, in relation to tax offences, can also constitute pro-
ceeds of crime.33

Predicate crimes include, in particular, crimes against the fi-
nancial interests of the European Union.34 In particular, it in-
cludes both procurement- and non-procurement-related frauds
and VAT frauds.35

sense, Cass. pen., sez. VI, 30 January 2020, no. 13571; Cass. pen., sez. II, 7 June 2018,
no. 30399.

32 Cass. pen., sez. VI, 20 June 2012, no. 36759, in Mass. CED no. 253468, spec-
ifies: “For the crime of money laundering to exist, it is not necessary that the money,
goods or other utilities must come directly or immediately from the predicate crimes,
as their mediated provenance is also sufficient” (A.T.).

33 Cass. pen., sez. II, 9 September 2020, no. 30889; Cass. pen., sez. II, 17 Janu-
ary 2012, no. 6061, in Mass. CED no. 252701. Roberto Cordeiro Guerra, ‘Reati fiscali
e riciclaggio’ (2013) 12 Rivista di Diritto Tributario 1163 ff.

34 Legislative Decree 14 July 2020, no. 75 (in GU no. 177 of 15 July 2020) im-
plemented Directive (EU) 2017/1371.

35 See art. 316-bis, art. 316-ter, art. 640 c.c. and art. 2-5, 8, 10-ter, 11 of Legisla-
tive Decree 10 March 2000, no. 74 (GU no. 76 of 31 March 2000).
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Consistent with the provisions of art. 3, para. 3, lett. a) and b)
of Directive 1673/2018, the integration of the aforementioned of-
fences does not require a previous conviction for the predicate of-
fence, which can be ascertained incidentally. However, an acquit-
tal regarding the predicate offence is considered preclusive of a
different judgement, even if this occurred in a criminal proceed-
ing in which the alleged launderer did not take part.36

Furthermore, the prevailing orientation considers that it is
not necessary to ascertain all the elements of the predicate offence
(including the identity of the perpetrator) but only to ascertain
the origin of the goods from a fact falling within one of the rele-
vant predicate offences.37

There is a jurisprudential contrast, however, concerning the
need (or not) for the predicate offence to be at least identified in
its type. There are, in fact, numerous judgements of the Italian
Cassazione that require such an assessment38 and as many judge-
ments that deem it superfluous and, instead, consider the inabil-
ity of the subject to justify the lawful origin of the money to be
sufficient.39

Furthermore, it is expressly provided that the predicate of-
fence may also result in concrete terms not punishable due to a

36 Cass. pen. sez. VI, 23 January 2020, no. 14800, according to which “In terms
of money laundering and self-laundering, it is not necessary that the existence of the
predicate crime has been ascertained by a final conviction, since it is sufficient that the
fact constituting this crime has not been judicially excluded, in its materiality, defini-
tively, and that the prosecuting judge for money laundering has incidentally deemed
the existence thereof; failing that, in the absence of one of the conditions for the crime
of money laundering, the accused must be acquitted because the fact does not exist”.
(A.T.) Compliant Cass. pen., sez. II, 19 June 2019, no. 42052, in Mass. CED no.
277609; Cass. pen., sez. II, 15 January 2009, no. 10101, in Mass. CED no. 243305.

37 Cass. pen., sez. I, 18 September 2019, no. 46419, in Mass. CED no. 277334;
Cass. pen., sez. II, 5 July 2011, no. 29685, in Mass. CED no. 251028; Cass. pen., sez.
II, 21 June 2005, no. 25020.

38 Cass. pen., 23 November 2021, no. 46773, in Mass. CED no. 282433 affirms
that “For the purposes of the configurability of the crime of money laundering, it is
necessary that the predicate crime is identified in its type” (A.T.). The following sen-
tences are expressed in the same sense: Cass. pen., sez. II, 15 December 2021, no. 6584,
in Mass. CED no. 282629; Cass. pen., sez. II, 28 May 2019, no. 29689, in Mass. CED
no. 277020; Cass. pen., sez. II, 22 June 2010, no. 26308, in Mass. CED no. 247742.

39 Cass. pen., sez. II, 15 January 2021, no. 5616, in Mass. CED no. 280883; Cass.
pen., sez. II, 19 November 2021, no. 43532, in Mass. CED no. 282308.
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lack of imputability of its author or the existence of a personal
cause of non-punishment of the same or, also, due to the lack of a
condition of admissibility of the criminal action.40

The autonomy of the crimes of fencing, money laundering,
use of illicit proceeds and self-laundering with respect to the
predicate crimes has also been affirmed, with an extensive inter-
pretation by the Cassazione, according to the hypothesis in which
the predicate offence is extinguished due to the achievement of
the statute of limitations and in the event that the predicate of-
fence has been the subject of an abolitio criminis.41

1.4. Jurisdiction

Italian criminal law is applied, first of all, for all crimes com-
mitted within the territory of the Italian State. Article 6, para. 2
c.c. specifies that it is sufficient that even only a part of the act
that constitutes the offence has been committed in Italy.

Furthermore, this provision has been interpreted in a very
broad sense by the Italian Corte di Cassazione, to the point of in-
cluding acts which, considered individually, would not have crim-
inal relevance even as an attempted crime.42 The minimum re-
quirement is that such acts present an effective connection with
other acts carried out abroad and that, considered as a whole,
they constitutes a crime under Italian law.43

40 See art. 648, para. 5 c.c.; art. 648-bis, para. 5 c.c.; art. 648-ter, para. 5 c.c.; art.
648-ter.1, para. 8 c.c. See also Cass. pen., sez. II, 18 June 2019, no. 29449, in Mass.
CED no. 276668; Cass. pen., sez. II, 8 October 2019, no. 43387, in Mass. CED no.
277997; Cass. pen., sez. II, 28 May 2010, no. 33478, in Mass. CED no. 248248; Cass.
pen., sez. II, 9 June 2006, no. 22555, in Mass. CED no. 234653.

41 Cass. pen., sez. II, 30 June 2021, no. 32775, in Mass. CED no. 281859; Cass.
pen., sez. II, 21 November 2018, no. 926; Cass. pen., sez. II, 4 February 2016, no.
20772, in Mass. CED no. 267034.

42 Cass. pen., sez. IV, 7 October 2021, no. 39993, in Mass. CED no. 282061, ac-
cording to which: “For the purposes of affirming the Italian jurisdiction in relation to
crimes committed in part abroad, it is sufficient that even a fragment of the conduct,
understood in a naturalistic sense, has occurred in the territory of the suitability and
unequivocal requirements required for the attempt, is appreciable in such a way as to
connect the part of the conduct carried out in Italy and that carried out in foreign ter-
ritory”. (A.T.). In a compliant sense, see Cass. pen., sez. IV, 20 May 2021, no. 35510,
in Mass. CED no. 281853; Cass. pen., Sez. II, 10 December 2021, no. 4583, in Mass.
CED no. 282812.

43 Cass. pen., sez. II, 28 October 2020, no. 5198, in Mass. CED no. 281472:
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Conspiracy and aiding and abetting in relation to a crime
committed abroad are also considered to be committed in Italy.44

There are also many exceptions to the principle of territorial-
ity which allow the application of Italian criminal law even to
crimes committed entirely abroad.

Article 9 c.c. provides that Italian criminal law may also be
applied to some categories of felonies committed abroad by an
Italian citizen, which include the offences provided for in art.
648-648-ter1 c.c.

Article 10 c.c., finally, provides that some serious categories
of felonies can be punishable even if committed entirely abroad
by a foreign citizen. In this case, however, two conditions are re-
quired for the prosecution of criminal proceedings in Italy:

(i) the request of the Minister of Justice or the request or
complaint of the person offended by the crime; and

(ii) the presence of the offender within the territory of the
State.

Although it is not expressly provided for by law, the Corte di
Cassazione believes that for the purpose of applying Italian crim-
inal law to crimes committed entirely abroad, it is always neces-
sary that the act is also provided as a crime in the State in which
it was committed. Therefore, the principle of dual criminality op-
erates.45

“[…] The part of the conduct committed in Italy must in any case be clearly and un-
ambiguously attributable to the remaining part carried out in foreign territory”. In a
conforming sense, see Cass. pen., sez. VI, 3 October 2013, in Mass. CED no. 259486;
Cass. pen., sez. IV, 20 January 2017, no. 6376, in Mass. CED no. 269062; Cass. pen.,
sez. VI, 21 September 2017, no. 56953, in Mass. CED no. 272220.

44 Cass. pen., sez. I, 6 May 2014, no. 41093, in Mass. CED no. 260703: “[…] in
the event of concurrence of persons, it is sufficient that in Italy any participation ac-
tivity by any one of competitors, not at all noting that this partial activity does not in
itself have the character of illegality, since it must be understood as a fragment of a sin-
gle criminal process to be considered as inseparable”. In a conforming sense, see Cass.
pen., sez. III, 2 March 2017, no. 35165, in Mass. CED no. 270686; Cass. pen., sez. V,
15 October 2018, no. 57018, in Mass. CED no. 274376.

45 Cass. pen., sez. I, 17 September 2002, no. 38401, in Mass. CED no. 2229254
and 222925; Cass. pen., sez. V, 10 March 2016, no. 13525. In academic literature, see
Antonio Pagliaro, ‘Legge penale nello spazio’, in Enciclopedia del diritto (Giuffrè, vol.
XXIII, 1973) 1054 ff.; ANTONIO PAGLIARO and SALVATORE ARDIZZONE, Sommario del
diritto penale italiano. Parte generale (Giuffrè, edn. II, 2006), 107; SERGIO VIN-
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This principle has been interpreted in a very broad sense by
the Italian Cassazione. With regard to fencing, money laundering
and self-laundering, it was considered that the dual criminality
principle also operates in relation to the predicate crime from
which the proceeds of crime originate. Therefore, if the predicate
offence was committed abroad and its proceeds were then laun-
dered in Italy, the predicate offence must also be punishable un-
der foreign criminal law.46

Also, following recent legislative reform which implemented
Directive 2018/1673, no exceptions to this rule are provided.
Therefore, it must be assumed that the current regulatory frame-
work conflicts with the provisions of art. 2, para. 4 of the Direc-
tive, which excludes the dual criminality principle for some seri-
ous categories of predicate crimes (“Member States may further
require that the relevant act constitutes a criminal offence under
the national law of the other Member State or of the third coun-
try where that conduct was committed, except where that con-
duct constitutes one of the offences referred to in points (a) to (e)
and (h) of point (1) of Article 2”).

1.5. Dividing line between administrative and criminal sanctions

Violation of the anti-money laundering regulations imposed
on obliged entities entails administrative and criminal sanctions.

The following conduct is criminally punished:
(i) falsification of data and information collected for cus-

tomer due diligence purposes47;

CIGUERRA, Diritto penale italiano (Cedam, vol. I, 2009), 395; FERRANDO MANTOVANI,
Diritto penale (Cedam, 2007), 890-891; BARTOLOMEO ROMANO, Il rapporto tra norme pe-
nali. Intertemporalità, spazialità, coesistenza (Giuffrè, 1996), 135 ff. Con riferimento
alle fattispecie di ricettazione e riciclaggio Reinotti (n. 5) 462 ff.; GAETANO PECORELLA,
‘Ricettazione (diritto penale)’, in Novissimo digesto italiano (UTET, vol. XV, 1976),
925-946, spec. 938.

46 Cass. pen., sez. II, 9 October 2012, no. 42120, in Mass. CED no. 253830;
Cass. pen., sez. II, 17 November 2009, no. 49427, in Mass. CED no. 246469; Cass.
pen., sez. II, 27 May 2019, no. 23190; Cass. pen., sez. II, 14 July 2020, no. 23679, in
Mass. CED no. 279482.

47 See art. 55, para. 1 Legislative Decree 21 November 2007, no. 231, in GU no.
290 of 14 December 2007 (L.D. 231/2007).
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(ii) collection, as part of record keeping activities, of false
data or information on the customer, beneficial owner, or transac-
tions requested and carried out48;

(iii) communication of false data and information by the per-
son who contacts an obliged entity for the completion of a trans-
action or the establishment of a commercial relationship49;

(iv) violation of the duties of secrecy relating to the sending
of a Suspicious Transaction Report (STR)50 or to feedback re-
ceived from the Unità d’Informazione Finanziaria per l’Italia
(UIF) following an STR51 by an operator of an obliged entity.52

In addition, a series of administrative fines are envisaged for
obliged entities and, in some cases, for responsible natural per-
sons for violations of anti-money laundering rules. Since these are
administrative offences, it is not necessary that the acts be com-
mitted voluntarily; that they are committed with negligence will
be sufficient.53 In the event of serious, repeated and systematic vi-
olations, pecuniary sanctions reach particularly serious levels, cal-
culated in proportion to the total turnover of the entity. They can
also be accompanied by an interdiction from carrying out the ac-
tivity or by a duty to adopt certain organisational solutions; more-
over, they can extend to natural persons holding administrative,
management or control functions.54

The administrative offences include non-compliance with
customer due diligence duties and the duty to abstain from carry-

48 Art. 55, para. 2, L.D. 231/2007.
49 Art. 55, para. 3, L.D. 231/2007.
50 Art. 39, para. 1, L.D. 231/2007 provides: “it is forbidden for persons required

to report a suspicious transaction and anyone who is in any case aware of it, to notify
the customer concerned or to third parties of the report, to send further information
requested by the FIU or to the existence or the likelihood of investigations or investi-
gations into money laundering” (A.T.).

51 Art. 41, para. 3, L.D. 231/2007 provides: “The return flow of information is
subject to the same prohibition of communication to customers or third parties”
(A.T.).

52 Art. 55, para. 4, L.D. 231/2007.
53 See art. 3, Law 24 November 1981, no. 689, in GU no. 329 of 30 November

1981. See, with reference to AML administrative sanctions, Cass. civ., sez. II, 3 May
2010, no. 10621, in Mass. CED no. 613100.

54 Art. 62 and art. 66, L.D. 231/2007. For the procedure relating to the imposi-
tion of administrative sanctions by the MEF, see art. 65.
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ing out the transaction at the request of the UIF55; non-compli-
ance with record keeping duties56; non-compliance with the pro-
visions relating to the STR issuance57; and non-compliance with
disclosure duties regarding the UIF or inspectors of the Ministry
of Economy and Finance (MEF).58

The line distinguishing these minor administrative or crimi-
nal sanctions and the actual crime of money laundering (art. 648-
bis c.c.) is defined mainly by the mens rea of the person in charge
of anti-money laundering compliance for an obliged entity (e.g., a
bank).

In fact, it has been found that, in the event of awareness of
the illicit origin of goods or money, it is possible that an omission
can also be considered a form of participation in the money laun-
dering committed by those who carry out the transactions.59

The omission, in this case, may also consist in a serious viola-
tion of the anti-money laundering duties imposed on obliged en-
tities provided that it is not mere negligence but is accompanied,
at least, by indirect intent (dolus eventualis).

In the case of a money transfer activity carried out in disre-
gard of the anti-money laundering rules, the Corte di Cassazione
has held, in fact, that “Excluding the recurrence of indirect wilful
misconduct in the case in question means effectively voiding the
mandatory scope of the provisions aimed at ensuring, on the part
of the operators in the sector, the effective prevention and con-
trast to the phenomenon of money laundering, which, as is
known, is carried out through safeguards also requiring the oper-
ator to interrupt the relationship when elements of suspicion ex-
ist on the lawful origin of the money […] the suspect had a mul-
tiplicity of anomaly indicators connected to the means and meth-
ods of transferring the money that made it reasonable to represent
the risk that the money transferred from C. came from criminal

55 Art. 56, L.D. 231/2007.
56 Art. 57, L.D. 231/2007.
57 Art. 58, L.D. 231/2007.
58 Art. 60, L.D. 231/2007.
59 See funditus Pietro Sorbello, ‘Segnalazione di operazioni sospette e posizione

di garanzia. Ammissibilità e limiti del concorso per omissione nel delitto di riciclaggio’
(2015) 3 Indice penale 437 ff.
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activities, in relation to which there was a reporting duty” (Au-
thor’s translation).60

2.1. Notes on the historical evolution, aims and scope of the Italian
Antimoney laundering legislation

Article 13 of Law Decree 15 December 1979, no. 62561 es-
tablished for the first time in Italy, for public administrations and
credit institutions, the duty to identify the subject carrying out
cash transactions of a value exceeding 20 million lira, the duty to
collect information relating to these transactions and the duty to
keep a register containing such information for a period of 10
years. These duties were also criminally sanctioned. Article 30 of
the Law of 19 March 1990, no. 5562 then extended the scope of
the rules to additional financial operators and to fractional trans-
actions carried out in a limited period of time (on the same day
and at the same bank branch) and also provided for restatement
of the threshold amount through a Decree of the Ministry of Jus-
tice. A Ministerial Decree, issued 4 July 1990,63 also regulated the
procedures for keeping records. The rules apply, in addition to
money, to other means of payment, such as bank cheques,
cashier’s cheques, and postal orders.

The first comprehensive anti-money laundering legislation in
Italy was, however, introduced with D.L. 3 May 1991, no. 143,
converted with amendments into law 5 July 1991, no. 197,64

which also implemented the First Anti-Money Laundering Direc-
tive65 (even before its entry into force), which was followed by
subsequent legislative interventions with Legislative Decree 30

60 Cass. pen., sez. II, 7 October 2016, no. 52241.
61 GU no. 342 of 17 December 1979.
62 GU no. 69 of 23 March 1990.
63 GU no. 103 of 5 May 1990.
64 GU no. 157 of 6 July 1991. See Lorenzo Salazar, ‘Riciclaggio dei capitali: di-

rettiva comunitaria e legislazione italiana’ (1991) Foro italiano 461-480; Giovanni
Maria Flick, ‘Accessi al settore finanziario e segnalazioni degli intermediari: controlli,
obblighi, responsabilità’ (1994) 4 Rivista italiana di diritto e procedura penale 1201-
1219.

65 Directive 91/308/EEC of the Council of 10 June 1991 on Prevention of the
use of the financial system for the purpose of money laundering, [1991] OJ L 166/77.
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April 1997, no. 125,66 Legislative Decree 26 May 1997, no. 15367

and Legislative Decree 25 September 1999, no. 374.68

The law consisted of only 14 articles. First, there were limita-
tions on the use of cash and bearer securities, prohibiting in any
case the transfer of values exceeding 20 million Lira, unless it was
carried out through authorised financial intermediaries. On the
other hand, there was a duty to report suspicious transactions to
the local Questura (i.e. District Police Headquarters), which in
turn transmitted the report to the Nucleo Speciale di Polizia Val-
utaria of the Italian Guardia di Finanza (i.e., the Italian Financial
Police).

This decentralised model, with the reforms of 1997 and 1999,
was replaced by a “centralised” model which provided for a single
recipient of the STRs, that is, the Ufficio Italiano dei Cambi (Ital-
ian Exchange Office), responsible for intelligence on financial ac-
tivities, which, in turn, forwarded the results of its analyses and
collected data of major investigative interest to the Anti-Mafia In-
vestigative Directorate set up at the Ministry of the Interior.

The Regulation was therefore based on two principles: (i) the
need to channel financial flows to qualified intermediaries (art. 4,
L. 197/1991), and (ii) the provision of duties of passive collabora-
tion (collection of data and information on the aforementioned
transactions) and active collaboration (the duties to transmit the
STRs and to report to the Ministry of Economy any violation of
the limits on use of cash).

66 GU no. 111 of 15 May 1997.
67 GU no. 136 of 13 June 1997.
68 GU no. 253 of 27 October 1999. See, in academic literature, Giorgio San-

tacroce, ‘La segnalazione di operazioni sospette dopo la legge 9 August 1993, n. 328:
novità e prospettive di riforma’ (1995) 1 Banca borsa e titoli di credito 165 ff.; Angelo
Mambriani, ‘Riciclaggio e segnalazione di operazioni sospette’ (1995) Indice penale
457 ff.; Gaetano Insolera, ‘Prevenzione e repressione del riciclaggio e dell’accumulo di
patrimoni illeciti’ (1998) Legislazione penale 172; Francesco Capriglione, ‘L’antirici-
claggio tra prevenzione sociale e disinquinamento del settore finanziario’ (1998) 4
Banca Borsa Titoli di Credito 417 ff.; Paolo Costanzo, ‘L’estensione della normativa an-
tiriciclaggio ad attività non finanziarie dalla disciplina comunitaria al d.lg. n. 374/99’
(2000) 7/8 Cassazione penale 2169; Angelo Mangione, ‘Mercati finanziari e criminalità
organizzata. Spunti problematici su recenti interventi normativi di contrasto al rici-
claggio’ (2000) 3 Rivista italiana di diritto e procedura penale 1102 ff.; Alberto Urbani,
‘Supervisione bancaria e lotta al riciclaggio’ (2002) 2 Banca borsa titoli di credito 480.
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The Bank of Italy, the supervisory authority of the Italian
banking sector, as part of its mandate, has also issued since 1993
the s.c. “Decalogue” or Operating Instructions for the Identifica-
tion of Suspicious Transactions. This document – which was up-
dated and modified in 1994, 2001 and 2010, in line with further
evolutions of the AML legislation – outlines, in particular, several
red flag indexes aimed at guiding and standardising the behaviour
of all credit institutions.

Legislative Decree 20 February 2004, no. 56,69 with which the
Second AML Directive was implemented,70 strengthened the iden-
tification and information duties; provided for the duty to transmit
to the Italian Exchange Office, upon request, data, documents and
information necessary for financial intelligence activities, notwith-
standing banking secrecy; provided for the duty for financial oper-
ators to set up internal control procedures and to provide ade-
quate training to employees and collaborators in anti-money laun-
dering matters; expanded the categories of persons subject to the
rules of Law no. 197/1991, by both updating the definition of fi-
nancial operators and extending the rules to a series of non-finan-
cial operators (accountants, auditors, labour consultants, notaries
and lawyers);71 and introduced a system of criminal and adminis-
trative sanctions for the violation of anti-money laundering rules.

On the occasion of the transposition of the Third AML Di-
rective,72 the Italian legislator decided to organically rearrange

69 GU no. 49 of 28 February 2004.
70 Directive 2001/97/EC of the European Parliament and of the Council of 4

December 2001 amending Council Directive 91/308/EEC on prevention of the use of
the financial system for the purpose of money laundering, [2001] OJ L 344/76.

71 Actually, L.D. 56/2004 provided only for some principles relating to non-fi-
nancial operators, delegating their implementation to sub-legislative rules issued only
in 2006: Ministry Regulation 3 February 2006, no. 141 for professionals; Regolamento
Ministeriale 3 February 2006, no. 142 for financial intermediaries; and Ministry Regu-
lation 3 February 2006, no. 143 for other non-financial operators. These regulations
were accompanied by a further provision of the UIC of 24 February 2006, “Istruzioni
applicative in materia di obblighi di identificazione, registrazione e conservazione delle
informazioni, nonché di segnalazione delle operazioni sospette per finalità di preven-
zione e contrasto del riciclaggio”.

72 Directive 2005/60/EC of the European Parliament and of the Council of 26
October 2005 on the prevention of the use of the financial system for the purpose of
money laundering and terrorist financing, [2005] OJ L 309/15.
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anti-money laundering legislation into a single legislative text and,
for this purpose, approved Legislative Decree 21 November 2007,
no. 231, which is still the main legislative source on anti-money
laundering73, alongside L.D. 22 June 2007, no. 10974 on the pre-
vention of terrorist financing.

In the new regulatory framework, the Italian Exchange Of-
fice has been replaced by the new Unità d’Informazione Fi-
nanziaria per l’Italia (UIF), set up at the Bank of Italy and called
upon to perform the functions of reception, analysis and dissemi-
nation as Financial Intelligence Italian Unit for Italy.

To implement the Fourth AML Directive,75 the Italian legis-
lator has issued two legislative acts: Legislative Decree 25 May
2017, no. 9076 and Legislative Decree 25 May 2017, no. 92.77

To implement the Fifth AML Directive,78 Legislative Decree
4 October 2019, no. 125. was issued.79

73 GU no. 290 of 14 December 2007. See Luca Pistorelli, ‘La normativa antirici-
claggio introdotta dal d.lgs. 21 Novembre 2007, n. 231’ (2008) 10 Giurisprudenza di
merito 2468B ff.

74 GU no. 172 of 26 July 2007.
75 Directive (EU) 2015/849 of the European Parliament and of the Council of

20 May 2015 on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing, [2015] OJ L 141/73 (IV AML Directive).

76 GU no. 140 of 19 June 2017. See Luca Troyer and Monica Zancan, ‘L’at-
tuazione in Italia della quarta Direttiva antiriciclaggio. Uno sguardo d’insieme e
prospettive future’ (2018) 3 Rivista dei Dottori Commercialisti 521 ss.; Siro De Flam-
mineis, ‘Gli strumenti di prevenzione del riciclaggio. L’esperienza italiana nel quadro
della quarta direttiva europea e prime osservazioni sullo schema di decreto attuativo’
(2017) 5 Diritto penale contemporaneo 259 ff.; Tatiana Giacometti and Oliviero For-
menti, ‘La nuova disciplina in materia di prevenzione del riciclaggio e di finanzia-
mento del terrorismo (d.lgs. 25 maggio 2017, n. 90)’ (2017) 7/8 Diritto penale contem-
poraneo 195 ff.

77 GU no. 141 of 20 June 2017.
78 Directive (EU) 2018/843 of the European Parliament and of the Council of

30 May 2018 amending Directive (EU) 2015/849 on the prevention of the use of the
financial system for the purposes of money laundering or terrorist financing, and
amending Directives 2009/138/EC and 2013/36/EU, [2018] OJ L 156/43 (V AML
Directive).

79 GU no. 252 of 26 October 2019. See Rosa Maria Vadalà, ‘Criptovalute e cy-
berlaundering: novità antiriciclaggio nell’attesa del recepimento della Direttiva (UE)
2018/1673 sulla lotta al riciclaggio mediante il diritto penale’ (Sistema penale, 6 May
2020) <sistemapenale.it/it/scheda/criptovalute-cyberlaundering-125-2019> accessed 9
August 2022.
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Legislative Decree 8 November 2021, no. 18680 also imple-
mented Directive 2019/1153.81

Finally, Law Decree 30 December 2021, no. 228,82 converted
with amendments by Law 25 February 2022, no. 15,83 intervened
on the rules regarding the remote identification of a person al-
ready identified by another obliged subject; protection of the con-
fidentiality of anti-money laundering information; limits on the
use of cash, set at 2,000 euros until 1 January 2023 and, subse-
quently, at 1,000 euros.

Particularly relevant are the provisions of the new art. 38,
para. 3-3-bis of L.D. 231/2007 aimed at strengthening the confi-
dentiality of STRs in criminal proceedings. The identity of the is-
suer of the STR, in fact, cannot be disclosed to the parties at any
stage of the proceedings unless there is a decree of the Judicial
Authority that explains its absolutely indispensable nature. Un-
due disclosure of its identity is now punishable by imprisonment
for 2 to 6 years.

2.2. Administrative definition of Money laundering

The definition of money laundering relevant for the purposes
of the administrative regulations is contained in the aforemen-
tioned L.D. 231/2007. It is a definition independent from that of
the relevant criminal laws: broader in some respects, narrower in
others.

The act of money laundering has, as its object, the proceeds
of a criminal activity defined per relationem with reference to all
felonies committed with intent provided for by criminal law.84

The criminal definitions of money laundering following the
L.D. 195/2021, however, are now relevant as predicate offences as
well as non-voluntary felonies and misdemeanours.

80 GU no. 284 of 29 November 2021.
81 Directive (EU) 2019/1153 of the European Parliament and of the Council of

20 June 2019 laying down rules facilitating the use of financial and other information
for the prevention, detection, investigation or prosecution of certain criminal offences,
[2019] OJ L 186/122 (Directive 2019/1153).

82 GU no. 309 of 30 December 2021.
83 GU no. 49 of 28 February 2022.
84 Art. 2, para. 2, lett. a), L.D. 231/2007.
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It should be noted, however, that the European Commis-
sion’s legislative proposal for a new AML Rulebook85 has already
provided for coordination between the definition of “criminal ac-
tivity” contained in the IV AML Directive (as amended by the V
AML Directive) with the broader definition of predicate crimes
contained in Criminal Law Directive no. 2018/1673. When this
proposal is approved, this inconsistency should be overcome.

The conduct considered “money laundering” by administra-
tive regulations includes all the conduct attributable to the afore-
mentioned crimes of fencing, money laundering, use of illicit pro-
ceeds and self-laundering but also conspiracy, aiding and abet-
ting, and attempted crime.86

2.3. Competent authorities

According to art. 7 of the IV AML Directive, Italy has put in
place a national mechanism to coordinate the national response to
money laundering risks.

The authorities involved, with different competences and
roles, in the prevention of money laundering are the Ministry of
Economy and Finance, the Financial Security Committee, the
UIF, the Direzione Investigativa Anti-Mafia (DIA), the Nucleo
Speciale di Polizia Valutaria (NSPV) of Guardia di Finanza (i.e.,
Italian Financial Police), and the Supervisory Authorities.87 In ad-
dition, there is the Direzione Nazionale Anti-Mafia e Anti-Terror-
ismo, which constitutes a coordinating body of the Italian District
Prosecutors, headed by a National Anti-Mafia Prosecutor; more
generally, other judicial authorities; authorities responsible for
combating tax evasion; and obliged entities, for the duties of ac-
tive and passive collaboration required by law.

The Minister of Economy and Finance is responsible for the
Italian national AML policy and presents a yearly report to Par-

85 See art. 2 (1) (3-4), EC, ‘Proposal for a Regulation of the European Parlia-
ment and of the Council on the prevention of the use of the financial system for the
purposes of money laundering or terrorist financing’ COM/2021/420 final (Single
Rulebook Proposal).

86 Art. 3, para. 4, L.D. 231/2007.
87 Art. 21, comma II, lett. a), L.D. 231/2007.
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liament on both the actions taken and the national risk of ex-
ploitation of the financial system for money laundering pur-
poses.88

This report is prepared annually by the Financial Security
Committee and is linked to the 3-year report on national anti-
money laundering risk, which aims to identify, analyse and assess
the national money laundering risk, in particular by identifying
the most serious threats and possible vulnerabilities of the na-
tional AML system and the sectors and activities most exposed.89

The report is accompanied by a report from the UIF on the
activities carried out and the results obtained and by a report
from the Bank of Italy on the resources assigned to the UIF itself
(as will be seen below, the Bank of Italy is the host institution of
the UIF).90

Furthermore, the Ministry of Economy and Finance promotes
collaboration between the AML competent authorities and is en-
dowed with inspection powers with respect to obliged entities; it
holds the power to issue administrative sanctions, together with
other authorities (in particular, the Supervisory Authorities).91

The Financial Security Committee was set up under anti-ter-
rorism legislation. It is hosted by the Ministry of Economy and is
composed of representatives of various administrative, police and
judicial authorities.

In addition to tasks that are strictly related to anti-terrorism
legislation (i.e., national freezing measures related to the financing
of terrorism), the Committee plays an advisory role in the field of
anti-money laundering policy, formulating opinions and proposals
and developing prevention strategies.92

The Supervisory Authorities and, in particular, the Bank of
Italy, the Commissione Nazionale per la Società e la Borsa (CON-
SOB) and the Istituto per la Vigilanza sulle Assicurazioni (IVASS)
are independent authorities with regulatory and supervision tasks.

88 Art. 4, L.D. 231/2007.
89 Art. 5, para. 7 and art. 14 L.D. 231/2007.
90 Art. 4, para. 2 and art. 6, para. 8 L.D. 231/2007.
91 Art. 5 L.D. 231/2007. See also art. 65 ff. L.D. 231/2007 on Ministerial

sanctions.
92 Art. 5, para. 6-7 L.D. 231/2007.
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In the context of the AML legal framework, in particular, the
Supervisory Authorities have the power to issue regulations,
which implement the more general provisions of L.D. 231/2007,
regarding the internal organisation of obliged entities, procedural
rules, internal controls and customer due diligence (the most im-
portant regulations are referred to from time to time below).

They are also endowed with inspection powers and hold
sanctioning powers regarding the various categories of supervised
subjects.

2.4. Obliged entities and main duties provided for by the AML leg-
islation

The Italian legislator distinguishes five categories of obliged
entities:

i. banking and financial intermediaries93

ii. other financial operators94

iii. professionals95

93 See art. 3, para. 2, L.D. 231/2007: “a) banks; b) Poste Italiane S.p.a.; c) elec-
tronic money institutions […]; d) payment institutions […]; e) securities firms […]; f)
asset management companies […]; g) investment companies with variable capital […]
h) investment companies with fixed capital […]; i) stockbrokers […]; l) intermedi-
aries registered in the register provided for by article 106 of the Consolidated Law on
Banking; m) Cassa Depositi e Prestiti S.p.a.; n) insurance companies […]; o) insurance
intermediaries […]; p) micro-credit lenders, […]; q) the confidi and other subjects re-
ferred to in article 112 of the Consolidated Law on Banking; s) trust companies regis-
tered in the register provided for by the Consolidated Banking Act […]; t) branches
established in Italy of banking and financial intermediaries referred to in this para-
graph, having their registered office and central administration in another Member
State or in a third State; u) the banking and financial intermediaries referred to in this
paragraph having their registered office and central administration in another Member
State, established without a branch in the territory of the Italian Republic; v) financial
advisors and financial advisory firms” (A.T.).

94 See art. 3, para. 3, L.D. 231/2007. Trust companies, other than those regis-
tered in the register provided for by the Consolidated Banking Act; credit brokers and
financial agents registered in the lists provided for by the Consolidated Banking Act;
subjects who professionally carry out currency exchange activities.

95 See art. 3, para. 4, L.D. 231/2007. This includes a) persons enrolled in the
register of chartered accountants and accounting experts and in the register of labour
consultants; b) any other person who carries out in a professional manner, also in rela-
tion to its associates or members, activities in the field of accounting and taxes; c) no-
taries and lawyers when, on behalf of their clients, they carry out any transactions of a
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iv. other non-financial operators96

v. gaming service providers97

These subjects are recipients of a plurality of rules, attribut-
able to the provisions of the IV and V AML Directive. The gen-
eral legislation envisaged by L.D. 231/2007 is supplemented by
regulations adopted by the Supervisory Authorities and by self-
regulatory bodies (for professionals).98

In particular, these rules include:
i. customer due diligence99

ii. record keeping100

iii. issuing of a STR and other types of disclosures and the
duty of active collaboration with the UIF101

iv. the limits imposed on the circulation of cash102

financial or real estate nature and when they assist their clients in transactions con-
cerning: the transfer of real estate or economic activities, the management of money, fi-
nancial securities or other assets; the opening or management of bank accounts or the
establishment, management or administration of companies, trusts or similar legal en-
tities; d) statutory auditors and statutory auditing firms.

96 See art. 3, para. 5, L.D. 231/2007 5. The category includes, among others,
subjects who carry out the trade of ancient things, subjects who exercise the trade of
works of art; professional traders in gold; real estate agents; subjects who carry out the
custody and transport of cash and financial securities; subjects who carry out out-of-
court credit recovery activities on behalf of third parties; service providers relating to
the use of cryptocurrencies; digital wallet service providers.

97 See art. 3, para. 6, L.D. 231/2007. The category of gaming service providers
includes online gaming operators that offer games with cash prizes; entities that man-
age gambling houses.

98 Art. 7, para. 1, lett. a), art. 11, para. 2 and art. 23, para. 3, L.D. 231/2007. See,
for example, the Bank of Italy Regulation 30 July 2019 on “Disposizioni in materia di
adeguata verifica della clientela per il contrasto del riciclaggio e del finanziamento del
terrorismo” (GU no. 189 of 13 August 2019); CONSOB Regulation 4 September
2018, no. 20570 (GU no. 214 of 14 September 2018); IVASS Regulation 12 February
2019, no. 44 (GU no. 176 of 24 July 2021); National Bar Council Delibera 20 Sep-
tember 2019 on “Regole Tecniche ai sensi degli art.li 11, comma 2 e 16 comma 2 del
d.lgs. 231/07 in materia di procedure e metodologie di analisi e valutazione del rischio
di riciclaggio e finanziamento del terrorismo”; National Accountants Council Delibera
16 January 2019 on “Obblighi di valutazione del rischio, adeguata verifica della clien-
tela, conservazione dei documenti, dei dati e delle informazioni: regole tecniche ai
sensi dell’art. 11, co. 2, del d.lgs. 231/2007 come modificato dal d.lgs. 25 maggio 2017,
n. 90”.

99 Art. 17-30, L.D. 231/2007.
100 Art. 31-34, L.D. 231/2007.
101 Art. 35-41, L.D. 231/2007.
102 Art. 49-51, L.D. 231/2007.
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More generally, obliged entities are required to carry out an
independent analysis of the money laundering risks to which their
activity exposes them and, consequently, to adopt organisational
structures that are suitable and proportionate to the level of
risk.103 An essential reference, from this point of view, for the
main financial operators is the Regulation adopted by the Bank of
Italy.104

i. Customer due diligence and “know your customer” principle

Customer Due Diligence (CDD) activities consist of identify-
ing the customer, the executor of the transaction and the benefi-
cial owner through the collection of written statements from the
customer and access to reliable and independent sources; the ac-
quisition of information on the purpose of the requested transac-
tion and the nature of the commercial relationship being estab-
lished; and any other information necessary according to an ap-
proach based on the level of risk.105

This activity must be carried out upon the establishment of a
contractual relationship or in the event of an occasional transac-
tion with a total value of more than 15,000 euros.106

In addition to these hypotheses, CDD must also be carried
out in the case of the transfer of funds for amounts exceeding
1,000 euros, falling within the definition of art. 3, para. 1, no. 9,
Regulation (EU) 2015/847.107

CDD must be carried out again in any case of change in the
initial risk conditions and also requires monitoring of the cus-

103 See funditus Art. 15-16, L.D. 231/2007.
104 Bank of Italy Regulation of 26 March 2019 on “Disposizioni in materia di or-

ganizzazione, procedure e controlli interni volti a prevenire l’utilizzo degli intermedi-
ari a fini di riciclaggio e di finanziamento del terrorismo” (GU no. 83 of 8 April 2019).

105 Art. 18-19, L.D. 231/2007.
106 Art. 17, L.D. 231/2007. To this end, related transactions must also be taken

into account, as defined by art. 1, para. 2, lett. u), as must fractional transactions, as
defined by art. 1, para. 2, lett. v).

107 Regulation (EU) 2015/847 of the European Parliament and of the Council of
20 May 2015 on information accompanying transfers of funds and repealing Regula-
tion (EC) no. 1781/2006, [2015] OJ L 141/1-18, as amended by the Regulation (EU)
2019/2175 of the European Parliament and of the Council of 18 December 2019,
[2019] OJ L 334/1-145. See also art. 70, L.D. 231/2007.
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tomer’s transactions for the entire duration of the commercial re-
lationship.

The law makes it possible to graduate, according to the risk
approach principle, the intensity and frequency of such activities
and provides for conditions and methods for carrying out simpli-
fied customer due diligence108 and enhanced customer due dili-
gence, which is based on the application of various criteria both
objective and subjective (know your customer principle).109

A general clause provides for always carrying out customer
due diligence, beyond any derogation and provision, in the event
of suspicion of money laundering or terrorist financing or in case
of suspicion of the veracity of the data provided by the customer.

In the event that it is not possible to carry out CDD correctly
or there are insurmountable doubts on the verification of the in-
formation collected, the law provides for the duty to refrain from
establishing a business relationship or from carrying out the occa-
sional transaction.110

ii. Record keeping

All obliged entities are required to keep a plurality of data,
information and documents for a period of 10 years starting from
the date of termination of the relationship with the customer or
from the date of execution of the occasional transaction.

The obligation includes the retention of all information and
data collected during CDD, the date, amount and reason for each
transaction carried out, and information on the means of payment
used.

These data and documents must be stored and used in a
manner suitable to guarantee their integrity over time and to al-
low immediate and direct access (an access method that allows
the data to be recovered within a maximum period of 30 days is
considered timely).

There is no longer a duty to keep a single computerised
archive (although this method is in fact obligatory for some cate-

108 Art. 23, L.D. 231/2007.
109 Art. 24-25, L.D. 231/2007.
110 Art. 42, L.D. 231/2007.
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gories of obliged entities – such as banks and financial intermedi-
aries – due to their size and the number of transactions and rele-
vant contractual relationships established).

Some Supervisory Authorities and self-regulatory bodies
have provided for additional technical rules with particular refer-
ence to these rules.111

iii. Issuing of Suspicious Transaction Report (STR) and other dis-
closures; other active collaboration duties

Article 35 of L.D. 231/2007 provides for all obliged entities
the duty to transmit suspicious transaction reports (STRs) to the
UIF.112

This obligation must be fulfilled before making the transac-
tion and without delay, but there are no precise terms. Before the
STR is made, it is expressly forbidden to carry out the transac-
tion.113

The duty arises in the event of knowledge or suspicion that
money laundering transactions are in progress or that the funds
used come from criminal activity.

111 See Bank of Italy Regulation 24 March 2020 on “Disposizioni per la conser-
vazione e la messa a disposizione dei documenti, dei dati e delle informazioni per il
contrasto del riciclaggio e del finanziamento del terrorismo” (GU no. 89 of 3 April
2020).

112 As is known, the uncertain EU legal background has allowed Member States
to introduce different types of disclosures, namely suspicious transaction reports
(STRs), suspicious activity reports (SARs) and unusual transaction reports (UTR). In
short, normally STRs pertain to a single transaction; SARs go beyond the single trans-
action and take into account the overall customer activity; finally, UTRs are based on
objective indicators that make it possible to classify a transaction as anomalous or
atypical but not necessarily ‘suspicious’. See funditus Paul Gleason and Glenn
Gottselig (eds.), Financial Intelligence Units: An overview (IMF and World Bank,
2004) 45; Melissa van den Broeck, ‘Harmonization of substantive norms in preventive
AML policy’, in Brigitte Unger et al., The Economic and Legal Effectiveness of Anti-
Money Laundering and Combating Terrorist Financing Policy (Elgar, 2014) 24 29 and
Joras Ferwerda, ‘Collection of statistics’ in Unger (n. 122) 165 ff.

113 Art. 35, para. 2. The same article provides three exceptions to this prohibi-
tion: 1) there is a specific legal duty to carry out the transactions; 2) execution of the
transaction cannot be postponed, taking into account the customer’s normal transac-
tions; 3) deferral of the transaction could adversely affect the conduct of the investi-
gation.
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The degree of suspicion necessary to give rise to the report-
ing duty is not determined by law.

The Corte di Cassazione, however, has provided a particu-
larly broad interpretation that entails the duty to issue an STR in
the case of the mere existence of a situation of qualified suspicion,
not one necessarily serious and not necessarily preceded by inter-
nal checks and investigations by the obliged entity.114

In Italy, a system for forwarding reports through an internet
computer network is in force after registration of each obliged en-
tity to a specific IT portal called INFOSTAT-UIF.

In the case of banks and financial operators, in relation to the
internal organisation rules already highlighted, it is envisaged that
the person responsible for relations with the customers of each
subsidiary branch or independent operating unit sends the report
to the legal representative of the Company, to a subject specifi-
cally delegated or to the head of the AML function.115 The latter
subjects are then obliged to transmit the STR to the UIF if they
deem it well founded.116

Special rules exist for professionals. On the one hand, to pro-
tect the right of defence and professional secrecy, there is no dis-
closure duty in the event of information learned in relation to a
representation and defence mandate before a Judicial Authority
or in the course of a professional preliminary assessment concern-
ing its possible establishment. On the other hand, professionals

114 See Cass. civ., sez. II, 10 April 2007, no. 8699, in Mass. CED no. 596040,
which held that “the duty to report is not subject to a preliminary investigation to
identify evidence of money laundering by the credit institution; nor can a transaction
be excluded from reporting because of a personal opinion that the transactions are not
linked to criminal activity. Rather, what is required is an objective judgement of the
ability of the transaction […] to circumvent provisions aimed at preventing and pun-
ishing money laundering” (A.T.). See also Cass. civ., sez. II, 19 April 2007, no. 9353 in
Mass. CED no. 596551; Cass. civ., sez. II, 18 April 2007, no. 9309 in Mass. CED no.
596552; Cass. civ., sez. II, 18 April 2007, no. 9310 in Mass. CED no. 596554; Cass.
civ., sez. II, 18 April 2007, no. 9312 in Mass. CED no. 596556; Cass. civ., sez. II, 16
April 2007, no. 9089, in Mass. CED no. 596557. See also, for a partially different ap-
proach, Tribunal of Rome, sez. civ., no. 17115 of 3 November 2021, available at
https://www.dirittobancario.it/wp-content/uploads/2021/11/Tribunale-di-Roma-03-no-
vembre-2021-n.-17115.pdf, accessed 12 July 2022.

115 Art. 36, para. 2-3, L.D. 231/2007.
116 Art. 36, para. 6 L.D. 231/2007.



192 FABIO ANTONIO SIENA

can transmit STRs to the competent self-regulation bodies, which
in turn immediately and in their entirety forward them to the UIF,
omitting only the name of the reporting professional.

The Italian UIF is competent to issue both binding instruc-
tions to obliged entities relating to the technical methods and
contents of STRs117 and anomaly indicators (red flag index)118 and
widespread anomalous behaviour patterns119 aimed at orienting
obliged entities.

To this end, the UIF has developed anomaly indicators for
banking and financial intermediaries120 as well as for auditing
firms and statutory auditors with auditing assignments on public
interest entities.121 Other anomaly indicators for non-financial op-
erators have been developed by the Ministry of the Interior and
the Ministry of Justice.

The function of these anomaly indicators, however, remains
of mere orientation, since, on the one hand, it is possible that
even if these indicators are used in the abstract, in practice the
transaction may not appear to be suspicious; on the other hand,
they cannot be considered exhaustive and, therefore, it is possible
that the disclosure duty arises even in the absence of any codified
anomaly indicator, as was recently clarified by the Corte di Cas-
sazione.122

The UIF has also developed and published patterns of anom-
alous behaviour related to the following areas:

– tax offences123

117 Art. 6, para. 4, lett. d), L.D. 231/2007.
118 Art, 6, para. 4, lett. e), L.D. 231/2007.
119 Art, 6, para. 7, lett. a) and b), L.D. 231/2007.
120 Bank of Italy Decree 24 August 2010, no. 616 on “Indicatori di anomalia per

intermediary bancari e finanziari”.
121 Bank of Italy Decree 30 January 2013 on “Indicatori di anomalia per le soci-

età di revisione e revisori legali con incarichi di revisione su enti di interesse pubblico”
(GU no. 47 of 25 February 2013).

122 Cass. civ., sez. II, 5 February 2019, no. 3302: “l’elencazione degli indicatori
di anomalia ha il fine di agevolare la valutazione da parte degli intermediari, ma non è
esaustiva, così che, come la mera ricorrenza di comportamenti descritti nell’indicatore
non è motivo di per sé sufficiente per la segnalazione di operazioni sospette, l’assenza
di indicatori previsti nell’allegato può non essere sufficiente a escludere che l’oper-
azione sia sospetta”.

123 UIF Communication of 10 November 2020.
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– over-the-counter transactions with foreign companies124

– use of payment cards125

– anomalous use of trusts126

– gaming and betting sector127

– fraud in factoring activities128

– usury129

– fraud in the leasing business130

– abuse of public funding131

– computer fraud132

– dedicated accounts133

– companies in crisis134

The Director of the UIF also issued a Regulation in 2011 that
provides detailed, precise information on the content of STRs.135

Each STR is identified by a unique identification number;
the identification numbers of other, connected STRs may also be
indicated, and in the event of several homogeneous suspicious
transactions, a “cumulative” STR may be issued (if this method
does not compromise the need for clarity and completeness).

Each report is divided into four sections136:
a) identification data of the report, where the information

that identifies and qualifies the report and the reporting subject
must be entered;

b) information elements, in a structured form, on the trans-
actions reported, on the subjects involved, on all relationships and
on the links existing between them;

124 UIF Communication of 1 August 2016.
125 UIF Communication of 18 February 2014.
126 UIF Communication of 2 December 2013.
127 UIF Communication of 11 April 2013.
128 UIF Communication of 16 March 2012.
129 UIF Communication of 9 August 2011.
130 UIF Communication of 17 January 2011.
131 UIF Communication of 8 July 2010.
132 UIF Communication of 5 February 2010.
133 UIF Communication of 13 October 2009.
134 UIF Communication of 24 September 2009.
135 Regulations of the Director of the UIF 4 May 2011 on “Istruzioni sui dati e

le informazioni da inserire nelle segnalazioni di operazioni sospette” (GU no. 110 of
13 May 2011).

136 Art. 6, ibid.
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c) descriptive elements, in free form, on the reported transac-
tions and on the reasons for suspicion; and

d) any attached documents.
In section (a), it is possible to indicate whether the suspicion

relates to money laundering, terrorist financing or the prolifera-
tion of weapons of mass destruction. It is also possible to indicate
which specific anomaly phenomenon the STR refers to, choosing
from the patterns of anomalous behaviour developed by the UIF.
It is also required to indicate the specific transaction that led to
the suspicion and to provide an assessment of the degree of sus-
picion that the reporting party believes attributable to it (accord-
ing to its own prudent assessment).

Section (b) includes structured data regarding the person
who carried out or intended to carry out the transaction and the
links and relationships between this transaction and other sub-
jects or transactions in ways that allow for the reconstruction of fi-
nancial flows. It is also necessary to point out the presence of a
plurality of transactions which are functionally connected.

Section (c) allows the insertion of additional detailed ele-
ments in free form. In particular, it is required to describe the
economic and financial context in which the suspicion arose and
the reasons for it.

Section (d) allows the uploading of documents deemed rele-
vant.

In addition to STRs, some categories of financial operators
also have the duty to transmit to the UIF:

i. aggregate data on its transactions137; and
ii. objective communications (threshold-based reports).138

Objective communications, regulated by a provision of the
UIF of 28 March 2019, concern all cash transactions of an
amount exceeding 10,000 euros carried out by the same subject,
even in fractional mode.

Management of the numerous STRs received by the UIF is
facilitated by a computer program called RADAR.

137 Art. 33, L.D. 231/2007. See also Bank of Italy Regulation 25 August 2020 on
“Disposizioni per l’invio dei dati aggregati” (GU no. 223 of 8 September 2020).

138 Art. 47, L.D. 231/2007. See also Bank of Italy Regulation 28 March 2019 on
“Istruzioni in materia di comunicazioni oggettive”.
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Each report automatically receives a rating based on the level
of risk (only partially dependent on the level of risk indicated by
the person who issued the STR).

The analysis activity develops on a double level.
Level 1 analysis applies to all STRs received.
The STR is accompanied by a simplified report in the event

that the description of the activity and the reasons justifying the
suspicion are described correctly and completely, or vice versa, in
the event that it is impossible to carry out further analyses, or in
any case, it is possible to rapidly proceed with the dissemination
of information to the competent authorities.

On the other hand, when it is necessary to deepen investiga-
tions to reconstruct the financial traces of suspicious funds, the
STR is subjected to a second-level analysis.

In this phase, the UIF can use information contained in its
database, request information from the reporting subject or other
obliged entities, and access all other databases at its disposal (on
which reference is made in para. 3).

The second-level analysis concludes with a detailed report
concerning the results of the financial checks carried out.

2. STATUS, FUNCTIONS AND GOVERNANCE OF THE UIF

The Ufficio di informazione finanziaria per l’Italia (UIF) is
an administrative-type Financial Intelligence Unit (FIU)139 hosted
by the Italian Central Bank.

139 According to the traditional classification, four macro-categories of FIUs can
be distinguished: administrative, police, judicial/prosecutorial, and hybrid. Adminis-
trative FIUs are usually units within ministries, central banks or regulatory agencies;
they may also be subject to forms of indirect supervision or influence by a public ad-
ministration (political or independent). They act as a buffer between law enforcement
and reporting entities, and their position of independence with respect to the police
and judicial authorities fosters a higher level of trust, overcoming entities’ reluctance
to report suspicions affecting customers. This trust is also increased by administrative
FIUs’ greater degree of technical specialisation (as compared with law enforcement
FIUs). See Jean-François Thony, ‘Processing financial information in money launder-
ing matters: the financial intelligence units’ (1996) 3 EJCCLCJ, 257. See also Gleason
(n. 122) 9 ff.; Ioana Deleanu, ‘FIUS in the EU. Facts and figures, functions and facili-
ties’, in Unger (n. 122) 97 ff.
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According to art. 6, L.D. 231/2007 the UIF is autonomous
and operationally independent.

As normally happens for administrative FIUs, the Italian UIF
is assigned many additional functions with respect to the core
functions of receipt, analysis and dissemination provided for by
the IV AML Directive and by the FATF Recommendations.140

In particular, the UIF, as already pointed out, has the power
to issue red flag indexes and provisions regarding the content and
methods of sending STRs and objective communications. In addi-
tion, the UIF has inspection powers over obliged entities, in the
performance of which it can also make use of the NSPV of the
Guardia di Finanza.

Particularly relevant is the power of the UIF to suspend sus-
picious transactions for a maximum period of 5 days, also at the
request of the competent authorities.

The Director of the UIF is appointed by a provision of the
Directorate of the Bank of Italy, on the proposal of the Governor
of the Bank of Italy.141 The mandate has a duration of 5 years and
can be renewed only once.

The Director of the UIF must possess special requisites of in-
tegrity, professionalism and knowledge of the financial system.
The appointment can be revoked (this done the same way it is
made) only in the event that the requirements of the appointment
cease to exist or in the event of gross negligence.

The internal organisational structure is regulated by Bank of
Italy Regulation.142

140 Gleason (n. 122) 70 ff.
141 The Directorate of the Bank of Italy, in turn, is a collegiate body of the Bank

of Italy composed of the Governor, the General Manager and three Deputy General
Managers. The Directory is appointed on the proposal of the Governor of the Bank of
Italy by the Superior Council of the Bank of Italy, and the appointment must be ap-
proved by Decree of the President of the Republic, on the proposal of the President
of the Council of Ministers. See art. 19, L. 28 December 2005, no. 262 (GU no. 301 of
28 December 2005).

142 Bank of Italy Regulation 29 January 2019, no. 66, on “Approvazione del re-
golamento per l’organizzazione e il funzionamento dell’Unità di informazione fi-
nanziaria per l’Italia (UIF), ai sensi dell’articolo 6, comma 1, del decreto legislativo 21
November 2007, n. 231” (GU no. 123 of 28 May 2019). See also the previous Bank of
Italy Regulation 18 July 2014 (GU no. 250 of 27 October 2014).
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The organisation of the UIF is divided into two Services: the
Suspicious Transactions Service and the Analysis and Institutional
Relations Service.

The first carries out the tasks of receiving and analysing STRs
and other communications of the obliged entities.

The second deals with dialogue with the other national com-
petent authorities, cooperation with foreign FIUs and other for-
eign authorities, drafting of the regulatory acts and guidelines of
the UIF for obliged entities, and the inspection and sanctioning
activities attributed to the UIF.

The first service, in turn, is divided into three Suspicious
Transactions Divisions (with different areas of competence), the
Information Asset Management Division and the Special Sectors
and Counter Terrorism Division.

The second service, on the other hand, is divided into the
Regulatory and Institutional Relations Division, the Inspection
Coordination and Irregularity Analysis Division, the International
Cooperation Division and the Secretariat Division.

The heads of both the Services and the Divisions are ap-
pointed by the Governor or by the General Manager of the Bank
of Italy, after hearing the opinion of the Director of the UIF.

The personnel and financial resources of the UIF are guaran-
teed by the Bank of Italy, which also makes the IT and telematic
tools available to the UIF (to which, however, access is only given
to UIF staff).

Even with regard to a study conducted by the Egmont
Group,143 the absence of an autonomous UIF budget and the in-
fluence of the host organisation in the appointment and dismissal
of senior management and staff could be critical.

The separation into different organisational branches of the
core functions of the UIF and the additional functions provided
for by the Italian legislation make it possible to overcome the
mixture and to fully comply with the principles established by the
IV AML Directive.

143 Egmont Group, Understanding FIU Operational Independence and Auton-
omy (October 2018). See also Gleason (n. 122) 23-30.
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3. UIF’S ACCESS POWERS ON DATA AND INFORMATION

The UIF has access to different categories of information.
For an overview of provisions regulating the structure and

content of STRs and reporting procedures, see para. 2.4. (iii). In
summary, the UIF is the recipient of both STRs (based on risk in-
dexes and phenomena identified with the support of the regula-
tions of the UIF and on standardised procedures and contents),
of aggregate data on the transactions of the most relevant finan-
cial operators, and, finally, of objective communications regarding
the circulation of cash.

The UIF can request information from obliged entities with-
out the need for special preconditions and can also obtain this in-
formation by carrying out inspections. In particular, the law does
not provide reference to the prior issuance of a STR.144 Instead,
the limitation to the scope of L.D. 231/2007 and therefore the de-
finition of money laundering and criminal activity envisaged and
the analysis functions of the UIF must be considered implicit.

The UIF, in accordance with art. 32, para. 4, IV AML Direc-
tive has direct access to a plurality of information sources.

The UIF has, first, access to all information stored in the
UIF’s database.

It also has access to the register of bank and postal accounts
and deposits145 established in Italy. Access to the registry takes
place electronically and directly.

Through this access, it is possible to verify, for any reason,
the place where the bank account was opened and the specific
branch where it was opened, when it was opened and closed, the
holders of the account or subjects authorised to use it.

The UIF also has access to the central register of beneficial
ownership provided for by art. 21, L.D. 231/2007. Only recently,
in implementation of this rule, the Ministry of Economy and Fi-

144 Art. 6, para. 5, lett. a) and art. 40, para. 2, L.D. 231/2007.
145 Art. 20, para. 4, L. 20 December 1991, no. 413 (GU no. 305 of 31 December

1991) and Decree of the Minister of the Economy 4 August 2000, no. 269 on “Rego-
lamento istitutivo dell’anagrafe dei rapporti di conto e di deposito (GU no. 230 of 2
October 2000).
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nance adopted the Ministerial Decree of 11 March 2022, no. 55,
with which the register was established146.

The UIF also has access to the integrated real estate registry
pursuant to art. 19 of L.D. May 31, 2010, no. 78, as well as, fi-
nally, all information contained in the tax register pursuant to art.
7 of Presidential Decree 29 September 1973, no. 605.147

The UIF can also request and obtain information from other
national competent authorities.

The exchange of information between national authorities
also takes place through derogation from secrecy rules.148

In the event that the information is covered by investigative
secrecy, in the context of criminal proceedings, authorisation of
the Judicial Authority is required for the transmission of the in-
formation.149

Furthermore, when the Judicial Authority has found suspi-
cion that a money laundering crime has been committed through
the financial system, it notifies both the competent Supervisory
Authority and the UIF.150

4. COOPERATION WITH OTHER FIUS

All the competent authorities provided for by L.D. 231/2007
(law enforcement authorities, judicial authorities, Supervisory Au-
thorities and the UIF151) can collaborate, provide assistance and
exchange information with the competent authorities of other EU
Member States.152

Regarding the nature or status of the requesting authorities,
the relevance of the information to fiscal matters or the simple fact

146 GU no. 121 of 25 May 2022.
147 GU no. 268 of 16 October 1973.
148 Art. 12, para. 1-bis L.D. 231/2007.
149 Art. 12, para. 4 L.D. 231/2007.
150 Art. 12, para. 7 L.D. 231/2007.
151 See art. 21, para. 2 L.D. 231/2007.
152 Art. 13, para. 1 L.D. 231/2007. For an analysis of the Italian model, with ref-

erence to the previous regulatory framework, see R. Righetti and P. Costanzo, La col-
laborazione internazionale in materia di antiriciclaggio: l’«unità di informazione fi-
nanziaria» nella disciplina comunitaria e in quella domestica, Cassazione penale, 2002,
11, pp. 3569 ss.
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that an administrative investigation or criminal proceeding is in
progress,153 differences between national law definitions of predi-
cate crimes or of money laundering are irrelevant to this end.154

As regards specifically information exchange and collabora-
tion with other FIUs, the Italian UIF makes use, first of all, of the
MA3TCH system and the FIU.net network, as regards the anony-
mous crossing of data and information with other FIUs, but it
also requests information and assistance directly from foreign
FIUs, outside the channels of judicial cooperation.155 This infor-
mation may be used only for the specific money laundering pre-
vention purposes for which it was requested and in compliance
with the limits and conditions imposed by the foreign FIU.

This rule can be waived only with the prior consent of the
foreign FIU.156

The Italian UIF, in turn, provides information upon request
to foreign FIUs on the condition of reciprocity. The condition of
reciprocity also expressly concerns the guarantees of confidential-
ity offered with regard to the information transmitted.

The request must indicate all the facts relevant to suspicious
transactions, information on the context and the persons in-
volved, the reasons underlying the need for the information and
the methods of intended use of the information.157

The exchanges of information take place through an IT plat-
form of the UIF called SAFE.

There are no specific provisions regarding the response time-
frame to the request for information.

The Italian UIF, in order to respond to the information re-
quest of a foreign FIU, can make use of all the information access
powers at its disposal (on which reference is made to the previous
para. 3) and, therefore, in addition to accessing SARA and other
databases at its disposal, the UIF may request information from
obliged entities and national competent authorities for this pur-
pose.

153 Ibid.
154 Art. 13-bis, para. 1 and para. 5 L.D. 231/2007.
155 Art. 13-bis, para. 1 L.D. 231/2007.
156 Art. 13-bis, para. 2 L.D. 231/2007.
157 Art. 13-bis, para. 1 L.D. 231/2007.
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The exchange can be refused in the event that it may, specif-
ically, hinder an analysis or criminal investigation in progress or
where it conflicts with fundamental principles of national law.
The latter provision is not, indeed, the subject of further specifi-
cations at the legislative level and constitutes a closing clause that
reproduces the provisions of the IV AML Directive verbatim.

In the event that the Italian UIF, in order to respond to the
request of a foreign FIU, must request information from the na-
tional competent authorities regarding ongoing criminal proceed-
ings, the general rule of the necessary authorisation from the Ju-
dicial Authority remains valid.158

Furthermore, the Italian UIF is authorised to transmit to the
FIUs of other EU Member States autonomously both reports of
suspicious transactions concerning, by competence, such other
Member States (s.c. Cross-Border Report) and to transmit infor-
mation and analyse potentially useful for identifying money laun-
dering facts (s.c. Cross-Border Dissemination).

The latest annual report on the activity of the UIF for the
year 2021 provides statistical data useful for understanding the
mechanisms of information exchange analysed.

The UIF, in particular, exchanged information with 120 for-
eign competent authorities and all EU FIUs.

The Italian UIF carried out, in the course of 2021, 834 infor-
mation requests to foreign FIUs, and of these requests, 364 were
made in order to respond to requests for information analysis re-
ceived from the Italian Judicial Authority and 470 on its own ini-
tiative.159

The Italian UIF points out in this regard that there are still
significant differences between the European FIUs, which affect
the effectiveness of information exchanges. In particular, in addi-
tion to different analysis methods, many FIUs do not have access
to some categories of data. For example, national registers of

158 Art. 12, para. 4, art. 13, para. 1, L.D. 231/2007.
159 See Annual Report on the Activities of the UIF of 2021, 24 June 2022, pp.

91-92, available at www.uif.bancaditalia.it/pubblicazioni/rapporto-annuale/index.html,
accessed 12 August 2022. Total requests made in 2020 numbered 1050; in 2019, there
were 963; in 2018, there were 1082; and in 2017, were 763.
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bank accounts and beneficial owners are not established in some
Member States.

The Italian UIF, in turn, received 1697 information requests
from foreign FIUs and provided, in total, 2528 replies (taking into
account the plurality of answers following some requests).160

The UIF also received a total of 25,843 cross-border reports
(XBR) in 2021 and sent a total of 6888.161 As part of this infor-
mation flow, the UIF identified the communications to be
analysed as a priority and the phenomena of particular impor-
tance, susceptible to financial insights and of possible interest to
the investigative bodies.

The UIF has pointed out difficulties in this area linked to the
lack of homogeneity of the approaches used and the content of
the reports sent.

5. COOPERATION WITH LAW ENFORCEMENT AND JUDICIAL AUTHORITIES

5.1. Dissemination of UIF’s data and analysis to national authorities

Data and analysis developed by the Italian UIF are dissemi-
nated to different competent law enforcement authorities. Rela-
tions with these authorities are mainly regulated by the law, which
provides for a series of exceptions to secrecy rules in order to al-
low efficient information exchange. A series of memoranda of un-
derstanding have also been adopted aimed at facilitating the
speed and efficiency of exchanges, and mechanisms are envisaged
to ensure constant feedback to the UIF from the receiving au-
thority regarding the usefulness of the information transmitted.

First, the Italian UIF sends the results of its analyses to com-
petent law enforcement bodies for further investigation. This in-
formation is transmitted, according to the relevant matter, to the
NSPV and DIA.162

In the event that the analyses carried out by the UIF allow
the identification of a crime, the UIF itself and, in particular, its

160 Ibid. The requests received and the responses provided in 2020 respectively
numbered 1546 and 2246; in 2019, 1350 and 1862; in 2018, 1196 and 1681; in 2017,
1192 and 1232.

161 See Annual Report on the Activities of the UIF of 2021, p. 95.
162 See art. 9, art. 12, para. 1-1-bis, and art. 40, para. 1, lett. D), L.D. 231/2007.
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officials who hold the status of public official have the specific
duty to transmit the report pursuant to art. 331 c.p.c. to the judi-
cial police or to the Public Prosecutor’s Office. In this case, there
are no exceptions allowing a margin of discretion to the UIF on
the transmission (or not) of the complaint.

Normally, this duty is fulfilled by transmitting the results of
the analyses to the NSPV or the DIA, which in turn proceeds to
transmit the crime report to the competent Judicial Authority and
to carry out, even on their own initiative, any further necessary in-
vestigative activities.

In any case, the UIF keeps STRs that have not given rise to a
specific dissemination for 10 years and implements procedures
that allow their consultation by the NSPV and the DIA.163

More generally, all information held by the UIF, NSPV and
DIA are covered by secrecy, but this secrecy does not operate
against the Judicial Authority when carrying out criminal investi-
gations. The Judicial Authority, therefore, can request all such in-
formation.164

Furthermore, the Judicial Authority may request the UIF, as
well as the NSPV and DIA, to carry out specific analyses neces-
sary for ongoing criminal proceedings. To carry these out, the
UIF can use all its powers of information access and can also re-
quest the necessary information from foreign FIUs (without prej-
udice to the need for prior consent for their subsequent transmis-
sion to the Judicial Authority).165

Finally, the UIF communicates the data of the persons re-
ported in STRs to the Direzione Nazionale Anti-Mafia e Anti-Ter-
rorismo (DNAA) in order to verify their connections with ongo-
ing criminal proceedings.166

The DNAA is a central office established at the national level
at the Attorney General of the Corte di Cassazione. It plays a co-
ordinating role for all District Public Prosecutor’s Offices (i.e.,
the bodies of the prosecuting magistracy competent for the devel-
opment of investigations concerning more serious offences of or-

163 Art. 40, para. 1, lett. f), L.D. 231/2007.
164 Art. 12, para. 3 and 8, L.D. 231/2007.
165 Art. 13, para. 2, L.D. 231/2007.
166 Art. 8, L.D. 231/2007.
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ganised crime and terrorism).167 It consists of the National Anti-
Mafia Prosecutor and 20 other prosecutors.

The DNAA may also request additional information and
analyses from the UIF or analyses and studies on individual
anomalies on specific sectors of the economy deemed to be at
risk, on categories of payment instruments and on specific territo-
rial economic realities.

L.D. 186/2021,168 in implementation of the aforementioned
Directive 2019/1153, introduced some innovations on this point,
which are added to the provisions of L.D. 231/2007.

These new provisions allow a series of judicial and police au-
thorities to have direct access to the national register of bank ac-
counts and provide for the possibility, without significant limita-
tions, of requesting access to financial information and analyses
carried out by the UIF, as well as the possibility of requesting spe-
cific analyses. This information may also be transmitted to the
corresponding competent authorities of other Member States,
with the prior consent of the UIF.

The UIF, in turn, can request financial information from the
competent authorities, which are authorised to transmit it, how-
ever, only in compliance with investigative secrecy. Finally, only
for cases of ongoing analysis concerning terrorism and organised
crime can the UIF exchange information with the FIUs of other
Member States without particular limitations.

5.2. Dissemination of UIF’s data and analysis to supranational au-
thorities

There are no specific internal rules concerning collaboration
between the UIF and the European Public Prosecutor’s Office
(EPPO) or between the UIF and the European Anti-Fraud Office
(OLAF).

According to art. 43, para. 1 of the EPPO Regulation,169 “Eu-
ropean Delegated Prosecutors shall be able to obtain any relevant

167 See art. 51, para. 3-bis c.p.c. and Law 20 January 1992, no. 8 (GU no. 15 of
20 January 1992) and Law 17 April 2015, no. 43 (GU no. 91 of 20 April 2015).

168 L.D. 8 November 2021, no. 186 (GU no. 284 of 29 November 2021).
169 Council Regulation (UE) 2017/1939 of 12 October 2017, implementing en-

hanced cooperation on the establishment of the European Public Prosecutor’s Office
(‘the EPPO’), [2017] OJ L 283/1-71.
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information stored in national criminal investigation and law en-
forcement databases, as well as other relevant registers of public
authorities, under the same conditions as those that apply under
national law in similar cases”. Since this is a directly applicable
provision, in compliance with the general principles of L.D.
231/2007, the UIF considers that it constitutes a sufficient legal
basis to justify information exchanges with the EPPO, and to this
end, the UIF and EPPO signed a specific memorandum of under-
standing on 8 June 2022 which will allow information exchanges
through the SAFE IT platform, already in use for international co-
operation and cooperation with national judicial authorities.

According to art. 7, para. 3a, OLAF Regulation, OLAF may
request access to the central register of bank accounts and, in ex-
ceptional cases, information concerning individual financial trans-
actions.

However, there are no specific national forecasts directly
concerning the exchange of data and financial analyses between
the UIF and OLAF.

Pursuant to art. 9, para. 2, L.D. 186/2021, the Italian UIF is
expressly authorised to respond to justified requests for financial
information and financial analyses submitted by Europol for the
fulfilment of its tasks, through the Europol National Unit. The
UIF may refuse to provide the requested information or analysis
in three cases: (i) the existence of a possible negative impact on
ongoing criminal or administrative investigations; (ii) the trans-
mission of information is clearly disproportionate to the legiti-
mate interests of a natural person or a legal entity; or (iii) the in-
formation is not relevant to the purposes indicated in the request.

There is no deadline for the response to Europol requests; it
is only specified that the response must be “timely”. The specific
characteristics of the request are not indicated, and it is only spec-
ified that it must be adequately motivated.

In addition to these provisions, art. 13, para. 3, L.D. 231/
2007 provides that the NSPV and the DIA can exchange infor-
mation collected with foreign and international organisations. In
responding to any requests for information, the NSPV and DIA
may ask the UIF for the data accessible to it regarding STRs and
financial analyses carried out.
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5.3. Admissibility of the information and analyzes of the UIF in
criminal proceedings

The data and information collected by the Italian UIF and
the final reports drawn up in relation to the financial analyses car-
ried out by it can initiate a criminal proceeding, such as notitia cri-
minis, or can become part of the procedural file of a criminal pro-
ceeding already established.

Given that the UIF is an administrative authority and its of-
ficials do not assume the status of judicial police, reports drawn
up by the UIF can be used for evidential purposes as documen-
tary evidence pursuant to art. 234 c.p.c. in the part in which they
detect data and information in descriptive form. They cannot re-
place the independent assessment of the Judicial Authority with
regard to the assessments and considerations carried out and re-
ported therein.

In particular, the reports of the UIF can be used in the pre-
liminary investigation phase as proof of the existence of a proba-
ble cause of crime and, consequently, can allow the application of
various interim measures (both personal precautionary measures
and preventive seizures) and the adoption of measures aimed at
seeking further evidence, such as personal and home searches and
authorisation for the interception of telephone/telematic commu-
nications.170

Furthermore, the reports of the UIF can also be used as doc-
umentary evidence during trial without prejudice to the autonomy
of the evidentiary judgement of the criminal judge and the ordi-
nary need to acquire further documentary evidence and, possibly,
the testimony of the UIF official who carried out the analysis.171

170 Cass. pen., sez. II, 23 November 2011, no. 6698.
171 Cass. pen., sez. VI, 17 February 2010, no. 10996, in Mass. CED no. 246686.

See also Cass pen. sez. VI, 6 May 2022, no. 19851; Cass. pen., sez. V, 8 March 2018,
in Mass. CED no. 273031; Cass. pen., sez. V, 8 November 2012, no. 4324, in Mass.
CED no. 254325; Cass. pen., sez. V, 2 December 2011, no. 14759, in Mass. CED no.
252300; Cass. pen., sez. IV, 27 March 2009, no. 19000, in Mass. CED no. 244006;
Cass. pen., sez. IV, 27 March 2009, no. 24066; Cass. pen., sez. VI, 15 March 2005, no.
20953, in Mass. CED no. 231633; Cass. pen., sez. III, 15 January 1998, no. 1944, in
Mass. CED no. 210133.
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1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW

a. The domestic criminal law provisions that punish money laun-
dering

i. The structure of the offence/s

The criminalization of money laundering (hereafter: “ML”)
in The Netherlands is relatively new. Only on December 14th,
2001, a title regarding ML was added to the Criminal Code (Title
XXXA).1 In the period preceding to this day ML could be prose-
cuted through the broad definition of the “concept of receiving
stolen goods” as applied from October 9th, 1991.2 A separate de-
finition in line with the international standards thus an au-
tonomous criminalisation was not considered as necessary.

During the second half of the ’90 the opinion of the Ministry
of Justice (hereafter: “MinJus”) regarding the criminalisation of
ML changed. The experience gained, as well as the developments
that had occurred in previous years with regard to crime with a fi-
nancial component, had led the MinJus to conclude that the
“concept of receiving stolen goods” was no longer sufficient in all
cases to tackle money laundering.

The Explanatory Memorandum to the Act that introduces
ML into the Criminal Code includes four grounds for separate
criminalization. The MinJus argues that the proposed penal pro-

1 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=
XXXA&z=2022-07-01&g=2022-07-01.

2 De Nederlandse strafbaarstelling van witwassen een onderzoek naar de
reikwijdte en de toepassing van artikel 420-bis, Diepenmaat 2016, page 51.
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vision better implements the international obligations that rest on
The Netherlands with regard to combating ML. In addition, an
independent criminalization is in line with the specific nature of
the phenomenon of ML and provides more guidance for combat-
ing ML than the provisions on handling stolen goods. Finally, in-
cluding an independent offence of ML has the effect of facilitat-
ing international legal assistance with countries that already have
such a separate ML offence.3 The last one particularly in connec-
tion with the requirement of double criminality.4

In the history of the criminalisation of ML three important
dates can be distinguished.

– December 14th, 2001: The introduction of ML in the Crim-
inal Code.

– January 1st, 2015: The amendment of the existing articles in
connection with the broadening of the possibilities to combat fi-
nancial-economic crime.

– January 1st, 2017: The inclusion of the form “simple” to the
types of Intentional ML and Debt ML. Because of this adoption
self-laundering became punishable.

Nowadays the following (sub)articles are important:

Art. 420-bis5 Intentional ML (Opzetwitwassen)
Art. 420-bis.16 Simple intentional ML (Eenvoudig

opzetwitwassen)
Art. 420-ter par. 17 Common ML (Gewoontewitwassen)
Art. 420-ter par. 28 Professional or business related (Beroep

of bedrijf)

3 Kamerstukken II 19990-2000, 27 159, nr 3 p. 3.
4 De Nederlandse strafbaarstelling van witwassen een onderzoek naar de

reikwijdte en de toepassing van artikel 420 bis, Diepenmaat 2016, page 62.
5 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=

XXXA&artikel=420bis&z=2022-07-01&g=2022-07-01.
6 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=

XXXA&artikel=420bis.1&z=2022-07-01&g=2022-07-01.
7 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=

XXXA&artikel=420ter&z=2022-07-01&g=2022-07-01.
8 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=

XXXA&artikel=420ter&z=2022-07-01&g=2022-07-01.
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Art. 420-quater9 Debt ML (Schuldwitwassen)
Art. 420-quater.110 Simple debt ML (Eenvoudig schuld-

witwassen).

ii) The predicated crimes

Within the Dutch criminal justice system all criminal of-
fences are divided in two categories: crimes (misdrijven) and in-
fractions (overtredingen). The (perceived) seriousness of the of-
fence greatly determines the categorisation.

In some countries, there is in use an exhaustive list of of-
fenses that can serve as the predicate offenses for ML. In The
Netherlands, there is no ‘listed approach’ but a ‘catch all’ provi-
sion11. From the start of the international approach of ML The
Netherlands has chosen for a clear and simple policy regarding
the crimes that can be qualified as predicated crime. In The
Netherlands all crimes qualify as “predicated crime”. Thus
“crimes” affecting the Union’s financial interests as stated in the
Directive on the fight against fraud to the Union’s financial inter-
ests by means of criminal law 1317/2017 European Union are in-
cluded. The only small addition is that those are only punishable
under Dutch law if committed intentionally12. In case of a “non-
intentional” situation the action will not be considered as a crime
but as offence thus not able to serve as a predicated crime. The
stated general policy makes sure that The Netherlands are always,
more or less automatically, complying with the European Direc-
tives regarding predicated crimes.

On November 30th, 2020, an official announcement was
published13 that The Netherlands had complied with the Direc-

9 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=
XXXA&artikel=420quater&z=2022-07-01&g=2022-07-01.

10 https://wetten.overheid.nl/jci1.3:c:BWBR0001854&boek=Tweede&titeldeel=
XXXA&artikel=420quater.1&z=2022-07-01&g=2022-07-01.

11 https://www.amlc.nl/wp-content/uploads/2018/09/Witwassen-wat-is-dat-ver-
sie-2018.pdf.

12 https://zoek.officielebekendmakingen.nl/kst-35160-3.pdf.
13 https://zoek.officielebekendmakingen.nl/stcrt-2020-59753.pdf.
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tive Combating money laundering by criminal law 1673/2018/
EU.14 15 A transposition table had been added.

Regarding art. 3 paragraph 4 is stated that “No use is made
of this policy space in view of the interpretation given to the com-
ponent “obtained from crime” (cf.

Supreme Court, January 1, 1998, CLI:NL:HR:1998:ZD1388,
par. 5.2.2).” Unfortunately, this verdict is not accessible but luck-
ily discussed by Diepenmaat.16

The first question that must be answered is whether a predi-
cated crime must be committed in The Netherlands or can also be
committed abroad. If the answer to this question is given, the
question arises whether there should be double criminality.

Given the international ramifications of ML, Diepenmaat
thinks it is not obvious that there would be a territorial limitation.
In addition, he writes that both in the situation that the crime
would have been committed in The Netherlands or abroad there
is a violation of financial economic integrity, and both have a cor-
rupting effect.17

Not unmentioned should be the “Decision on international
obligations extraterritorial jurisdiction in connection with the im-
plementation of Directive (EU) 2018/1673 of the European Par-
liament and of the Council of 23 October 2018 on criminal law
combating money laundering (OJEU 2018, L 284)”.18 This decree
ensures that the Dutch criminal law is applicable to the Dutch cit-
izen or the foreign national who has a permanent residence or
domicile in The Netherlands, who is guilty of one of the offences
described in Articles 420-bis to 420-ter of the Act outside The
Netherlands, insofar as the offence falls within the definition of
Articles 3 and 4 of Directive (EU) 2018/1673 of the European
Parliament and of the Council of 23 October 2018 on the crimi-
nal-law combating of money laundering (OJEU 2018, L 284).”

14 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017
L1371.

15 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018L1673.
16 De Nederlandse strafbaarstelling van witwassen een onderzoek naar de

reikwijdte en de toepassing van artikel 420-bis, Diepenmaat 2016, p. 135.
17 De Nederlandse strafbaarstelling van witwassen een onderzoek naar de

reikwijdte en de toepassing van artikel 420-bis, Diepenmaat 2016, p. 134.
18 https://zoek.officielebekendmakingen.nl/stb-2020-163.html.
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b. The national anti-money laundering legal framework

i. The identification of the transposition laws

The implementation of European measures must be done in
first instance by the ministry with primary responsibility and for
the relevant policy together with the Ministry of Justice and Secu-
rity (hereafter: “MinJandS”).

Thus, regarding this report two ministries are relevant: The
Ministry of Finance (hereafter: “MinFin”) and MinJandS. Gener-
ally, the MinFin is responsible for the implementation of all AML-
regulations as the MinJandS is more concerned with the criminal-
ization of ML and fraud.

How a rule is transposed is considered on a case-by-case ba-
sis. In some cases, implementation will require the enactment of a
law, while in other cases ministerial regulations or decrees will
suffice. Often several implementation measures will be necessary
and sometimes none.

ii. The national coordination authorit(y)(ies)

The starting point for the AML legislation and regulations in
The Netherlands is the February 1st, 1994. On this day the Iden-
tification Financial Services Act 1993 (IFSA93) and the Disclo-
sure of Unusual Transactions Act (DUTA) came into force. In
2007 the Dutch government decided to merge the IFSA93 and
DUTA into the Anti- Money Laundering and Combatting Terror-
ist Financing Act (hereafter “AML/CFT Act”).

The merger provided the opportunity to introduce a uniform
regulation for designating the institutions that must carry out
CDD and fall under the obligation to report, for storing data and
for monitoring compliance with the regulations.

Just before the merger another law implemented the
3AMLD. Thus, apart from a merger of mentioned laws, the new
law included a national elaboration of the 3AMLD.

The AML/CFT Act is still the general national law on AML
and CFT in The Netherlands. In addition to the AML/CFT Act,
all kinds of regulations have come into force over the years that
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are based on the AML/CFT Act.19 The two most important are
the Implementation regulation20 and the Implementation decree.21

Finally, in the context of this report, it is important to note that
the AML/CFT Act designates the supervisory auditors.22 Next to
these regulations there are further designation and mandate deci-
sions.

Next to the legal base to the appointment of the supervisory
auditors art. 1d AML/CFT Act caries out the obligations as men-
tioned in art. 48 4AMLD. An exception to this are the adminis-
trative law cases already provided for in the Dutch GAL Act. It
should be also mentioned that the Dutch law does not make use
of the possibility that certain duties are performed by self-regula-
tory bodies.

Most European AMLD’s are implemented through separate
laws. The

– 4AMLD was mainly implemented on July 25th, 2018 via the
Implementation Act Fourth Anti-Money Laundering Directive.23

A transposition table has been added.24

– 5AMLD was mainly implemented on May 20st, 2020 via the
Implementation Act on Amendments to the Fourth Anti-Money
Laundering Directive.25 A transposition table has been added.26

Next to the mentioned ministries there are all kind of other
institutions that are relevant. In relation of the evaluation of The
Netherlands by the FATF a list of all relevant parties has been
published.27

For this project, next to the two abovementioned ministries,
the following organisations are considered important:

19 https://wetten.overheid.nl/BWBR0024282/2022-07-07/0/informatie.
20 https://wetten.overheid.nl/BWBR0024275.
21 https://wetten.overheid.nl/BWBR0041193.
22 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=1&paragraaf=

1.1&artikel=1d&z=2022-07-07&g=2022-07-07.
23 https://zoek.officielebekendmakingen.nl/dossier/kst-34808-1.html.
24 https://zoek.officielebekendmakingen.nl/dossier/kst-34808-3.html.
25 https://zoek.officielebekendmakingen.nl/dossier/kst-35245-1.html.
26 https://zoek.officielebekendmakingen.nl/dossier/kst-35245-3.html.
27 https://www.rijksoverheid.nl/documenten/publicaties/2019/07/23/overzicht-

van-alle-betrokkenen-bij-de-fatf-controle.
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– The organisations that are appointed to implement and en-
force the AML/CFT Act.28 Depending on the type of institution
another supervisor has been appointed.29 See “Attachment 5. The
obliged entities and supervising authorities”

– The Research and Documentation Centre (WODC) of
MinJandV. As mentioned on its website “The WODC (Research
and Documentation Centre) is the knowledge centre in the field
of the Dutch Ministry of Justice and Security. The WODC carries
out independent scientific research for policy and implementation
purposes; by itself or the WODC commissions the research.”

In 201730 and 201931 the WODC was responsible to draft the
National Risk Assessment on money laundering (hereafter NRA).
In 2022 the WODC has been asked to draft a third NRA.32 These
NRAs are the implementation of art. 7 4AMLD via art. 1f AML/
CFT Act.33

– The Anti Money Laundering Centre (hereafter AMLC). As
mentioned on their website “The AMLC is a knowledge and ex-
pertise centre where public and private parties work together na-
tionally and internationally to combat money laundering. Our
public partners include the police, the Public Prosecution Service,
the Financial Intelligence Unit (FIU), supervisors, the FIOD and
other special investigative services. Our private partners include
banks, accounting firms and civil-law notaries.”. The majority of
the people are working for the Tax Intelligence and Investigation
Service which is part of the Dutch Tax Authority (hereafter TA).

– The Court of Audit (hereafter CoA) audits the income and
expenditure of the central government and reports on this to par-

28 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=1&paragraaf=
1.1&artikel=1d&z=2022-07-07&g=2022-07-07.

29 A list of all supervised institutions and its supervisor is attached. See Attach-
ment 4.

30 https://repository.wodc.nl/bitstream/handle/20.500.12832/191/Cahier_2017-
13_2689c_Volledige_tekst_tcm28-291388.pdf?sequence=2&isAllowed=y.

31 https://repository.wodc.nl/bitstream/handle/20.500.12832/3105/Cahier-2020-
11a-full_text.pdf?sequence=1&isAllowed=y.

32 https://www.wodc.nl/onderzoek-in-uitvoering/welk-onderzoek-doen-we/3350
—-nra-witwassen-2022.

33 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=1&paragraaf=
1.2&artikel=1f&z=2022-07-07&g=2022-07-07.
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liament in the annual Accountability Survey. They also conduct
research into the costs and effects of government policy. On their
website the results of their investigations can be found. Since
2012 around 60 reports related to ML have been executed.34

iii. The obliged entities and supervising authorities

Monitoring compliance with AML/CFT legislation is man-
dated to various supervisors. In art. 24 AML/CFT Act the possibil-
ity is created that the compliance with the rules set by or under the
AML/CFT Act are charged to the persons designated by a decision
of the supervisory authority.35 Currently there are 6 supervisors
mandated. The organisations acting as supervisor and/or within
which people are mandated to act as supervisors are (people at):

– Dutch Central Bank (hereafter “DCB”);
– Dutch Authority for the Financial Markets (hereafter

“DAftFM”);
– Financial Supervision Office (hereafter “FSO”);
– National Bar president;
– MinFin; and
– Dutch Gaming Authority (hereafter “DGA”).

Added as attachment 5 is a list of all obliged entities and
their supervising authority.

These supervisory authorities can publish a manual by which
they seek to assist obliged entities in complying with the AML/
CFT Act. If a supervisor is mandated to oversee compliance with
multiple obliged entities like the DCB and DaftFM, it is possible
that multiple manuals will also be published.

2. STATUS, FUNCTIONS AND GOVERNANCE OF THE FIU

This chapter will be divided into 3 parts: the first part the pe-
riod from the creation of the Reporting Centre for Unusual Trans-
actions (hereafter: “RCUT”) until 2006, the second period from
2006 until 2013 and the last part 2013 until the present.

34 https://www.rekenkamer.nl/zoeken?trefwoord=witwassen&search-submit=.
35 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=4&paragraaf=

4.1&artikel=24&z=2022-07-07&g=2022-07-07.
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a. The period from the establishment of the RCUT to 2006

For a good description of the current situation, it is necessary
to go back to the early 1990s. The Act “Disclosure of Unusual
Transactions Act” (hereafter DUTA) speaks of a “Reporting Cen-
tre for Unusual Transactions”. The establishment of this RCUT
was the way in which The Netherlands implemented artt. 5 and 6
1AMLD as well as Recommendations 15 and 16 of the FATF. The
general management, organization, and administration of the
RCUT would rest with MinJus. Several activities, such as deter-
mining the budget and strength of RCUT, would be carried out in
cooperation with the MinFin. The choice for a non-police report-
ing point is based on the consideration that, from a constitutional
point of view, it is not desirable to oblige private financial institu-
tions to report unusual behaviour by citizens directly to the po-
lice. The RCUT will therefore act as a buffer between the finan-
cial institutions on the one hand and the police and judicial au-
thorities on the other.

The two objectives of the Act are to prevent and combat
money laundering. The related tasks are very diverse and include:

i) Collecting, recording, processing and analysing data.
ii) Providing personal and other data.
iii) Reporting on the settlement of reports.
iv) Conducting research into developments.
v) Making recommendations to the branches of industry.
vi) Providing information about prevention and detection.
vii) Maintaining contacts with foreign authorities.
viii) Publishing an annual report of its activities.

The reported transactions ultimately form a register in the
sense of the Police Files Act which, however, is not freely accessi-
ble to the judicial authorities.

The RCUT functioned in this way until 2006.

b. The changes as of January 1st, 2006

In 2006 an important change took place. The RCUT merged
with the Office of the Public Prosecutions Service (hereafter
BLOM) to form FIU-Netherlands (hereafter:
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“FIU-NL”). This step is the result of a takeover of a recom-
mendation from the report “Out of unsuspended source”.36 This
report contained an evaluation of the Unusual Transactions chain.
From the point of view of efficiency (reinforcement) an integra-
tion of the tasks of RCUT and BLOM was advocated. This “new”
service was accommodated within the dNRI of the National Po-
lice Services Agency (hereafter KLPD). An exception to this was
FIU.Net.37

The completion of the entire Plan of Action (Plan van aan-
pak Integratie RCUT/BLOM) would take around 21/2 years. One
of the things that was still unclear was the definitive positioning of
this organisation. It was therefore decided that in the intervening
period the general management, the organisation, and the admin-
istration of the RCUT would de facto be carried out by the
MinInt.

c. The changes as of January 1st, 2013

The explanatory notes to the Decree establishing the FIU-
Netherlands contain a very clear description of how the FIU -
Netherlands is embedded in Dutch legislation.

Therefor this part will be a literal translation these explana-
tory notes38 with omission of a number of matters of irrelevance
to this report such as the situation in the BES islands

The changes as implemented as of January 1st, 2013 mainly
concern organizational matters. The activities carried out by the
FIU-Netherlands wouldn’t change. For a good understanding
the Mandate Regulation Management FIU-NL 2013 and the
(Sub)Mandate Decision Police Management FIU-NL 2013 should
be read as well.

i. General

This Decree establishing the FIU-Netherlands provides it
with a new legal basis which clarifies the relationships and re-

36 Faber, W., A.A.A. van Nunen “From unsuspected sources”; evaluation of the
chain of unusual transactions 2004, O&B 218.

37 https://www.fiu-nederland.nl/en/about-the-fiu/international-cooperation/fiunet.
38 https://zoek.officielebekendmakingen.nl/stcrt-2013-13691.html.
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sponsibilities in respect of the general management, organisation
and administration of FIU-Netherlands. This Institution Order
should be read in conjunction with the ‘Mandate Regulation for
the Management of FIU-Netherlands 2013’ and the ‘(Sub)Man-
date Decision for the Police Management of FIU-Netherlands
2013’. This new institution decision has its origins in the recom-
mendations made by the FATF following the evaluation of The
Netherlands in 2010 and the entry into force of the Police Act
2012. Consultations have been held with all the parties involved
and agreement has been reached on the positioning set out in this
establishment decree. General management, organization, and ad-
ministration of FIU-Netherlands.

ii. General management, organisation and administration of FIU-
NL

Pursuant to art. 12, third paragraph of the Money Launder-
ing and Terrorist Financing (Prevention) Act (AML/CFT Act),
the general management, organization, and administration of the
FIU (in the European part of The Netherlands).

In the context of the necessary operational independence of
FIU-NL, the Head of FIU-NL can, in accordance with the
AML/CFT Act and within the policy, financial and formative
frameworks set by the Minister, exclusively exercise the powers
granted in these Acts. This implies that, as expressed in this De-
cree establishing the organization, the Head of FIU-Netherlands
is responsible for the general management and organization of
FIU-Netherlands.

In accordance with the present Establishment Decree, the
management of FIU-NL arising from the AML/CFT Act will be
mandated to the Chief of Police in a separate arrangement. The
Chief of Police passes on the mandate in full to the head of FIU-
NL in a separate mandate decree. Pursuant to these mandate
arrangements, the Head of FIU-NL reports on the management
of FIU-NL to the Chief of Police, who in turn reports to the Min-
ister.

For FIU-NL to be effective, it must have maximum opera-
tional independence and managerial autonomy. This includes hav-
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ing independent access to financial resources as budgeted for in
art. 12, fifth paragraph of the AML/CFT Act. This also applies to
the ICT systems of FIU-NL: FIU-NL can make use of the facili-
ties provided by the police but is not dependent on them. Appli-
cations developed by and/or for FIU-NL meet the requirement of
‘pick up and carry’, which means that these applications must also
be able to be supported by organizations other than the police.

iii. Positioning of FIU - NL

In accordance with international legislation (including the
recommendations of the FATF) and Directive 2005/60/EC on the
prevention of the use of the financial system for the purpose of
money laundering and terrorist financing (third EU Anti-Money
Laundering Directive), a FIU must be able to operate indepen-
dently and autonomously so that it can perform its statutory tasks
autonomously. Where a FIU is part of another organization or en-
tity, the performance of its tasks must be strictly separated from
the task performance of the other organization or entity. The new
positioning aims to meet this requirement, in that FIU-NL will be
housed with the police on an administrative basis but will be po-
sitioned as a recognizable independent entity.

FIU-NL is part of the legal entity known as the State of The
Netherlands.

In terms of management, FIU-NL is part of the legal entity
known as the police. This means that the police enable FIU-NL
to carry out its statutory tasks and that FIU-NL makes use of the
police infrastructure wherever possible. The police facilitate the
management support of FIU-Netherlands while retaining the op-
erational independence of FIU-Netherlands.

The positioning meets the required independence while opti-
mizing the necessary opportunities for cooperation with the ser-
vices of the national police force, so that effective use of FIU-
Netherlands information can be guaranteed. In this way, FIU- NL
is organised at the smallest possible distance from the police, so
that optimal cooperation with the investigative services is made
possible, without compromising the independence of FIU-NL. In
this way it is ensured that FIU-NL can carry out its statutory
tasks, which are embodied in its primary processes, autonomously
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and independently, not only with respect to the police but also
with respect to all the other authorities involved.

iv. Dual mandate line: AML/CFT Act and Police Act 2012

In line with the present Establishment Decree, the manage-
ment of FIU-NL under the terms of the AML/CFT Act is man-
dated to the Chief of Police. This has been worked out in the
Mandate Regulation for Management of FIU-Netherlands 2013.
The chief of police passes this mandate on in full to the head of
FIU-NL by means of the (Sub)Mandate Order Police Manage-
ment FIU-the Netherlands 2013.

In order to guarantee the independence of FIU-NL within
the police force, the Head of FIU-NL must be able to act as a
principal towards supporting police services such as the Police
Services Centre (PDC) and the Information Provision Organiza-
tion (IV Organization). The Head of FIU-NL must also be able to
act within the police organization as the competent authority in
the sense of the legal position regulations that apply to FIU-NL
employees. Because the Chief of Police, pursuant to art. 27 of the
Police Act 2012, is charged with the management of the police
(and therefore the management of police officers and resources),
a mandate also follows on the basis of the Police Act. This man-
date, too, is further detailed in the ‘(Sub)Mandate Decision Police
Management-FIU- Netherlands 2013’.

The second striking feature is the position of the Head of the
FIU-Netherlands. The Head of the organisation is vested with a
number of exclusive powers:

– To declare unusual transactions suspicious.
– Formulating and implementing the implementation policy

and its innovation.
– Giving binding instructions to the reporting institutions re-

garding the reported unusual transactions.
– Deciding on participation in relevant national and interna-

tional discussions regarding FIU-Netherlands.
– To negotiate and conclude Memoranda of Understanding

and covenants with foreign FIUs or other relevant partners.
– To advise and inform the ministries involved with FIU-

Netherlands directly.
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3. FIU’S CCESS POWERS ON DATA AND INFORMATION

a. FIUs’ access power to information from the obliged entities

i. Overview of national provisions and/or soft laws

Art. 16 of the AML/CFT Act enshrines the legal obligation
to report unusual transactions: ‘An institution shall report an ef-
fected or intended unusual transaction to the Financial Intelli-
gence Unit immediately after the unusual nature of the transac-
tion becomes known.39 To determine the unusual nature, the in-
stitution shall use the indicators set out in the AML/CFT Act
Implementation Decree 2018 as well as its own established policy.
In this regard, it is important that an institution has its Compli-
ance Management Framework well in mind. A situation that still
has room for improvement.

Reporting should be done through the so-called reporting
portal of FIU-Netherlands40 through which access is provided to
GoAML41 As the website states: “The goAML application is a
fully integrated software solution developed specifically for use by
Financial Intelligence Units (FIUs) and is one of UNODC’s
strategic responses to financial crime, including money-launder-
ing and terrorist financing.”

Before an institution can proceed to make a report for the
first time, it must register as an institution as well as the persons
who will actually make the report. When registering, all sorts of
things relating to the institution must be indicated42 such as the
type of reporter and company details (address, number with the
Chamber of Commerce and url of website). The most logical and
usual situation is that the persons to be registered are the man-
agement/board member and/or the Compliance Officer of the in-
stitution. Reason: The Compliance Officer is the executive person
on behalf of the business under the responsibility of the board.

Making the report is done through a step-by-step process
where there was originally one form. Now there is a separate form

39 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=3&paragraaf=
3.2&artikel=16&z=2022-10-01&g=2022-10-01.

40 https://meldportaal.fiu-nederland.nl/Home.
41 https://www.unodc.org/unodc/en/global-it-products/goaml.html.
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for e.g. buyers and sellers of goods and/or art objects/ intermedi-
aries in high value items and accountants. There is room for im-
provement here too.

ii. Rules concerning data and information

In this section, I want to discuss two articles despite the fact
that a precise answer to the question would really only require
looking at one article: art. 17 AML/CFT Act.

Art. 17 AML/CFT Act deals with the situation where FIU-
Netherlands is the requesting party while art. 16 AML/CFT Act
deals with the situation where the institution makes a report.

When making a report as referred to in art. 16 paragraph 1
AML/CFT Act, the institution provides the following information:

a) The identity of the customer, the identity of the beneficial
owners and, to the extent possible, the identity of the person for
whose benefit the transaction is executed;

b) The nature and number of the identity document of the
customer and, to the extent possible, of the other persons re-
ferred to in point (a);

c) The nature, time and place of the transaction;
d) The size and destination and origin of the funds, securi-

ties, precious metals or other values involved in the transaction;
e) The circumstances under which the transaction is consid-

ered unusual;
f ) A description of the relevant items of great value in case of

a transaction above € 10,000;
g) Additional information to be designated by order in coun-

cil.

When an unusual transaction is reported, the financial trans-
action forms the basis for a broader context and a (digital) profile
of a person or company that carried out the transaction. Points a
to d cover the general ‘hard’ data, such as the identity (proof of
identity) of the customer,43 the nature and time of the transaction,

42 https://meldportaal.fiu-nederland.nl/WebRegistration/NewEntityCR.
43 Institutions such as banks are expected to implement ‘Know Your Customer’

policies. In doing so, they are expected to identify, verify and, in the case of entities
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and the size. Point g means that the FIU-Netherlands can inquire
with the reporting agent for additional information. Points e and
f deserve more attention, partly because these points touch on
two different facets of financial surveillance that are essential to
understand the whole process of collection, analysis and dissemi-
nation.”44 The quality of compliance with point e can have a ma-
jor impact on what can be done with the report (quality financial
surveillance). In my view, further legislation and regulation
and/or obligation to have policies in place would be of great value
in this regard.

Art. 17 AML/CFT Act concerns the right of FIU-Nether-
lands to request data or information for the performance of its
task, as referred to in art. 13 AML/CFT Act, opening lines and
subsections a and b, from an institution that has made a report or
from an institution that, in the opinion of the Financial Intelli-
gence Unit, has data or information relevant to the Financial In-
telligence Unit’s analysis of a transaction or intended transaction
or of a business relationship. In The Netherlands, this is also re-
ferred to as an art. 17 AML/CFT Act query. When making this
query, FIU-Netherlands must comply with what is stated in the
Police Data Act and the Police Data Decree.

iii. Reference to conditions and limits

For an understanding of this issue, two documents are im-
portant:

– The AML/CFT Act; and
– The Decree establishing FIU-Netherlands 2013.

Art. 12 AML/CFT Act states that there is an FIU-Nether-
lands after which Art. 13 AML/CFT Act describes the FIU-
Netherlands’ tasks. The two most important ones in the context
of this report are:

– Collecting, recording, processing, and analysing the data it

such as corporations or foundations, record their customers’ Ultimate Beneficial
Owners.

44 https://tijdschriften.boombestuurskunde.nl/tijdschrift/benm/2022/2/BenM_
1389-0069_2022_049_002_003.
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obtains in order to consider whether such data may be relevant
for the prevention and detection of crimes; and

– Providing personal and other data in accordance with this
Act and the provisions under or pursuant to the Police Data Act.

The following articles (arrt 13b AML/CFT Act and 13c
AML/CTF Act) discuss cooperation with the financial intelli-
gence units of other Member States,45 the power to request infor-
mation from the FIU of another Member State46 as well as coop-
eration with other FIUs.47

An important and central article for this report is art. 14
AML/CFT Act. This article gives FIU-Netherlands the right to
process personal data in the performance of one of its statutory
duties set out in art. 13 AML/CFT Act. On this, FIU- Nether-
lands also reports on its website:

“The GDPR requires a basis for processing personal data, of
which a legal basis is one. The AML/CFT ACT is such a legal ba-
sis and the mandatory reporting AML/CFT ACT institutions,
process personal data of, among others, clients, representatives
and ultimate stakeholders. This means that they have to process
the personal data in this AML/CFT ACT framework for the pur-
pose of carrying out client investigations.

The personal data should obviously be kept carefully and se-
curely. The data subject is or will be informed about the personal
data processed by the institution in the context of the AML/CFT
ACT client investigation.

The client screening required under the AML/CFT ACT
must be carried out with due observance of the provisions of
Chapter 2 of the AML/CFT ACT. This includes establishing and
recording the identity of the client (e.g. a buyer), and possibly the
beneficial owner. Under the AML/CFT Act, these data must be
kept for five years after the transaction or the end of the business

45 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=3&paragraaf=
3.1&artikel=13a&z=2022-10-01&g=2022-10-01.

46 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=3&para-
graaf=3.1&artikel=13b&z=2022-10-01&g=2022-10-01.

47 https://wetten.overheid.nl/jci1.3:c:BWBR0024282&hoofdstuk=3&para-
graaf=3.1&artikel=13c&z=2022-10-01&g=2022-10-01.
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relationship. The same applies to data relating to unusual transac-
tions.”48

Art. 2 of the Decree establishing FIU-Netherlands 2013 reit-
erates that there is an FIU-Netherlands after which the tasks of
the FIU are not specified the tasks assigned to the Head of FIU-
Netherlands to carry out independently and exclusively. By means
of Article 2(6) of the Decree establishing FIU-Netherlands, the
Head of FIU-Netherlands is supported by officials with an ap-
pointment with the police. This makes them subject to the Police
Act 2012. Therefore, the FIU is also subject to the Police Data
Act and the Police Data Decree. Art. 6:6 of the Police Data De-
cree states the following regarding data processing by the Finan-
cial Intelligence Unit:

– The Financial Intelligence Unit processes personal data on
the following categories of persons:

- persons in respect of whom a report has been made of an
unusual transaction performed or planned;

- persons involved as principal, facilitator, intermediary, ben-
eficiary or principal in an unusual transaction performed or in-
tended to be performed;

- persons, in respect of whom there is reasonable suspicion of
committing a crime and persons convicted of committing a crime,
if necessary for the purpose of the Financial Intelligence Unit;

- persons, who are involved in a performed or intended fi-
nancial transaction, in respect of which a report has been made
pursuant to the BES Money Laundering and Terrorist Financing
(Prevention) Act or

- at a reporting point in a country within the Kingdom or in
another country;

- persons, who are involved in a suspicious transaction;
- persons, working at the Financial Intelligence Unit, at the

police, at the judiciary, at an authority charged with the supervi-
sion of the persons and institutions subject to the statutory re-
porting obligation or with any public-law duty, at an institution or

48 https://www.fiu-nederland.nl/nl/faq.
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at a foreign Disclosure Office, who act as contact persons with re-
gard to the provision of data by or to the Disclosure Office

- persons, with regard to whom a relationship relevant for the
purpose of the Disclosure Office with a reported unusual transac-
tion has become known or is likely to become known, and this re-
lationship is different from that referred to in the previous arti-
cles.

– The data referred to in the first paragraph shall be deleted
as soon as they are no longer necessary for the purpose of pro-
cessing. The data shall be destroyed no later than five years after
the date of last inclusion.

b. FIUs’ access power in accordance with art. 32, par. 4, Directive
849/2015

i. General

“The FIU-Netherlands is a so-called ‘hybrid FIU’ housed
within the police, but under the responsibility of the Minister of
Justice and Security (Akse, 2019, 38).49 In the AML/CFT Act -
and in particular artt. 12, 13 and 14, which set out the institu-
tional embedding, the core tasks and responsibilities, and the le-
gal framing, respectively - the hybrid position is evident: the Min-
ister of Justice and Security has the overall management under his
responsibility, the Minister of Finance is responsible for the bud-
get, and the head of the FIU - say, the director - is appointed by
agreement by both ministers. The FIU is an independent body, 27
but it is organisationally attached to the police (Akse, 2019, 44;
FIU-Netherlands, 2020, 54)50 and relates to the Police Data Act.
Although the FIU is not a police body pure and simple, it there-
fore has access to police systems and networks and can dissemi-
nate intelligence through these means (Akse, 2019, 35 and 38).”51

49 https://tijdschriften.boombestuurskunde.nl/tijdschrift/benm/2022/2/BenM_
1389-0069_2022_049_002_003.

50 https://tijdschriften.boombestuurskunde.nl/tijdschrift/benm/2022/2/BenM_
1389-0069_2022_049_002_003.

51 https://tijdschriften.boombestuurskunde.nl/tijdschrift/benm/2022/2/BenM_
1389-0069_2022_049_002_003.



227DUTCH NATIONAL LEGAL REPORT

ii. Central register or retrieval systems of the bank accounts own-
ers (art. 32a, Directive 849/2015)

For this question, it is important to take note of the Banking
Information Referral Portal Act,52 materially elaborated as of Sep-
tember 10th, 2022 and the Banking Information Referral Portal
Decree.53 The reason for the material elaboration is the fact that
the introduction of the Banking Information Referral Portal Act
caused a section “Banking Information Referral Portal”54 to be
added to the FSA.

The added art. 3:267i FSA55 states that banks and payment
service providers are connected to a central electronic system
managed by MinJandS for the automated disclosure of identifying
data concerning their clients as well as data on the beneficial
owner and data on the opening and closing dates of said accounts
or vaults. Further details are set out in the aforementioned Bank-
ing Data Reference Portal Decree.

iii. Central register of the beneficial owners (art. 30, par. 4, Direc-
tive 849/2015)

This obligation has been acted upon by means of the Imple-
mentation Act on Registration of Ultimate Interested Parties of
Companies and Other Legal Entities,56 substantively implemented
as of July 18th, 2022, and the Implementation Act on Registration
of Ultimate Interested Parties of Trusts and Similar Legal
Arrangements.57 The material effect originates in the amendment

52 https://wetten.overheid.nl/jci1.3:c:BWBR0043570&z=2020-09-10&g=2020-09-
10.

53 https://wetten.overheid.nl/jci1.3:c:BWBR0043903&z=2022-01-01&g=2022-01-
01.

54 https://wetten.overheid.nl/jci1.3:c:BWBR0020368&titeldeel=3&hoofd-
stuk=3.5&afdeling=3.5.10&z=2022-10-01&g=2022-10-01.

55 https://wetten.overheid.nl/jci1.3:c:BWBR0020368&titeldeel=3&hoofd-
stuk=3.5&afdeling=3.5.10&artikel=3:267i&z=2022-10-01&g=2022-10-01.

56 https://wetten.overheid.nl/jci1.3:c:BWBR0043796&z=2020-07-08&g=2020-07-
08.

57 https://wetten.overheid.nl/jci1.3:c:BWBR0046156&z=2022-01-28&g=2022-01-
28.
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to the AML/CFT Act and an amendment to the Trade Register
Act 2007.

The main change for which the Registration of Ultimate In-
terested Parties of Companies and Other Legal Entities Imple-
mentation Act has provided is the introduction of art. 15a in the
Commercial Register Act 2007.58 This article provides that “The
Commercial Register shall record who is or are the beneficial
owner(s) of companies or other legal entities as referred to in art.
10a(2) of the Prevention of Money Laundering and Financing of
Terrorism Act that are registered in the Commercial Register in
accordance with artt. 5 or 6(1) or 6(3), with the exception of own-
ers’ associations and other legal entities under private law as re-
ferred to in art. 6(1)(b).”

iv. Central register of the real estate owners (art. 32b, Directive
849/2015)

Since May 3rd, 1989, there has been an independent Land
Registry Act.59 The basis of the Act is Article 3:16 of the Civil
Code. Having rules regarding the public registers for registered
property, as well as regarding the land register. Besides the Land
Registry Act, there are many regulations that contribute to its
functioning.

The core of the Land Registry Act is formed by Article 1a
Land Registry Act60: “There shall be a basic land registry consist-
ing of administrative data relating to immovable property and the
national cadastral map.”

Apart from a register of landowners and owners of immov-
able property, the Land Registry Act is also for ships61 and air-
crafts.62

58 https://wetten.overheid.nl/jci1.3:c:BWBR0021777&hoofdstuk=2&paragraaf=
2.2&artikel=15a&z=2022-03-02&g=2022-03-02.

59 https://wetten.overheid.nl/jci1.3:c:BWBR0004541&z=2021-07-01&g=2021-07-
01.

60 https://wetten.overheid.nl/jci1.3:c:BWBR0004541&hoofdstuk=1&artikel=
1a&z=2021-07-01&g=2021-07-01.

61 https://wetten.overheid.nl/jci1.3:c:BWBR0004541&hoofdstuk=5&z=2021-07-
01&g=2021-07-01.

62 https://wetten.overheid.nl/jci1.3:c:BWBR0004541&hoofdstuk=6&z=2021-07-
01&g=2021-07-01.
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v. Financial and administrative information accessible by the FIU

The FUI-Netherlands is part of many different national (re-
search) organisations. Below is a non-exhaustive overview and de-
scription of their activities as taken from their website.

– infobox Criminal and Unexplained Assets (ICOV)63

“It is a partnership of various government organisations and
regulators. iCOV helps these partners by means of data-driven re-
ports to combat money laundering, tax evasion and fraud, among
other things. iCOV reports also contribute to the financial stabil-
ity of the Netherlands.”

– Aniti Money laundering Centre (AMLC)64

As they describe themselves, the AMLC is a “knowledge and
expertise centre where public and private parties work together
nationally and internationally to combat money laundering. Our
public partners include the police, the Public Prosecution Ser-
vice, the Financial Intelligence Unit (FIU), supervisors, the FIOD
and other special investigation services. Our private cooperation
partners include banks, accounting firms and notaries.”

To carry out these analyses on relevant data, the AMLC has
developed its own tooling based on open-source technology: the
AMLC Suite. For other information see website.65

– Justis66

“Justis is the screening authority of MinVenJ and assesses the
reliability of individuals and organisations to promote a safe and
just society.

As a government organisation, Justis screens in areas where
politicians and society consider reliability important and where
Justis has access to unique information available only to the gov-
ernment. Where the business community screens, Justis wants it
to be reliable and therefore screens these organisations as well.

Justis contributes to the rule of law, as the rule of law can
only function properly if reliability and safety are guaranteed.

63 https://icov.nl/organisatie.
64 https://www.amlc.nl/wie-zijn-wij-en-wat-doen-wij.
65 https://www.amlc.nl/amlc-suite.
66 https://www.justis.nl/justis.
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When screening individuals and organisations, Justis focuses on
the principles of the rule of law.

Independently and with an eye for privacy, Justis weighs up
the interests of the individual against the interests of society on a
legal basis.

Justis sees itself as an ambitious implementing organisation
that carries out its tasks carefully and reliably, while also focusing
on opportunities to improve. Justis works from the perspective of
the citizen and from the awareness that its decisions can deeply
affect people’s lives.”

– Counterterrorism Infobox (CT Infobox)67

“An important information hub in counterterrorism is the
Counterterrorism Infobox. The CT Infobox brings together, com-
pares and assesses information on networks and individuals in-
volved in terrorism.

The CT Infobox is an alliance of parties within the security,
investigation and intelligence domain: AIVD, MIVD, National
Police Unit, KMar, IND, FIOD-ECD, OM, FIU-NL, Inspec-
torate SZW and NCTV. They have joined forces to contribute to
the fight against terrorism.”

For a more detailed overview of “financial intelligence
hubs”, please consult to Box 3.1 of the FATF’s Mutual Evaluation
report regarding the Netherlands.68

vi. Other police information accessible by the FIU

Given its position, FIU-Netherlands has access to Dutch po-
lice records. An overview of police systems is available via The-
saurus.69 A brief description is available for each system. The most
well-known system is called Blueview. Blueview is a central data-
base with search engine in which police officers can share their
registered information, such as information on reports, interroga-
tions, official reports and investigations.70

67 https://www.nctv.nl/onderwerpen/ct-infobox.
68 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-

tion-Report-Netherlands-2022.pdf, page 51.
69 https://thesaurus.politieacademie.nl/Thesaurus/Term/6337.
70 https://thesaurus.politieacademie.nl/Thesaurus/Term/8078.
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4. COOPERATION WITH OTHER FIUS

a. Domestic rules

i) Autonomous (cross-border report (XBR) and cross-border
dissemination (XBD) and

ii) Request dissemination of information from the domestic
FIU to other European FIUs (art. 53, Directive 849/2015).

As indicated earlier, FIU-Netherlands is administratively un-
der the police and thus has the rights and obligations as laid down
for FIU-Netherlands in the Police Act 2012 and more importantly
the Police Data Act and the Police Data Decree.

Below is an overview of articles as especially relevant for the
FIU-Netherlands:

– Section 2. Authorisations71

Article 2:7. Data processing by the Financial Intelligence
Unit72

1. For processing data for the purpose referred to in Article
14(1) of the Prevention of Money Laundering and Financing of
Terrorism Act, the persons involved in processing and analysing
data on unusual transactions may be authorised.

2. Authorisations may be issued, on behalf of the controller,
by the head of the Financial Intelligence Unit.

See also art. 21 sub d Judicial and Criminal Records Decree73

Judicial data shall be provided upon request to:
d. the head of the Financial Intelligence Unit referred to in

Article 12 of the Money Laundering and Terrorist Financing (Pre-
vention) Act, insofar as this is necessary to assess whether the un-
usual transactions are relevant to the prevention and detection of
crimes;

71 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=2&z=2022-07-
01&g=2022-07-01.

72 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=2&artikel=
2:7&z=2022-07-01&g=2022-07-01.

73 https://wetten.overheid.nl/jci1.3:c:BWBR0016544&hoofdstuk=3&afdeling=
2&paragraaf=1&artikel=21&z=2021-10-01&g=2021-10-01.
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Art. 2:13. Grounds for refusal (Article 15(2))74

2. The provision of personal data, processed by the Financial
Intelligence Unit, may be refused with reasons unless:

a. the provision of the data is made for further processing for
the purpose referred to in art. 10(1)(a) of the Act;

b. the data themselves give rise to a reasonable suspicion that
a certain person has committed a crime;

c. the data is made available pursuant to art. 16(1)(a) of the
Act, and such data may reasonably be of importance for the pre-
vention or detection of crimes as referred to in Section 3:1.

3. Personal data made available by the Financial Intelligence
Unit at a request to that effect shall only be processed for a pur-
pose other than that referred to in artt. 8, 9, 10 or 13 of the Act
after permission has been granted by the Head of the Financial
Intelligence Unit.

– Section 4. Provision of police data to third parties75

Art. 4:3. Provision of police data Articles 8, 9, 10 and 13 (Ar-
ticle 18, first paragraph)76

1. Police data processed in accordance with art.t 8, 9, 10, first
paragraph, subsections a and c, and art. 13 of the Act may, inso-
far as they need them for the proper performance of their duties,
be provided to:

a. Our Minister of Justice and Security, for the purpose of:
5°. the task performance of the Financial Intelligence Unit

referred to in art. 13 of the Prevention of Money Laundering and
Financing of Terrorism Act and art. 3.2 of the Prevention of
Money Laundering and Financing of Terrorism Act BES;

Art. 4:6. Direct provision of police data (Article 23(2) and
(3))77

74 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=2&artikel=
2:13&z=2022-07-01&g=2022-07-01.

75 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=4&z=2022-07-
01&g=2022-07-01.

76 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=4&artikel=
4:3&z=2022-07-01&g=2022-07-01.

77 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=4&artikel=
4:6&z=2022-07-01&g=2022-07-01.
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1. Police data processed pursuant to artt. 8, 9 or 10(1)(a) and
(c) and 13 of the Act may be provided directly to the following
persons designated for this purpose pursuant to art. 23(2) of the
Act, insofar as they need them for the following purposes:

c. the persons, employed by the Financial Intelligence Unit,
for the purpose of the task of the Disclosure Office, as referred to
in Article 13 of the Money Laundering and Terrorist Financing
(Prevention) Act and Article 3.2 of the Money Laundering and
Terrorist Financing (Prevention) Act BES;

– Section 5. Making available within the European Union and
transfers to third countries (Artt. 15a and 17a)78

Art. 5:1. Transfers to third countries (art. 17a)79

6. Police data processed by the Financial Intelligence Unit
may be transferred to government-designated administrative or
police reporting points in third countries that have a similar task
as the reporting point. The provisions of the second paragraph
shall not apply.

b. Conditions and limits to the dissemination of information to
other European FIUs

See above.

5. COOPERATION WITH LAW ENFORCEMENT AND JUDICAL AUTHORI-
TIES

a. Domestic rules on dissemination of information to National in-
vestigative authorities (law enforcement, public prosecutors)

i) Data and analysis developed by the national FIU;
For information about data, I refer to the Annual review of

FIU-Netherlands. There are several tables of which the ones be-
low are most relevant in the context of this report.

78 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=5&z=2022-07-
01&g=2022-07-01.

79 https://wetten.overheid.nl/jci1.3:c:BWBR0023086&paragraaf=5&artikel=
5:1&z=2022-07-01&g=2022-07-01.
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– Table 1: Number of suspicious transactions and Case files
in 2021 per reporting reason80

– Table 2: Objective/Subjective breakdown of suspicious
transactions by reporting reason81

– Table 3: Number of registered forms of crime in case files
in 202182

– Table 4: Number of unusual transactions per reporting
group in the period 2019-202183

– Table 5: Number of institutions from which at least one re-
port was received per reporting group in the period 2019-202184

– Table 6: Number of suspicious transactions per reporting
group in the period 2019-202185

– Table 7: Number of suspicious transactions in 2021 by type
of transaction86

– Table 8: Number* and share** of (executed) transactions
declared suspicious in 202187

– Table 9: Case files closed in 2021 that were started on indi-
cation of terrorism/terrorist financing*88

– Table 12: Top 5 requests for information (RFIs) received
from foreign FIUs in 202189

80 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 9.

81 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 10.

82 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 11.

83 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 26.

84 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 28.

85 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 29.

86 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 30.

87 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 30.

88 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 30.

89 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 31.
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– Table 13: Top 5 requests for information (RFIs) sent to for-
eign FIUs in 202190

– Table 14: LOvJ requests received in 2021, broken down by
investigation service91

For information about data I also want to refer Anti-money
laundering and counter-terrorist financing measures - The Nether-
lands - Mutual Evaluation Report. There are several tables of which
the ones below are most relevant in the context of this report.92

– Table 8.1. Incoming judicial MLA requests for ML, TF,
drug crimes and fraud93

– Table 8.2. Incoming and outgoing EU freezing and confis-
cation orders94

– Table 8.3. Number of judicial ARO requests95

– Table 8.4. Incoming WETS and WOTS successful requests96

– Table 8.5. Incoming extradition requests (including inter-
national alerts for wanted persons)97

– Table 8.6. All outgoing judicial MLA requests98

– Table 8.7. Outgoing WETS and WOTS requests99

– Table 8.8. Outgoing extradition and surrender requests
concerning terrorism and ML100

90 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 31.

91 https://www.fiu-nederland.nl/sites/www.fiu-nederland.nl/files/documenten/
7306_fiu_jaaroverzicht_2021-eng-web_v3.pdf, page 31.

92 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf.

93 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 182.

94 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 184.

95 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 185.

96 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 185.

97 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 187.

98 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 189.

99 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 190.

100 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 191.
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– Table 8.9. Number of outgoing FIU-NL requests101

– Table 8.10. Number of incoming foreign FIU requests102

ii) Information received by the national FIU from other Eu-
ropean FIUs.

See overview above.

b. Domestic rules and soft laws on dissemination of information
to supranational EPPO (see art. 43 of Regulation 1939/2017),
OLAF (see art. 7, par. 3-bis of Regulation 883/2013), Europol
and/or Europol National Units (see art. 12, Directive 1153/
2019)

– Regulation 1939/2017 has been implemented via the Im-
plementation law EOM.103 This law changed several laws among
the Judicial Organisation Act.

– Regulation 883/2013
– Directive 1153/2019 has been implemented by Decree of

14 June 2022 amending the Police Data Decree to implement Di-
rective (EU) 2019/1153 of the European Parliament and of the
Council of 20 June 2019 laying down establishing rules to facili-
tate the use of financial and other information for the prevention,
detection investigation or prosecution of certain criminal of-
fences, and repealing Council Decision 2000/642/JHA (OJ 2019,
L 186.104

c. Admissibility of the information and analyzes of the FIUs in
criminal proceedings, taking into account possible restrictions
and conditions provided by national rules according to art. 54,
Directive 849/2015

In line with FIU-Netherlands’ position and the operation of
the register, the information is available and usable.

101 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 192.

102 https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evalua-
tion-Report-Netherlands-2022.pdf, page 196.

103 https://zoek.officielebekendmakingen.nl/dossier/35429 and https://zoek.offi-
cielebekendmakingen.nl/kst-35429-2.html.

104 https://zoek.officielebekendmakingen.nl/stb-2022-240.pdf.
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Attachment 1: Abbreviations

The abbreviations with an asterix (*) are Dutch abbreviations.

1AMLD 1st Anti Money Laundering Directive (1991/
308/EEG)

2AMLD 2nd Anti Money Laundering Directive (2001/
97/EG)

3AMLD 3rd Anti Money Laundering Directive (2005/
60/EG)

4AMLD 4th Anti Money Laundering Directive (2015/
849/EU)

5AMLD 5th Anti Money Laundering Directive (2018/
843/EU)

AED Act on Economical Delicts
AFM* Autoriteit Financiële Markten
AMLC* Anti-Money Laundering Centre
AML/CFT Act Anti Money Laundering and Combatting

Terrorist Financing Act (Wwft)
ARK* Algemene Rekenkamer
AVG* Algemene verordening gegevensbescherming

(GDPR)
AWB* Algemene Wet Bestuursrecht
BD* Belastingdienst
BFT* Bureau Financieel Toezicht
BLOM* Bureau ter politiële ondersteuning van de

Landelijke Officier van Justitie inzake de
Wet Mot

CDD Costumer Due Diligence
CoA Court of Audit (ARK)
DAftFM Dutch Authority for Financial Markets (AFM)
DBA Dutch Bar Association (NOVA)
DCB Dutch Central Bank (DNB)
DGA Dutch Gaming Authority (Ksa)
DNB* De Nederlandsche Bank
dNRI dienst Nationale Recherche Informatie
DUTA Disclosure of Unusual Transactions Act

(Wet MOT)
EOM* Europees Openbaar Ministerie
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EPPO European Public Prosecutor’s Office (EOM)
EU European Union
FATF Financial Action Task Force on money laun-

dering
FIE* Financiële inlichtingen eenheid105

FIOD* Fiscale inlichtingen- en opsporingsdienst
FIU Financial Intelligence Unit (FIE)
FSA Financial Supervision Act (Wet op het finan-

cieel toezicht)
FSO Financial Supervision Office (BFT)
GAL Act General Administrative Law Act (AWB)
GDPR General Data Protection Regulation (AVG)
IFSA93 Identification Financial Services Act 1993

(WID)
KLPD * Korps landelijke Politiediensten
Ksa Kansspelautoriteit
Min J en V* Minister(ie) van Justitie en Veiligheid
MinBiza* Ministerie van Binnenlandse Zaken en

Koninkrijksrelatie
MinFin Minister/Ministry of Finance (MinFin)
MinFin* Minister(ie) van Financiën
MinInt Minister/Ministry of Internal Affairs (Min

Biza)
MinJandS Minister/Ministry of Justice and Security

(Min J en V)
MinJus Minister/Ministry of Justice106

ML Money laundering
MOT* Meldpunt Ongebruikelijke Transacties
NOVA* Nederlandse Orde van Advocaten
WODC Research and Documentation Centre

(WODC*)
WODC Wetenschappelijk Onderzoek- en Documen-

tatiecentrum

105 Although this is the legal name, the abbreviation FIU is still common and
used.

106 Over the years the names of several ministries have been changed.
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RCUT Reporting Centre Unusual Transactions
(MOT)

TA Tax Authority (BD)
TIIS Tax Intelligence and Investigation Service

(FIOD)
Wet MOT* Wet melding ongebruikelijk Transacties
WED* Wet economische delict
WID* Wet identificatie bij (financiële) dienstver-

lening
Wwft* Wet ter voorkoming van witwassen en fi-

nancieren van terrorisme

Attachment 2: List of important websites regarding laws and legis-
lations

https://wetten.overheid.nl
Database of all Dutch laws and legislation

https://zoek.officielebekendmakingen.nl
Database of all documents related to Introduction and

changes in laws and legislations

Attachment 3: List of important organizations

Anti-Money Laundering Centre107 Knowledge Centre
Court of Audit (CoA) Governmental auditor
Dutch Authority 
for Financial Markets (AFM)10 Supervisor
Dutch Bar Association109 Supervisor
Dutch Central Bank (DNB)110 Supervisor
European Union Economic and politi-

cal partnership
Financial action Task force 
on money laundering111 Regulating body

107 https://www.amlc.nl.
108 https://www.afm.nl.
109 https://www.advocatenorde.nl.
110 https://www.dnb.nl.
111 https://www.fatf-gafi.org.
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Financial intelligence unit (FIE)112

Financial Supervision Office (BFT)113 Supervisor
Kansspelautoriteit114 Supervisor
Ministry of Finance (MinFin) Regulating body
Ministry of Justice 
and Security (Min V en J) Regulating body
Netherlands Gambling Authority 
(Ksa) Supervisor
Research and Documentation 
Centre (WODC)115 Knowledge Centre
Tax Intelligence 
and Investigation Service116 Investigation service

Attachment 4: List of obliged entities and supervising authority

In The Netherlands you can differ 28 groups of “obliged en-
tities” Those are mentioned in the Act PAML/CFT as “Institu-
tions”. The Act PAML/CFT is applicable to

1) Banks;
2) Other financial companies; and
3) Natural persons, legal entities or companies acting in the

context of professional activities specifically mentioned in the law.

112 https://www.fiu-nederland.nl.
113 https://www.bureauft.nl.
114 https://www.kansspelautoriteit.nl.
115 https://www.wodc.nl.
116 https://www.fiod.nl.

1) Banks

Institution Supervising
Authority

A bank is considered to be a bank as referred to in Ar-
ticles 1:1 of the FSA, which is not a natural person, le-
gal entity or company for which pursuant to Articles
2:11, lid 2, or Articles 2:16, l 4, that law does not re-
quire a license to conduct the business of a bank, or a
branch in The Netherlands of a bank with its registe-
red office outside The Netherlands.

DCB
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2) The following are regarded as other financial undertakings

Institution Supervising
Authority

those who, not being a bank, mainly engage in one or
more of the activities listed under points 2, 3, 5, 6, 9,
10, 12 and 14 of Annex I to the Capital Requirements
Directive

DCB

those who, not being a bank, mainly conduct their bu-
siness of providing payment services as referred to in
Annex I to the Payment Services Directive

DCB

investment firms as referred to in Articles 1:1 of the
FSA

DAftFM

investment institutions as referred to in Articles 1:1 of
the FSA

DAftFM

electronic money institutions as referred to in Articles
1:1 of the FSA to the extent that they carry out tran-
sactions other than those referred to in Articles
1:5a(2)(k) of that Act;

DCB

exchange institutions as referred to in Articles 1:1 of
the FSA;

DCB

life insurers as referred to in Articles 1:1 of the FSA,
with the exception of life insurers that exclusively
conduct the business of funeral expenses and benefits
in kind as referred to in that Articles;

DCB

collective investment schemes as referred to in Arti-
cles 1:1 of the FSA;

DAftFM

financial service providers as referred to in Articles 1:1
of the FSA insofar as they mediate in life insurance;

DAftFM

payment service agents as referred to in Articles 1:1 of
the FSA

DCB
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3) The following are designated as natural persons, legal entities
or companies acting in the context of their professional activi-
ties to which this Act applies:

Institution Supervising
Authority

natural persons, legal persons or companies that inde-
pendently carry out independent professional activi-
ties as tax advisers, or natural persons, legal persons
or companies insofar as they otherwise independently
essentially, independently, whether or not through
other natural persons, legal persons or companies affi-
liated with them, thereby perform comparable activi-
ties professionally or commercially;

FSO

natural persons, legal entities or companies that inde-
pendently perform independent professional activi-
ties, including forensic accountancy, as an external
chartered accountant or external accountant-admini-
stration consultant, or natural persons, legal entities or
companies, insofar as they otherwise independently
independently perform comparable activities profes-
sionally or commercially;

FSO

natural persons, legal entities or companies that act as
barrister:
1) provide independent professional or business ad-
vice or assistance with:
a) the purchase or sale of registered property;
b) managing money, securities, coins, bills, precious
metals, gems or other values;
c) the establishment or management of companies, le-
gal entities or similar bodies as referred to in Articles
2, first paragraph, under b, of the General State Taxes
Act, or organizing the contribution necessary for the
establishment, operation or management thereof;
d) the purchase or sale of shares in, or the full or par-
tial purchase or sale or takeover of companies, com-
panies, legal entities or similar bodies as referred to in
Articles 2, first paragraph, under b, of the General
Taxes Act;

National 
Bar president
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Institution Supervising
Authority

e) activities in the field of tax that are comparable to
the activities of the professional groups described in
subparagraph a;
f ) establishing a right of mortgage on registered pro-
perty; or
2) independently acting independently professionally
or commercially in the name and on behalf of a client
in any financial transaction or real estate transaction;

natural persons, legal entities or companies acting as
civil-law notaries, assigned civil-law notaries or junior
civil-law notaries:
1) provide independent professional or business ad-
vice or assistance with:
a) the purchase or sale of registered property;
b) managing money, securities, coins, bills, precious
metals, gems or other values;
c) the establishment or management of companies, le-
gal entities or similar bodies as referred to in Articles
2, first paragraph, under b, of the General State Taxes
Act, or organizing the contribution necessary for the
establishment, operation or management thereof;
d) the purchase or sale of shares in, or the full or partial
purchase or sale or takeover of companies, companies,
legal entities or similar bodies as referred to in Articles
2, first paragraph, under b, of the General Taxes Act;
e) activities in the field of tax that are comparable to
the activities of the professional groups described in
subparagraph a;
f) establishing a right of mortgage on registered pro-
perty; or
2) independently acting independently professionally
or commercially in the name and on behalf of a client
in any financial transaction or real estate transaction;

FSO

natural persons, legal entities or companies who, in
the exercise of a legal profession or business similar to
that of a lawyer, civil-law notary, associated civil-law
notary or junior civil-law notary, perform the activities
referred to in subparagraph c or d;

FSO
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Institution Supervising
Authority

trust offices as referred to in Articles 1, first para-
graph, of the Trust Offices Supervision Act 2018;

DCB

natural persons, legal entities or companies that pro-
vide an address or postal address for professional or
commercial purposes, other than a trust office as re-
ferred to in Articles 1, first paragraph, of the Trust
Offices Supervision Act 2018;

MinFin

natural persons, legal entities or companies that pro-
fessionally or commercially mediate in the establish-
ment and conclusion of agreements regarding immo-
vable property and rights to which;

MinFin

immovable property is subject, including the conclu-
sion and conclusion of a lease agreement as referred
to in Articles 7:201 of the Dutch Civil Code, insofar
as the monthly rent amounts to an amount of €

10,000 or more;

natural persons, legal entities or companies acting
professionally or commercially as a buyer or seller of
goods, insofar as payment for these goods is made in
cash for an amount of € 10,000 or more, regardless of
whether the transaction takes place in one act or by
means of more acts that are linked;

MinFin

natural persons, legal entities or companies that me-
diate professionally or commercially in the purchase
and sale of vehicles, ships, works of art, antiques, pre-
cious stones, precious metals, jewelry or jewels;

MinFin

natural persons, legal entities or companies that act
professionally or commercially as a buyer or seller of
works of art, insofar as payment for these works of art
is made for an amount of € 10,000 or more, regard-
less of whether the transaction takes place in one tran-
saction or by means of several transactions between
which there is a connection;

MinFin
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Institution Supervising
Authority

natural or legal persons or companies providing pro-
fessional or commercial services for the exchange
between virtual currencies and fiat currencies;

DCB

natural persons, legal entities or companies that offer
professional or commercial custodian wallets;

DCB

natural persons, legal entities or companies that pro-
vide professional or commercial opportunities as re-
ferred to in Article 1, first paragraph, under a, of the
Games of Chance Act or who perform activities as re-
ferred to in Article 7a, 30b, 30h or 30z of that Act.

NGA

natural persons, legal entities or companies that carry
out professional or commercial valuations of immova-
ble property and rights to which immovable property
is subject;

MinFin

pawnshops as referred to in Articles 131, part a, of
Book 7 of the Dutch Civil Code

MinFin
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SPANISH NATIONAL LEGAL REPORT: 
HANDLING FINANCIAL INFORMATION IN SPAIN

SUMMARY: 1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW. – i. Short and
concise description of the domestic criminal law provisions that punish
money laundering, also in relation to the state of implementation of the
Directive 1673/2018, including: Really brief explanation of the structure
of the offence/s of money laundering and self-laundering; Relevant
predicate crimes. – a. really briefly, how they are selected by law and
whether criminal offences affecting the Union’s financial interests are in-
cluded (with a special focus on procurement and non-procurement re-
lated frauds and VAT frauds, covered by art. 3 of Directive 1371/2017).
– b. whether not intentional offences are included. – c. whether it is rel-
evant that the predicate offense is committed abroad, i.e. the extent of
the dual criminality principle (see art. 3, par.4, Directive 1673/2018 and
FATF Recommendation n. 3). – d. and dividing line between adminis-
trative and criminal sanctions. – ii. Short and concise description of the
national anti-money laundering legal framework, also in relation to the
state of the Implementation of the Directives 849/2015 and 843/2018,
including: – The identification of the transposition laws of the afore-
mentioned EU Directives; – A brief overview of the national coordina-
tion authority or mechanism in the fight against money laundering (art.
7, Directive 849/2015) and of the competent authorities charged with
monitoring and guaranteeing compliance to the AML provisions by the
obliged entities (ar. 48, Directive 849/2015); – A brief overview of the
obliged entities included in the national provisions, including a refer-
ence to the main national provisions aimed at limiting or extending the
obliged entities (art. 2, par. 3 and art. 4, Directive 849/2015). – 2. STA-
TUS, FUNCTIONS AND GOVERNANCE OF THE FIU. – i. An overview of the
Institutional setting of the FIU, including provisions aimed at guaran-
teeing the organizational and operational autonomy and the indepen-
dence of the governance of the FIU.



248 MARIA-JOSÉ PIFARRÉ

1. CRIMINAL LAW AND ANTI-MONEY LAUNDERING LAW

i. Short and concise description of the domestic criminal law pro-
visions that punish money laundering, also in relation to the
state of implementation of the Directive 1673/2018, including:
Really brief explanation of the structure of the offence/s of
money laundering and self-laundering; Relevant predicate
crimes

The Spanish penal regulation of Money laundering is to be
found in articles 301.1 to 304 of the Spanish Criminal Code
(SCC). The definition of the crime is a really broad one in all
senses. Both Spanish scholars and jurisprudence agree in inter-
preting this definition as including “any acts with the intent to
conceal or hide the origin of such capital”.

The criminal definition in art. 301.1 SCC lists three main
kinds of criminal conduct:

(a) acquisition, possession, use, conversion and transmission
of assets;

(b) carrying out any other act aiming to hide or disguise the
illicit origins of the assets, or for the purpose of helping someone
to evade any legal consequences of previous criminal activity; and

(c) concealing or disguising the true nature, source, location,
destination, movements or rights over assets.

The acts of acquisition, possession, use, conversion and
transmission of assets are crimes when the assets originate from a
predicate offence “committed by the perpetrator of the predicate
crime itself or by third persons”. Via the expression “any criminal
activity, committed by him or by any third person”, Spanish law
has since 2010 specifically criminalised self-money laundering
(art. 301.1 SPC, first paragraph).

Both scholars and jurisprudence in Spain have made efforts
to provide a coherent and more restrictive interpretation of the
definition of the crime, rooted in the subjective element of intent
and gross negligence. In summary, scholars and jurisprudence
strongly bind the criminal definition mentioned in points (a) and
(b) above to the subjective aim of hiding or disguising the crimi-
nal origins of the money.
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Finally, the last group of activities described as money laun-
dering (art. 301.2 SCC) is the concealment or disguise of the true
nature, source, location, destination, movements or rights over
the assets, knowing that they derive from any of the offences de-
scribed in the previous paragraph or from an act of participation
in such offences. Concealment or disguise involves the layering of
transactions with the aim of giving the appearance of licit gains.

Art. 301 SCC criminalises money laundering under two cir-
cumstances: (a) when committed intentionally and with the
knowledge that the assets derive from criminal activity, and (b)
when committed by gross negligence.

The SCC does not provide a criminal description of money
laundering by failure to inform about suspicious transactions, nor
by failure to implement preventive measures. Nevertheless, com-
bining arts. 301 SCC and 11 SCC, the general clauses of the Pe-
nal Code on commission by omission, is, in principle, possible.

– Relevant predicate crimes.

a. really briefly, how they are selected by law and whether crimi-
nal offences affecting the Union’s financial interests are in-
cluded (with a special focus on procurement and non-procure-
ment related frauds and VAT frauds, covered by art. 3 of Di-
rective 1371/2017)

This definition of the offence arises no problems in identify-
ing predicate offences, as since 2003 “any criminal activity” may
lead to prosecution for money laundering. This wording is the
consequence of a gradual broadening of the scope of the criminal
definition of the money laundering that has led to the broadest
possibility.

With the new Criminal Code of 1995 the relevant predicate
crimes broadened (compared with the previous regulation) to
“any serious offence”, which ment offences punished with a max-
imum prison sentence of at least 3 years. Law 15/2003 went fur-
ther on changing the wording of the SCC to “any offence”, in-
cluding this way both minor and serious offences. These terms
might seem as broad as possible, but a further broadening came
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into force through the Organic Law 10/2010, which included
“any criminal activity” as relevant predicate crimes, to make it
clear that no previous crime had to be proven, but just any crim-
inal activity. With respect to tax offences, any tax evasion above a
value of € 120,000 is a criminal activity (art. 305 SPC) and can,
therefore, be a predicate offence. Not all scholars agree with it,
but the jurisprudence largely accepts the link between the gains
from tax evasion and money laundering.

Nevertheless, in order to establish a distinction between mi-
nor and serious cases of money laundering, art. 301 SPC increases
the sanction for money laundering in cases pertaining to a specific
range of predicate offences. The aggravated form of money laun-
dering corresponds to an exhaustive list of crimes related to the
laundering of goods originating from the following sources: drug
trafficking, corruption, influence peddling, embezzlement and
fraud against the public treasury (Chapters V, VI, VII, VIII, IX
and X of Title XIX SPC), and crimes against historic heritage and
against the environment (Chapters I, II, III and IV of Title XVI
SPC).

Another aggravated form of money laundering relates to the
authors of the offence: serious sanctions are foreseen when the of-
fence is committed by members of criminal organisations. With
respect to tax offences, any tax evasion above a value of €

120,000 isa criminal activity (art. 305 SPC) and can, therefore, it
be a predicate offence. Not all scholars are not in agreement with
this provision, but the jurisprudence largely accepts the link be-
tween the gains from tax evasion and money laundering.

b. whether not intentional offences are included

Art. 301 SCC criminalises money laundering under two cir-
cumstances: (a) when committed intentionally and with the
knowledge that the assets derive from criminal activity, and (b)
when committed by gross negligence

In particular, art. 301.1, first paragraph, SCC defines the first
group of money laundering acts as acquisition, possession, use,
conversion and transmission of assets, “knowing that it originated
in any illicit activity”. The law does not require subjective cer-
tainty of the origins of the money; likelihood suffices to constitute
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mens rea. Nor does it specify the timeframe for such awareness: it
does not require that the money launderer knows the illicit origins
of the funds at the time of receipt. Nevertheless, the jurispru-
dence requires that the awareness of the illicit origins of the gains
should be the minimum threshold to find intent: that is to say,
mere suspicion of illicit origins is not enough for intent. Comple-
menting this, art. 301.1 second paragraph, SCC refers to the sec-
ond group of criminal activity as carrying on with “any other act
aiming to hide or disguise the illicit origins of the assets, or for the
purpose of helping someone to evade any legal consequences of
the previous criminal activity”. Notwithstanding this, some au-
thors conclude that, ultimately, art. 301, second paragraph, SPC
invalidates all the objective elements that come before it (acquisi-
tion, use, conversion, transfer, possession) and defines money
laundering as any act aiming to hide or disguise the illicit origins
of the goods. In fact, this is the interpretation upheld by the cur-
rent jurisprudence on this topic, following a court decision from
2015: STS (Supreme Court Ruling) 265/2015 established that art.
301.1 SPC, in summary, contains only a legal category – “to com-
mit any act” – with two different aims: “aiming to hide or disguise
the illicit origins”, or “aiming to help someone to evade legal con-
sequences of the previous criminal activity”.

According to this interpretation, the acts of art. 301.2 SCC
(concealment or disguise of the true nature, source, location, des-
tination, movements or rights over the assets, knowing that they
derive from any of the offences described in the previous para-
graph or from an act of participation in such offences) are the
only ones that could be carried out by gross negligence. Never-
theless, the text of art. 301 PC allows any criminal conduct of
money laundering to be understood as having been committed by
gross negligence. Gross negligence lies in the failure to recognise
basic signs of the illicit origins of the goods.

The concept of gross negligence has no precise definition in
the SCC, being more commonly interpreted as the breach of a
very basic duty of care. There is currently a discussion in the
Spanish doctrine as to whether gross negligence money launder-
ing is a “special crime”, i.e. one only liable to be committed by
obliged persons in relation to their duties to implement preven-
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tive measures, or if it is a “common crime”, i.e. a crime commit-
ted by anyone inside and outside of the list of obliged persons.
Despite the discussions on this topic, the jurisprudence and the
majority of the scholars consider it to be a “common crime”, i.e.
one that any citizen is liable to commit if they are in some way re-
lated or exposed to money laundering activities.

c. whether it is relevant that the predicate offense is committed
abroad, i.e. the extent of the dual criminality principle (see art. 3,
par. 4, Directive 1673/2018 and FATF Recommendation n. 3)

Art. 301.4 SPC provides for an expanded jurisdiction rule
applicable to money laundering, and in principle 76 does not re-
quire the predicate offence to be criminalised in both Spain and
the third country (dual incrimination of the predicate offence). To
better understand art. 301.4 SPC, though, one needs to distin-
guish between two situations: (a) the jurisdiction rules of Spanish
courts when that predicate offence is committed totally or par-
tially abroad, and (b) the jurisdictional rules applicable to money
laundering in general.

In the first case, i.e. when the predicate offence is committed
totally or partially abroad, but the acts of money laundering take
place on Spanish territory, the ubiquity principle applies. Even if
the predicate offence is committee entirely abroad, Spanish courts
have jurisdiction over the laundering of money resulting from it.
Art. 301.4 SPC is silent on the issue of dual incrimination of the
predicate offence. This allows Spanish courts to prosecute the
gains resulting from conduct that is, in theory, not criminalised
abroad if such conduct would have constituted a predicate of-
fence had it occurred domestically.

Despite the doctrinal criticism on this matter, the reason for
it lies in the autonomy of the money laundering offence in relation
to the predicate offence. So far, there has been scarce jurispru-
dence on this topic, and the Supreme Court has not yet come to
an agreement regarding the need for dual incrimination for the
prosecution of money laundering of illicit gains entirely perpe-
trated abroad.

Regarding the general jurisdictional rules applicable to
money laundering, some authors argue that because of the bad
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legislative technique of art. 301.4 SCC, and on the basis of the Vi-
enna Convention of 1988, one could interpret art. 301.4 SC as
giving Spain universal jurisdiction over money laundering activi-
ties committed entirely abroad.

Nevertheless, the general procedural rule in Spain does not
foresee money laundering as one of the crimes that could be pros-
ecuted by Spanish courts under the rule of universal jurisdiction
(art. 23.3 Law no. 6/1985). Therefore, under a strict interpreta-
tion of the law, it can be concluded that Spain does not have uni-
versal jurisdiction over the prosecution of money laundering.

d. and dividing line between administrative and criminal sanctions

Law 10/2010 on prevention of Money Laundering and ter-
rorism financing contains the administrative offences and sanc-
tions on this matter. Its article 62 does not exactly draw a line be-
tween administrative and criminal sanctions. It contains de ad-
ministrative offences, but it also contains a specific provision in
order to avoid double jeopardy giving preference to the criminal
proceedings and to the criminal law sanction over the administra-
tive one. Following the jurisprudence, it establishes that whenever
there is an identity of subjects, facts and grounds between the ad-
ministrative and the criminal proceedings, we stand before the
same case and forbids double jeopardy. Therefore, it establishes
that in case of dismissal in the criminal proceedings, the adminis-
trative proceedings have to continue. Furthermore, the facts
proven in the criminal proceedings have to be considered as such
in the following administrative proceedings.

ii. Short and concise description of the national anti-money laun-
dering legal framework, also in relation to the state of the Im-
plementation of the Directives 849/2015 and 843/2018, in-
cluding:

– The identification of the transposition laws of the aforemen-
tioned EU Directives

The transpositions of these two Directives were performed
by these two legislative instruments:

– Transposition of the Fifth Directive: The Fifth Directive
(843/2018) was transposed after Spain had run out of time for the
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transposition, by the Royal Decree-Law of the 27th of April of
2021, 7/2021. Actually, this instrument transposed several direc-
tives that were already outside the maximum transposition time
due to the previous government crisis and elections. Therefore, it
was passed in the form of Royal Decree-Law and not Law be-
cause it was considered as an urgent matter in order to avoid
sanctions for the delay.

– Transposition of the Fourth Directive: On September 4th,
2018, Royal Decree-Law 11/2018, of August 31, entered into
force and in its “Title II” transposed into Spanish Law the Fourth
Directive 2015/849, regarding the prevention of the use of the fi-
nancial system for money laundering of capital or the financing of
terrorism, which modifies Law 10/2010 on the prevention of
money laundering, capital and the financing of terrorism.

Nevertheless, both of these legislative instruments contain
provisions for the reform the Regulation contained in the follow-
ing main bodies of the matter:

– Criminal Law provisions are inside the Penal Code of 1995,
in articles 301 to 304.

– Administrative Law provisions are mainly included in Law
10/2010, regarding the prevention of Money Laundering, capital
and the financing of terrorism (AML Law).

Furthermore, some other laws and regulations contain some
provisions on the matter, mainly:

– Organic Law 9/2022, establishing rules that facilitate the
use of financial and other informations for the prevention, detec-
tion, investigation or prosecution of criminal offences (…).

– Law 12/2003, of May 21, on the prevention and blocking
of terrorist financing.

– Regulation of Law 10/2010 of 28 April, approved by Royal
Decree 304/2014 of 5 May.

– A brief overview of the national coordination authority or
mechanism in the fight against money laundering (art. 7, Di-
rective 849/2015) and of the competent authorities charged
with monitoring and guaranteeing compliance to the AML pro-
visions by the obliged entities (ar. 48, Directive 849/2015)

The general structure of AML units in Spain is as follows:
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there is the National Commission for the Prevention of Money
Laundering and Monetary Offences (Comisión Nacional de Pre-
vención del Blanqueo de Capitales e Infracciones Monetarias,
CPMLMO), and two supportive bodies: the Executive Service of
the Commission for the Prevention of Money Laundering and
Monetary Offences (Servicio Ejecutivo de la Comisión de Preven-
ción del Blanqueo de Capitales e Infracciones Monetarias, SEP-
BLAC), which is Spain ’ s FIU, and the Secretariat of CPMLMO.

CPMLMO is a collegiate body subordinated to the Treasury
and acts via plenary meetings or through the permanent Financial
Intelligence Committee.

Originally SEPBLAC was part of the Spanish Central Bank,
but since 2014 it has been defined as an independent authority af-
filiated only to CPMLMO (art. 67.4 Decree 304/2014). The di-
rector of SEPBLAC is nominated by CPMLMO, following the
consultation with the Bank of Spain.

Three chairmen of CPMLMO is the Minister of Finance, 259
and some members of SEPBLAC are seconded employees of the
Spanish Central Bank (art. 45.3 AML Law). As a result, the insti-
tutional position of SEPBLAC is that of an administrative agency
inside the Treasury. Structurally, the SEPLAC includes public em-
ployees seconded from five public institutions: the Bank of Spain,
the Tax Agency, the Treasury, the National Police and the Civil
Guard. It should be noted, however, that the representatives of
the Tax Agency, the National Police and the Civil Guard are not
covered by the budget of the FIU but by the budget of their
home institutions. 260 Moreover, SEPLAC has a budget to hire
additional personnel (art. 67.7 Decree 304/2014), but the major-
ity of its funding is assigned by the Bank of Spain.

The AML Law also defines the relationship between the FIU
and the Secretariat of CPMLMO. the results of all supervisory
visits undertaken by the FIU shall be forwarded to the Secretariat,
which shall deliver them to CPMLMO for sanctioning proceed-
ings, if relevant (art. 64.3 AML Law). The Secretariat (art. 66 De-
cree 304/2014) is responsible for executing the resolutions of
CPMLMO, defining the initiation or dismissal of disciplinary pro-
ceedings, establishing how to collect evidence, and defining addi-
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tional measures to be taken before the initiation of disciplinary
proceedings. The Secretariat shall also submit proposals to
CPMLMO in disciplinary proceedings for serious and very
serious offences, and to the Secretary General of the Treasury in
disciplinary proceedings for minor offences. In that sense, its
function is complementary to that of the FIU in relation to
CPMLMO: the FIU carries out supervisory and intelligence tasks,
while the Secretariat supports CPMLMO in sanctioning proceed-
ings and international representation.

– A brief overview of the obliged entities included in the na-
tional provisions, including a reference to the main national
provisions aimed at limiting or extending the obliged entities
(art. 2, par. 3 and art. 4, Directive 849/2015)

Those persons or entities referred to in articles 2.1 and 2.5
Law 10/2010 of 28 April (AML law) on the prevention of money
laundering and terrorist financing are considered as obliged sub-
jects, which specifically are the following:

a) Credit institutions.
b) Insurance entities authorized to operate in the field of life

or other investment-related insurance and insurance brokers
when acting in relation to life insurance or other investment-re-
lated services, with the exceptions established by law.

c) Investment service companies.
d) The management companies of collective investment insti-

tutions and investment companies whose management is not en-
trusted to a management company.

e) The pension fund management entities.
f ) The management companies of venture capital entities and

venture capital companies whose management is not entrusted to
a management company.

g) Mutual guarantee companies.
h) Electronic money institutions, payment institutions and

natural and legal persons referred to in articles 14 and 15 of Royal
Decree Law 19/2018, of November 23, on payment services and
other urgent measures in financial matter.

i) People who professionally carry out currency exchange ac-
tivities.
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j) The postal services regarding money order or transfer ac-
tivities.

k) People professionally dedicated to intermediation in the
granting of loans or credits, as well as those who, without having
obtained authorization as financial credit establishments, profes-
sionally carry out any activity provided for in article 6.1 of Law
5/2015, on April 27, to promote business financing, or carry out
loan granting activities provided for in Law 5/2019, of March 15,
regulating real estate credit contracts, as well as people profes-
sionally dedicated to intermediation in the granting of loans or
credits.

l) Real estate developers and those who professionally carry
out agency, commission or intermediation activities in the sale of
real estate or in real estate leases that involve a transaction for a
total annual income equal to or greater than 120,000 euros or a
monthly income equal to or greater to 10,000 euros.

m) Account auditors, external accountants, tax advisors and
any other person who undertakes to provide directly or through
other related persons, material help, assistance or advice on tax
matters as a main business or professional activity.

n) Notaries and property, commercial and movable property
registrars.

ñ) Lawyers, solicitors or other independent professionals
when they participate in the conception, execution or advice of
operations on behalf of clients related to the purchase and sale of
real estate or commercial entities, the management of funds, secu-
rities or other assets, the opening or management of current ac-
counts, savings accounts or securities accounts, the organization
of the necessary contributions for the creation, operation or man-
agement of companies or the creation, operation or management
of trusts, companies or similar structures, or when acting on be-
half of clients in any financial or real estate operation.

o) Persons who professionally and in accordance with the
specific regulations applicable in each case provide the following
services on behalf of third parties: set up companies or other legal
persons; exercise management functions or non-director secre-
taries of the board of directors or external advisory services of a
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company, partner of an association or similar functions in relation
to other legal persons or arrange for another person to exercise
said functions; provide a registered office or a commercial, postal,
administrative address and other related services to a company, an
association or any other legal instrument or person; exercise fidu-
ciary functions in a trust or similar legal instrument or arrange for
another person to exercise such functions; or exercise shareholder
functions on behalf of another person, except for companies that
are listed on a regulated market in the European Union and that
are subject to information requirements in accordance with
Union Law or equivalent international standards that guarantee
adequate transparency of the information about the property, or
arrange for another person to exercise said functions.

p) Gambling casinos.
q) People who professionally deal in jewels, stones or pre-

cious metals.
r) Persons who professionally deal in objects of art or an-

tiques or act as intermediaries in the trade in objects of art or an-
tiques, and persons who store or trade in objects of art or an-
tiques or act as intermediaries in the trade in objects of art art or
antiques when carried out in free ports.

s) People who professionally carry out the activities referred
to in article 1 of Law 43/2007, of December 13, on consumer pro-
tection in the contracting of goods with a price refund offer.

t) People who carry out activities of deposit, custody or pro-
fessional transport of funds or means of payment.

u) The persons responsible for the management, operation
and commercialization of lotteries or other games of chance in
person or by electronic, computer, telematic and interactive
means. In the case of lotteries, sports-charity mutual betting, con-
tests, bingos and type “B” recreational machines only with respect
to prize payment operations.

v) Individuals who carry out movements of means of pay-
ment, in the terms established in article 34.

w) People who trade goods professionally, under the terms
established in article 38.

x) Foundations and associations, in the terms established in
article 39.
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y) Managers of payment and clearing and settlement systems
for securities and derivative financial products, as well as man-
agers of credit or debit cards issued by other entities, under the
terms established in article 40.

z) Providers of virtual currency exchange services for fidu-
ciary currency and custody of electronic wallets.

Non-resident persons or entities that, through branches or
agents or the provision of services without permanent establish-
ment, carry out activities in Spain of a similar nature to the per-
sons or entities referred to in the aforementioned articles, are
also bound by the obligations laid down in Law 10/2010 of 28
April.

When natural persons act as employees of a legal person, or
provide permanent or occasional services for the latter, the oblig-
ations imposed under the aforementioned law shall correspond to
such legal person in respect of the services rendered.

2. STATUS, FUNCTIONS AND GOVERNANCE OF THE FIU

i. An overview of the Institutional setting of the FIU, including
provisions aimed at guaranteeing the organizational and opera-
tional autonomy and the independence of the governance of
the FIU

The Executive Service of the Commission for the Prevention
of Money Laundering and Monetary Offences (Sepblac, from its
initials in Spanish) is the Spanish Financial Intelligence Unit and
the only one in the country. Sepblac is also the Supervisory Au-
thority in relation to the prevention of money laundering and ter-
rorist financing.

The new forms of economic crime and the increasing com-
plexity and sophistication of money laundering and terrorist fi-
nancing schemes led to the creation of Sepblac in 1993 as a state
agency specialized in the generation, treatment and dissemination
of financial intelligence.

Throughout its 25 year history, Sepblac has undergone a con-
tinuous development, currently configured as a highly qualified
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unit that acts with full operational autonomy and independence,
as attested by the Financial Action Task Force (FATF) in the con-
clusions of its Mutual Evaluation Report:

“Sepblac is a strong Financial Intelligence Unit and Supervi-
sor” (Key Findings, Mutual Evaluation Report, FATF).

Sepblac, once suspicious transactions reports are received
from obliged subjects, analyses several information sources and,
in those cases in which signs or certainty of money laundering or
terrorist financing are detected, produces financial intelligence re-
ports.

In addition, Sepblac performs strategic analysis functions to
identify patterns, trends and typologies on money laundering or
terrorist financing.

All the information received, processed, maintained or dis-
seminated by Sepblac is suitably protected. Policies in order to
ensure its security and confidentiality, including proper proce-
dures for its handling, filing, dissemination, protection and access
have been adopted.

The Spanish financial intelligence system has received the
highest international rating. The Mutual Evaluation Report by the
Financial Action Task Force (FATF) points out as one of its “key
findings” that “Spain has a well-functioning FIU (Sepblac) which
produces high quality operational and strategic analyses”.

Sepblac, as Supervisory Authority, has the mission of ensur-
ing compliance by obliged subject with respect to their duties in
order to prevent money laundering and terrorist financing.

In accordance with the best international practices, Sepblac
exercises so that the supervisory cycle is more intense with respect
to those sectors of activity and obliged subjects with a higher risk
of money laundering and terrorist financing.

In determining the supervisory risk, Sepblac relies on its op-
erational and strategic analysis. According to the Financial Action
Task Force (FATF), “as the main AML/CFT supervisor, Sepblac
takes a highly sophisticated risk-based approach to supervision
across different sectors and within each sector”.

In the exercise of its supervisory functions, Sepblac applies
the Guidelines by the European Supervisory Authorities.
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Current legislation attributes to Sepblac a series of additional
functions directly related to the protection of the integrity of the
financial system:

– Centralized Banking Account Register (FTF): Sepblac is re-
sponsible for the the management of the Centralized Banking Ac-
count Register (FTF, from its initials in Spanish), a financial re-
search instrument in which holdings of more than 130 million ac-
counts and deposits are currently held. Legally created with the
exclusive purpose of preventing and impeding money laundering
and terrorist financing, access to FTF is strictly limited and sub-
ject to rigorous precautions.

– Authorizations: Financial regulations require mandatory re-
ports by Sepblac prior to obtaining a series of authorizations (cre-
ation of new financial institutions, acquisition or increase of sig-
nificant shareholdings, structural modifications). Reports by Sep-
blac aim to reduce the risk of money laundering and terrorist
financing and to ensure that authorized financial institutions op-
erating in Spain have adequate internal control procedures.

– Financial sanctions and countermeasures: Sepblac is re-
sponsible for the supervision and inspection of compliance of the
financial sanctions established by Community regulations or
agreements by the Council of Ministers in application of resolu-
tions by the United Nations Security Council and the counter-
measures adopted by the Council of Ministers with respect to
third countries.

Money laundering and terrorist financing have an important
global dimension, which, for the purposes of prevention, requires
an intense international cooperation in terms of both financial in-
telligence and the supervisory scope.

– Supervision: Sepblac, as national Supervisory Authority in
relation to the prevention of money laundering and terrorist fi-
nancing, cooperates with authorities with similar powers from
other States.

Within the European Union (EU) framework, Sepblac par-
ticipates in a specialized committee by the European Supervisory
Authorities and cooperates in the preparation of its rules and reg-
ulations.
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– Financial intelligence: Sepblac maintains a continuous co-
operation with the financial intelligence units from other States.
This cooperation in essential in complex schemes of money laun-
dering and terrorist financing with a transnational nature.

The information exchange within the EU is made via FIU-
Net and, in the non-Community scope, via the Egmont Secure
Web (ESW), in both cases with the appropriate guarantees in
terms of security and confidentiality of shared information.

Sepblac depends on the Commission for the Prevention of
Money Laundering and Monetary Offences (CPMLMO), a colle-
giate body responsible for directing and promoting activities in
order to prevent the use of the financial system and other sectors
of economic activity for the purpose of money laundering and ter-
rorist financing.

The Director of Sepblac is appointed by the CPMLMO in
consultation with the Bank of Spain

Sepblac’s current organizational structure has been approved
by Resolution of the Standing Committee of the Commission for
the Prevention of Money Laundering and Monetary Offences of
8th April 2021. Management, which besides a Corporate and In-
stitutional Cooperation Area, has three Coordinations, Financial
Intelligence, Supervision and Inspection, and Planning, and,
functionally, three attached Units – the Central Financial Intelli-
gence Brigade of Policia Nacional, the Investigation Unit of
Guardia Civil and the Unit of the State Tax Administration
Agency (AEAT, by its initials in Spanish). Sepblac also receives
technical support provided by the IT Services Unit of Banco de
España.

In addition to the hierarchical structure, Sepblac has estab-
lished a horizontal structure to coordinate and integrate its func-
tions, which is articulated through a Steering Committee and
three Commissions.

Sepblac is an inter-agency body in which, under a single di-
rection, highly qualified professionals from five different State in-
stitutions (Ministry of Economy and Enterprise, Bank of Spain,
State Tax Administration Agency (AEAT by its initials in Span-
ish), National Police and Civil Guard) perform their functions.
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The various professional profiles enrich the analysis
processes by Sepblac and ensure rigorous results. As the Financial
Action Task Force (FATF) pointed out in its Mutual Evaluation
Report: “Sepblac has state-of-the-art software, analytical and
data-mining tools. It also has a multi-disciplinary team of highly
trained analysts who are able to develop high quality financial in-
telligence, on the basis of this information, even in the most com-
plex ML schemes”.

In conclusion, the Executive Summary of the EU FIUs’ Plat-
form are described three different models of FIUs: an administra-
tive model (These FIUs are located, often as specialised and au-
tonomous units or departments, into the ministries of Finance,
Justice or Interior. Others are embedded into the Central Bank or
a supervisory authority), a law enforcement model (These FIUs
are established in, or are part of, the respective national criminal
police offices, agencies or services) and a hybrid model (due to
the combined presence of administrative and police elements).
The Spanish body Sepblac belongs to the administrative model.
But inside his structure and organisation there are also some im-
portant law enforcement bodies: the “Brigada Central de In-
teligencia Financiera del “Cuerpo Nacional de Policía”, the
“Unidad de Investigación de la Guardia C” y the “Unidad de in-
teligencia financiera de la Agencia Tributaria.
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1. A first summary

Money Laundering represent a privileged field to observe the
development of economic crimes, committed through the finan-
cial system. As well known, the launderer put the dirty profit to-
ward banks or other intermediaries and then transfers or invests it
in order to conceal its origin, leaving behind tracks make of
sheets, records, statement about those operation, in other words
financial information.

This tale concerns in particular VAT frauds, a procurement
and not procurement fraud affecting EU financial interests. The
law enforcement carries out its investigation looking for financial
information showing. Since the saves, which are the profit of
these crimes, are laundered within the financial system, as the
profit of every other crime, even in this case the investigation and
prosecution will have to gather financial information, to discover
what happened to the dirty money.



266 FOLCO GIANFELICI

Indeed, after money has been assimilated by the financial sys-
tem, it turns only into a “value” reported by sheets, today by data,
which law enforcement must collect to discover the paper trail of
the sum. The operation to gather the financial information is even
more complex, due to transformation of the financial system, re-
quiring to supervise more and more market player. Then the in-
formation must be read with particular lenses, capable to and to
contextualize it, and to distinguish the meaningful ones. All the
operation, clearly, must be carried out by keeping into account se-
crecy and privacy of the information. But, moreover, it is to deal
with globalization and the substantial uniqueness of the financial
market, which crosses the board of the single Member State.

This situation shows that the gathering of financial informa-
tion meets today a meaningful challenge with regard to legal dif-
ferences. First of all, with regard to the employment, it takes place
only when a behavior is considered ML, not only by a natural per-
spective, but also legal, so forcing to deal with the national defin-
ition of ML. Furthermore, with regard to investigation within the
financial system, different perspectives of market players role
push to adopt different choices. Then, the proportion between
that the need to an effective ML transnational prosecution and
the need to protect their liberty changes place by place.

Therefore, on basis of the data exposed in the previous chap-
ters, law enforcement is called to deal with some critical issues.
Most important, the need to ensure that the collection and its ac-
tivity is not useless, due to a lack of legal action against transna-
tional ML. Besides, the need to gather that information in a man-
ner, someway, compliant with differences connected to the above-
mentioned differences. Since this task is entrusted to the AML
system, the focus must invest these elements, to understand what
this compromise consists of. In particular, the role to provide fi-
nancial information to foreign FIU is often difficult to fulfill, due
to the object of this investigation which consists only of data
about a financial operation that must be considered suspicious
even in another country. Let’s take an example: can the FIU pro-
vide spontaneously data about the financing of a company to an-
other one abroad, when the CEO of this society was condemned
for tax evasion? Should it provide information with risk to ob-



267CONCLUSIVE REMARKS INVESTIGATION ON MONEY LAUNDERING

struct the other FIU work or should it provide anyway the infor-
mation?

Furthermore, after information has been provided to a for-
eign FIU, that FIU is not promptly free to furtherly disseminate it
to its law enforcement. Financial data are provided to prosecute
ML, but whenever they are not employed for this purpose the pri-
vacy and secrecy right of the owner arises again. In addition, even
admitted that they have been gathered under the cover of ML
prosecution it is however to measure their capability to trigger or
to sustain a prosecution long the path of the proceed. Under this
light, those data must be necessarily integrated with other infor-
mation regarding the author of the transaction o person around
him someway connected to ML or the predicate offence. It makes
apparent that prosecution cannot be carried out only on basis, re-
quiring also other information that can be gathered only by other
channels, like tax offices, police database, market supervisory au-
thorities and so on. It explains why the FIU, to build its report
about the suspicious operation, must be able also to take advan-
tage of diagonal cooperation with those authorities, so being able
to provide to both, its national law enforcement, and either a for-
eign FIU an efficient basement for prosecution.

The research conducted in this project confirms these start-
ing points. The legal reports referred indeed that fighting against
ML, especially when profit comes from Vat fraud and other
frauds affecting EU financial interests, requires, beyond a com-
parison with the national legal framework, even the involvement
of other public agencies, to cooperate with the FIU in order to
provide a solid report. This cooperation amounts therefore to a
prerequisite of the whole ML investigation, even when it this in-
vestigation become transnational, requiring the national FIU to
provide its report to the foreign one.

2. Outcome of the research projects

2.1. Common solutions

At a first look, it emerges that the Member States, involved
by the research, dealt with common issues providing similar solu-
tion, even if not hallways perfectly overlapped.
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2.1.1. The first step of the criminal law

From national legal reports it emerges, at a first look, the
need to improve the criminal legislation, aimed to define what be-
havior must be punished as ML, and which profits must be con-
fiscated. In the average, the ML was incriminated and prosecuted
due to the push of international convention and recommendation,
which forced the States to face up the challenges connected to
ML. Today, this push is provided by the EU law, which provides
several indications with regard to incrimination and prosecution,
harmonizing the criminal law of Member States, with some case
where they are free to derogate its dispositions. This evolution
can be easily explained. The threat that ML will be punished when
the launderer brings money within the national board in every
Member State frustrate the typical vantage of transnational ML. If
every Member State prosecutes that behavior, the launderer can
not hope to move a step in that country with dirty money, with
perspective to enjoy it. Furthermore, this common interest to pros-
ecute ML ensures that law enforcement will employ investigative
tools with regard to ML and predicate offences committed abroad
employing FIUs cooperation and other forms of investigative co-
operation, so enhancing the level of mutual trust.

However, the common conclusion emerging from the legal
reports, is that, this approach is not considered enough yet, since
ML presents even new forms reflecting even on its transnational
dimension.

On the one side, the money can be laundered even in ways
not formerly thought, so escaping the traditional definition which
describes ML like the aid to disguise the origin of dirty money of
a third person to whom got dirty money from a crime. For exam-
ple: money can be put within the financial system in order to dis-
guise its origin even by the same person who committed the pred-
icate offence or this result can be reached even accidentally.

On the other side, differences regarding the predicate of-
fences, prevent the full prosecution on ML, or, not hallways,
Member State thinks that the ML, even if a predicate offence is
committed, must be prosecuted. The same false declaration can
be considered a crime only within the State A and not in the State
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B, with consequence that the employment of money gathered
thanks to this tool is considered a crime only within the State A,
so encouraging the launderer to bring money towards B. With re-
gard to predicate offences like VAT fraud or procurement fraud,
today the 1371/2017 Directive obliges Member States to consider
these facts as crimes and therefore ML the employment of their
profit. Nevertheless, if the obligation covers those crime, it does
not cover also other crimes, equally able to affect EU interests,
like bankruptcy or constitution of false society only with aim to
hide money to be paid as taxes.

On this basis it emerges another common exigency, emerging
from national report. It is needed to amend the current ML crim-
inal legislation, in order to provide an adequate answer to new
form of ML; and, in particular, to adopt measures complying with
the 1673/2018 Directive regarding the extension of ML legislation.

2.1.2. Extension of ML definition

With regard to the common tendency to extend the criminal
legislation, it takes place on consideration that criminal law must
pursue the development of ML in all its forms. Since criminal law
is thought to rule over behavior that must take place in future, so
providing to interpreters, prosecutors and other legal actors a
common indication to recognize them. Then, a law which consid-
ers only some manifestation of ML could not cover the develop-
ment of this crime, revealing defective. Therefore, to cover that
development, it would be required an all-comprehensive legal de-
finition.

However, this extension may imply the risk to embrace even
behavior to not consider ML. Sometimes wish to adopt an effi-
cient law, brings legislators to adopt excessive broad legal defini-
tion, despite of more surgical definition, with consequence that
sometimes the punishment can imply a violation of proportional-
ity principle.

2.1.3. The critical points

With regard to the extensions practiced until now, countries
considered by the research have adapted their legislation, by



270 FOLCO GIANFELICI

adopting the extensive rules provided by 1673/2018 Directive.
These rule, in particular, are the following: 1) adoption of ML de-
finition, they have adopted the solution emerging from interna-
tional convention and repeated even by the Directive, where ML
is considered the concealment of money coming from a crime
with knowledge of its criminal origin 2) extension of definition to
self-laundering 3) extension of that definition to all predicate of-
fences, except if punished with a minimum penalty of 6 months
reclusion1 4) prohibition of a transnational double jeopardy, at
least when the predicate offence committed abroad affects the EU
financial interests.

Therefore, the current adoption of the Directive within the
considered countries shows their will to extend the prosecution
on ML, by changing their own national law in order to cover its
new development.

2.1.4. The most extensive approach to ML legal definition

From national reports it emerges that all counties mean ML
as concealment of origin of money and covers now even the self-
laundering, except in Germany, where the self-laundering is ex-
pressively unpunished.

Instead, with regard to the extensions of ML definition to the
predicate offences two different approaches emerge. A first opin-
ion, believes that the to ensure an efficient answer to transnational
ML, it is enough to provide a definition punishing ML of money
coming only from a narrowed list of predicate offences, and, at
same time, it narrows even more the punishment every time the
predicate offence is already considered a crime in the country
where it was committed. The second opinion, instead, requires
that the definition refers all kind of predicate offence, even if

1 See art. 2 Directive 1673/2018 where: “For the purposes of this Directive, the
following definitions apply: “criminal activity” means any kind of criminal involvement
in the commission of any offence punishable, in accordance with national law, by depri-
vation of liberty or a detention order for a maximum of more than one year or, as regards
Member States that have a minimum threshold for offences in their legal systems, any of-
fence punishable by deprivation of liberty or a detention order for a minimum of more
than six months”.
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committed by negligence, and, furthermore, independently on the
place where it has been committed. These two positions represent
two opposites, and often, solution adopted by countries consid-
ered by the research appears like a compromise. Simply, the first
approach is the tendency to deal with new form of ML by em-
ploying the old approach to ML, seen like an accessory of the
predicate offence; in other words, the concealment is punished
only since it carries on a certain kind of criminal activity, and it
explains why it denies the punishment of ML every time that the
criminal activity falls under the jurisdiction of another member
state. But this approach is rethought in the Eu countries, when-
ever it is recognized that even then ML comes from other crimes,
even if negligent or committed abroad, it must be prevented with
a prompt prosecution, as meant with the second approach.

This second path is the most followed by the countries con-
sidered by the research. The reason inducing to adopt this solu-
tion can also be synthetized in few words, and represent the most
preferable answer to transnational ML. At this regard, the first
thing to notice is that the Directive 1673/2018 requires under art.
2 to consider “criminal activity” only crimes with a minimum
penalty, independently on their gender. But this solution arises
from a common consideration consolidated even before the Di-
rective: that illicit money is a threat for the internal market, since
it can sustain the economic loss of a company, subtracting it to the
risk connected to the free competition in the internal market.

Worst effects on internal market and, consequently, on its at-
traction for entrepreneur can arise only due to an ungoverned
flow of money, whatever is its source, if a secret act or a crime
(without making any difference, therefore, even with regard to the
“kind” or “psychological attitude” of the crime generating that
money). It explains reasonably why the major part of considered
countries – Germany, Italy, Luxembourg and Spain – punish ML
regardless to the kind of predicate offence, but only to the mini-
mum of penalty.

It is interesting to notice, furthermore, how if in Luxemburg
this board has been pushed even further because it has been no-
ticed that some predicate offences can generate money and threat
the internal market even if their penalty is lower than six month,
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so being considered as a predicate offence regardless to the
penalty.2

Only the Netherlandish legislator shows still the will to con-
sider only a narrow list of predicate offences, in antithesis the
above-mentioned extension. But, as exposed by the national re-
port, it is due to the strong opposition of bar association, requir-
ing more guarantees for a sure money management.3

With regard to the punishment of ML even if the predicate
offence is committed abroad, the majority of the MS requires that
it is incriminated even in the place where it is committed. It is in-
deed true that, sometimes, who brings money within national ter-
ritory from a State where it is not considered “dirty” since its
source it is not an offence can arise a question. Who transfers
money abroad could not know that the national law considers
that transfer ML, so risking to be prosecuted. It explains why all
countries involved by the research require that the predicate of-
fence committed abroad must be considered a criminal offence
even under the foreign law, except ones affecting EU financial in-
terests (in compliance with the indications provided by art. 2 par.
4 Directive 1673/2018). The unique exception seems the German
Law, which punish money laundering independently on double
incrimination.

2.1.4.1. The extension to administrative offences

The national legal reports show even another aspect regard-
ing the extension “in the realm” of administrative offences. Every
country has adopted the legal definition of ML based on the be-
havior to to hide the origin of dirty money, which implies the
knowledge of its origin. On this basis, who manages money with
this psychological attitude commits ML, and who defects it can
commit, at least, an administrative offence: when it manages

2 Luxemburgish report pp. 8 “as a result of this strong opposition, Article 506-
1 PC has not been amended and it currently contains a few cases in which the penalty
foreseen by Luxembourg does not satisfy the requirement of six months of imprison-
ment. This is the case for some minor cases of passport falsification and usage of a
false passport24, counterfeiting of electronic storage devices and, more importantly,
radioactive waste, all criminal offences mentioned in Article 2(1) Dir 2018/1673.”

3 See Netherlandish legal report pp. 7.
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money under the obligation to supervise their origin like banks,
intermediaries and professionals. It implies, that the money man-
ager knowing the origin of dirty money commits ML or, at least,
he concurs to commit that offence; who does not know that ori-
gin commits only a possible administrative offence, due to the
non-fulfillment of the supervisory obligation.

Anyway, the loss to internal market due to the entering of il-
licit money takes place even if the who manages it does not now
to manage dirty money, so generating the same need of protection
which pushed the States to the employment of criminal law. In
other words, the need to protect the internal market, which has
already justified an extension of ML offence independently on the
kind of the predicate offence, could justify even another exten-
sion to the of ML even if involuntarily committed. It explains why
the Spanish legislation considers ML even the conduct due to a
“gross negligence”.

Nevertheless, the negligence, it is reported, must be gross in
order to narrow the strong interference of criminal prosecution
with the activity of financial intermediaries only to cases where,
even if unvoluntary, the laundering could have been avoided so
simply, that everyone could have noticed it.

2.1.5. Diverging aspects: the integrated reporting system

Looking to ML prevention or, as it is well known, to the
AML legal framework, the legal reports show common solutions,
since, mutatis mutandis, the all have adopted rules provided by
the AML Directive. On this basis it is possible to say that the
AML integrated show essentially the same characters in every
Member State: 1) an authority at the atop of AML system which
identifies on a risk-based approach the entity obliged to report
about suspicious operation 2) the obligation of this subjects to
evaluate their customers and to report if the operation is suspect
3) the establishment of an independent FIU with the task to ana-
lyze those operation 4) the power of this FIU to gather informa-
tion by form of diagonal cooperation with other institutions, like
tax offices, real estate registers, police database and so on, with
authorities different country by country 5) the obligation of that
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FIU to disseminate its analysis to law enforcement. By this per-
spective the national report shows the compliance with AML le-
gal framework.

At this regard, there are different profiles to be focused on.
All countries have shown to adopt a system to orient the report-
ing activity of the obliged entities. They all share the need to iden-
tify what information should be exposed within the report. The
collection of information is a step preceding the FIU analysis,
which exposes what facts and why they should be considered sus-
picious. More precise is this gathering, more accurate and effi-
cient will be the analysis of the FIU. Then it is perfectly under-
standable the effort to look for more and more efficient tools to
build those reports. On this side every country seems to adopt an
analogue form for the request, often managed by an IT tool,
which provides standardization to the reports. In this form is hall-
ways contained one or more point regarding “why” the circum-
stances appeared so anomalous to justify a report for a suspicious
operation.

This point is furthermore crucial for the prosecution. Law
enforcement employs FIU analysis, whose information come from
the reporting from suspicious operations, which therefore are the
first bottleneck where the information flows. Nothing weird then,
if this point was at centrum of a detailed regulation.

Nevertheless, countries sometimes do not consider it as a
central step for their system, so falling silent at this regard, acting
only on basis of a non-defined method of risk approach consider-
ing index without defining their “weight” – Netherland, Luxem-
bourg – or entrust to the system of feedback to explain the qual-
ity of the suspect – Italy – or other forms of soft law – Germany
and Spain – connected to the due diligence in customer evalua-
tion. After all, the evaluation has to be made case by case, and
every customer and operation is different from the others, so sug-
gesting empirical solution to be employed time by time. However,
a lack of common criteria means unavoidably to have a patch-
worked situation, where in one country the operation would be
considered suspicious, and reported, when in another country it
would easily escape from supervisory and, therefore, even the
prosecution.
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2.1.5.1. Different governances

With regard to another profile the FIUs it is also to notice
that even if sometimes FIU have different governance, being
sometimes administrative and other times judicial, police or hy-
brid, their job is reported to be, in substance, the same since,
every FIU carries out mutatis mutandis the same function, and the
consideration is worth even with regard to their counterpart, the
other authorities involved in diagonal cooperation.

The difference of governance comes into light instead on the
profile of FIU cooperation. Under this light every national legal
report arrest to notice the legal statute of its FIU, which remains
formally different. It is possible to think, therefore, that the judi-
cial or police FIU, like Netherlandish and Spanish employ the ex-
changing channels typical of judiciary and police cooperation; in
particular the first one stressed how the FIU shares the status of
the national police.4 Then it would be confirmed the risk that this
channel work only for the same authorities excluding the admin-
istrative FIU.5

2.1.5.2. FIUs cooperation

With regard to cooperation, the problem to employ a chan-
nel to exchange information is solved by the countries involved by
the research in the same way, after they have introduced the rules
of the AML Directive. It is adopted a legal obligation for the na-
tional FIU obliging it to exchange every time a foreign FIU needs
information to investigate a suspicious operation. The national
FIU is obliged independently of a perfect knowledge of the na-
ture of the operation, being obliged to exchange regardless to the
predicate offence or, in other words, regardless to the nature of
ML of that operation. It allows an efficient and fast exchange,
free of checks that the FIU could not carry out, or that would

4 See Netherlandish report pp.: As indicated earlier, FIU-Netherlands is adminis-
tratively under the police and thus has the rights and obligations as laid down for FIU-
Netherlands in the Police Act 2012 and more importantly the Police Data Act and the
Police Data Decree.

5 See chapter 1 par. 3.
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force it to gather information, spending time for a cooperation
with other national investigative authorities. Furthermore, every
country appears to be fully compliant with the AML Directive
rules even with regard to the case of refusal to exchange, which
are narrowed to the defense of the investigative secret or effi-
ciency or the protection of fundamental principal of the Member
State.

Even when the exchanging obligation arises after the request
of a foreign FIU, the considered countries employ the same
modalities. It is asked to explain the pertinent facts, their context,
the reasons for the request and indications on how the informa-
tion sought will be used. This check allows to understand why the
information is relevant for the foreign FIU, so showing its need to
receive it.

Instead, things are different with regard to spontaneous dis-
semination. This time the obliged FIU does not know the need of
the foreign one, but it can only follow an indication of its legal
system about the exchange. It suggests the employment of criteria
to determine “when” that information must be provided. But, in
this case none of the national reports shows a criterium, exposing
only generic expression like concerning the jurisdiction of another
State (Section 43 German AML Statute) or informations et piéces
susceptibles d’étre pertinentes pour le traitement ou l’analyse d’in-
formations en lien avec le blanchiment (art. 75 Luxemburgish Loi
sur l’organisation judiciaire). The evaluation of relevance is there-
fore left again to the different approach employed by the single
national FIU, which, unavoidably, implies that analogue informa-
tion sometimes will be provided and other times not.

The issue to know what the foreign FIU looks for, is due un-
avoidably connected to the difference of what those FIU thinks to
be “suspicious”. If they carried out the same evaluation the
obliged FIU would have a criterium to know that its report would
be relevant even for the foreign one. That it is to say that they
need the same measure to evaluate when the operation must be
considered suspicious.

Even in this case, therefore, the “core” of the problem is to
find criteria to evaluate what is meant with suspicious operation.
When all countries employ the same criterium to discover it, then
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what is considered suspicious for one of the, is, consequently,
considered suspicious even for the other one.6

3. Conclusive remarks: the need of new rules to ensure a more ef-
fective transnational investigation

The outcome of the research show that with regard to the
matter considered by the research an improvement with new and
harmonized rule appears necessary. Uniformity and clearness of
rules regarding to scope and modalities of ML transnational in-
vestigation is very important at national and supranational level.

At national level, the harmonization would provide clear
rules for undisciplined process, like the evaluation of the suspi-
cious operation. At supranational level, it would enhance FIUs
cooperation and judicial cooperation in transnational investiga-
tion and, with regard to this matter, even the mutual trust and
recognition within the Eu territory, and, besides, even the protec-
tion of financial system, improving the national criminal law and
rule about the exchanging of information about suspicious opera-
tions. It is to remind, indeed, that the central issue to which the
AML Directive and the 1673/2018 Directive, as forwarded by
their title, is “the prevention of the use of the financial system for
the purposes of money laundering or terrorist financing”. Those Di-
rective provide rules to harmonize both criminal law and also the
AML investigation. Different legislations could represent an ob-
stacle to this harmonization. They could generate zones where the
ML is not punished or investigated. Then, a harmonized legisla-
tion would be probably helpful to fill this gap. And, besides, it
would enhance the certainty of legal reaction against ML, increas-
ing its preventive efficacy.

On this basis, after that the need of new rules has emerged, it
is necessary to hypothesize how this legislation should be.

First it should start from an implementation of criminal law,
because it, representing the final scope of cooperation, as seen
above, is able to stimulate it and enhance even other form of co-

6 In this terms R. RAZZANTE, Manuale della legislazione antiriciclaggio, 2020, pp.
205 ff.
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operation among authorities. In this perspective, it should aim to
build on what has been already built by improving the current
criminal legislation extending it in order it to cover the new de-
velopment of ML.

Secondly, it should be aimed at removing all obstacle to FIU
cooperation, by removing all preclusion connected to communi-
cation channels. Indeed, what is relevant for a FIU depends un-
avoidably from the peculiarity of the single case, but when this
obstacle is overcome the information must be disseminated.

Third, that legislation should aim to homologate the proce-
dure to build the report on suspicious operation. As noticed
above, the most relevant challenge in this field is to find common
features on which basing the evaluation of the suspicious opera-
tion. In this field, however, the only mean available to the FIU to
govern the immense amount of report are the criteria currently
employed by the State.

Furthermore, a common evaluation is the prerequisite to
speak a “common language”, allowing FIU to spontaneously ex-
change information, being sure that their evaluation will be
shared by the other one.

In this sense, the research of criteria represents the most rel-
evant challenge of the system, since they are the bottleneck where
the information flows to the FIU, and to the law enforcement.
With consequence that the efficiency of the whole system of co-
operation and, consequently, prosecution depends first on these
tools. In this sense these criteria are a tool at disposal of the social
control carried out with penalty. But their true relevance reveals
one step before, when the launderer access to the banking system.
In this case a sure system of clear rules, provides the certainty that
certain operation will be reported, so discouraging the launderer
to employ the financial system even before the prosecution.
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TRANSATIONAL INVESTIGATION ON ML: 
GUIDELINES TO DEAL 

WITH THE CURRENT LEGAL GAP

SUMMARY: 1. Prosecution. – 2. Prevention.

From the analysis of the state of the art of the countries in-
volved by the research it has emerged the common tendency to
extend the current legal framework. The aim is to cover the new
development of transnational ML, which currently escapes from
prosecution or, however, to improve that field where the effi-
ciency of the transnational investigation is reduced by other legal
obstacles. In particular, these gaps touch several relevant steps of
that activity, that have been put in evidence within the outcome of
the research.

1. Prosecution

The first field to be affected by a legal gap is the prosecution.
From the synthesis it emerges that in several cases the lack of a
criminal law provision prevents from prosecuting the launderer
transferring money in within a national Member State. Some of
these situations are already covered by the existing legislation.
This is the case of the self-laundering, of the extension of the
criminal activity to al crimes punished with at least 6 months
penalty, and of the limitation of double jeopardy prohibition
when the predicate offence is already considered an offence in the
country where it has been committed, if that offence affects fi-
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nancial interest of the EU. These hypotheses are already covered
by the 1673/2018 Directive.

Differently, there are still other situations not covered by this
legislation, deserving therefore to be regulated:

1) A first case regard, the need to limit even more the
legal definition of ML to embrace even more predicate of-
fence. As the analysis shows, sometimes that definition does
not allow to cover several of those case, like it happens when
predicate offences is punished of minimum lower than 6
months or when the same effect is reached when it the pred-
icate offence is already punished abroad. Nevertheless,
sometimes even minor crimes can be a good base for ML.
This is the example of Luxemburgish report of passport fal-
sification: if somebody is paid to falsify passport he can
spend that money without risks in another country, where
that crime is not considered “serious” or, maybe, that laun-
dering is not punished due to the prohibition of double
jeopardy. Moreover, this crime, even if it does not affect di-
rectly the EU financial interests, nevertheless is able to affect
them “indirectly”: it is enough to figure out that the false
passport is provided to an entrepreneur escaping with
money of a VAT fraud. In other words, not considering as
“serious” some crimes, only considering their penalty, risks
to feed the market of illicit activity. Then it arises the need to
choose to leave untouched this form of ML or to punish
them as well.

In this last case, it is to notice the existence of a double
gap concerning both the limitation of six month, on the one
hand, and, the liberty of the state to maintain the double
jeopardy prohibition every time the predicate offences do not
affect directly the EU financial interests. On this basis a fist
guideline could consist of introducing a new norm to fill this
gap. In particular this norm should sound like:

“Member States shall consider as predicate offence behav-
iors considered as crimes independently on their penalty or that
another State consider it a crime”
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2) Besides these cases, there is another one escaped by
the national legal reports and to the final synthesis. Some-
times forms of ML escapes to prosecution due to differences
among predicate offence. For example: who brings in
Netherland money from the sale of a building built ignoring
regulations in Italy does not commit ML, since building
ignoring regulation is considered a crime only in Italy and
not in Netherland, where money is considered therefore
“cleaned”. Reasonably this case escaped to national report,
since to evaluate this phenomenon, it is necessary to consider
hallways at least “two countries”, with consequence that its
relevance can be appreciated only by a supranational point of
view. Nevertheless, even this crime can encourage new form
of ML: who knows that he will save dirty money abroad of
the building ignoring regulation could be also be encouraged
to not pay taxes or to get new procurement by fraud. Again,
the choice is between leaving untouched these forms or to
prosecute them within EU territory.

Then in this last case, the aim should be to make sure
that every country punishes that ML considering “dirty” the
money coming from a behavior considered a predicate of-
fence abroad. Naturally it is impossible to ask to all countries
to consider as a crime the same facts, since it would imply a
violation of art. 83 TUE, which entrusts to the EU the power
to harmonize criminal law only in some fields and, among
them, ML. But the issue could be solved by modifying di-
rectly the legal definition of ML, in order to embrace not
only the national predicate offences, but also behavior con-
sidered as predicate offence only by a foreign Member State.
In this case this modification of the ML legal definition
should sound like:

“Member States shall consider ML the concealment of
money coming from a behavior considered crimes, even if only
under the criminal law of a foreign Member State”

3) A last point concerns the extension of ML legal defi-
nition to behavior kept only involuntarily. The choice to pun-
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ish for ML only who knows about the origin of the money
leaves untouched several involuntarily behaviors equally able
to introduce dirty money within the internal market. How-
ever, it is to keep at mind that an extension tout court to ML
qualification to every involuntary employment of dirty money
could imply a strong interference of criminal prosecution
with the mechanisms of free market. Indeed, for this reason
the Spanish law narrow the ML definition only to the gross
negligence, requiring a mistake so apparent that it could have
been simply avoided. Then, even in this case it is to evaluate
if extending the ML legal definition, with the “caution” to
consider also the possible limitation of the gross negligence.
In this case the norm should sound like:

“Member States shall consider ML even the involuntary
concealment of money origin if it was apparent the true origin
of money”

2. Prevention

The second field to be affected by a legal gap is the preven-
tion. Even this time from the synthesis it emerges the existence of
lacks of a administrative and soft law provision preventing from
discovering the launderer transferring money in within a national
Member State. In this case, some lack can be noticed within the
complex AML legal system involving the financial system and its
actors. In particular, the focus was on FIU exchange channels and
their power to gather and exchange information.

1) Starting from FIU exchanging channels, it has been
noticed that cooperation among FIU carried out through the
information exchange is sometimes prevented when the FIU
governance is judiciary or is shaped like a form of police,
since it employs only exchanging channels proper of that
kind of authority, leaving outside the administrative FIU.
This situation, is already directly described under the art. 52
of AML Directive, since, by saying that FIU cooperate re-
gardless to their status. But, with regard to the particular sit-
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uation represented by the countries involved by the research,
it seems useful to specify even more the norm, in this sense:

“Member States shall ensure that FIUs cooperate with
each other to the greatest extent possible, regardless of their or-
ganisational status, even disregarding to their typical coopera-
tion channels”

2) The most relevant point concerns the harmonization
of the evaluation criteria of suspicious operation. These crite-
ria are relevant under more lights. One the one hand they al-
low to catch ML whenever money is inserted within the fi-
nancial system, since after the obliged entities have evaluated
the customer, fulfilling the due diligence obligation, they pro-
vide the report about the suspicious operation to the FIU.
The FIU evaluation of the FIU is a turning point since it al-
lows to catch the report about operation hiding a ML; but it
has been also pointed out that this step is essential even for
cooperation, in particular for the spontaneous exchange,
since if the FIUs shares the same evaluation of the report, the
national one will provide to the foreign one a report that it
will surely find suspicious. However, as formerly seen, this
operation is carried out on basis on an undefined risk-based
approach, reasonably different country by country; other
times the only indication is provided case by case with the
feedback system, when the FIU evaluating a report as “suspi-
cious” provides to market players a guideline to evaluate the
customers; other times more no rules are provided. Looking
at the relevance of this step, it seems that a harmonization
should invest also this field.

In particular, it seems needed to combine these two
methods. The adoption of a risk-based approach ensured
that to recognize situation implying properly the typical
“risk” of ML. But this approach sometimes can fail, then it
will be on FIU to provide a feedback on the report in order
to lead market player to shape that approach on different sit-
uations. Then, in perspective of an harmonization it should
be introduced a new norm within the AML Directive with
this sound:
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“Member States shall ensure that FIUs employ the same
risk-based approach, to evaluate the suspicious operation. The
FIU will provide its feedback on the report with the aim to
adapt it to the economical context”

It is to add, finally, that a common risk approach should
be detailed with an EU secondary regulation to be directly
applied in all Member States, in order to ensure a minimum
basis for common application.
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